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PA File Sight Documentation Table of Contents

Welcome & Install

Product Overview
Getting Started with PA File Sight

Concepts & Terms
PA File Sight is composed of a console that you interact with, and a system service that is started when the computer boots up and is always
running in the background.

Main Installation
Installing the Central Monitoring System (Typical Install)

Starting the Console
How to start the Console and connect to a monitoring service

Getting Started

Console
If a problem persists for longer and longer, different sets of actions can be run to progressively deal with the issue (for example try auto
resolving, and if that doesn't work contact the tech staff).

Startup Wizard
The Startup Wizard walks you through a few standard dialogs to help configure your system for basic monitoring.

Global Settings
Group servers together in visual groups to help keep track of them. Group-based status reports are also available.

Database Settings
Easily point PA File Sight at the embedded SQLite database or use an external Microsoft SQL Server.

Report Settings
Configure how often the server status reports are generated via the Report Settings dialog.

HTTP Settings
Control the HTTP port that PA File Sight uses, and optionally enable HTTPS (SSL)

Easy Deploy
Paste a list of servers or IP address into a list and let PA File Sight deploy Satellite Monitoring Services to those servers for monitoring.

Adding Monitors
Paste a list of servers or IP address into a list and let PA File Sight inspect and self-configure for each server/device. Or easily copy the
configuration from one configured server to one or more other servers.

Adding Actions
Perform changes of settings in actions, monitors, reports and scheduling for several servers at one time, or copy configuration settings to other
servers.

Bulk Config
Perform changes of settings in actions, monitors, reports and scheduling for several servers at one time, or copy configuration settings to other
servers.

Adv. Configuration




Acknowledging Alerts
Acknowledge alerts to indicate they have been seen, are owned, and being worked on.

Adv. Monitor Options
Many advanced options that exist on every monitor can help PA File Sight work the way you want it to.

Alert Reminders
Configure reminders to get sent for previous alerts that might not have been handled yet

Automatic Fail Over
Setup a second instance of PA File Sight to monitor the primary monitoring service, and take over if it fails

Blocked Users List
Blocks access to all drives monitored by PA File Sight to any account added to the Blocked List.

Command Line
Different options that can be used to help automate PA File Sight.

Config Email Ack
Acknowledge alerts by replying to an email.

Config Security
Password protect the Console, and alert on changes that could affect monitoring.

Credentials: Windows
Edit Windows credentials to control the credentials used when monitoring a server via Windows RPC.

Custom Icons
Servers/devices and groups can have custom icons manually or automatically assigned based on what the Inventory Collector monitor finds.

Custom Properties
Set cascading iCustomer Properties on Groups, Computers/Devices and Monitors which can be used in monitor, scripts and message
templates.

Customize Menus
Customize the Operations right-click pop-up menu in the Console to add your own commands, or change or remove existing commands

Endpoints
Detect file copying using the File Sight Endpoint agent.

Endpoint Alerts
Configure alerts for cases where the Endpoint goes offline

Endpoint Operations
Apply configuration options to many Endpoints at once

Endpoint USB Blocking
Configure the File Sight Endpoint to block unauthorized external/USB drives and CD/DVDs.

Error Auditing
Keep track of which errors have been reviewed and acknowledged. Also a great way for administrators to have an overview of any errors within
their area of responsibility.

Event Deduplication
Detects errors which are very similar or identical to existing outstanding alerts and suppresses them.

Expansion Variables
Variables with details about alerts can be used to change the output of custom messages.

External API
Send basic configuration requests to the product via an HTTPS URL.

File Locations
Locations of files used in the product

Import & Export
Paste a list of servers or IP address into a list and let PA File Sight inspect and self-configure for each server/device. Or easily copy the
configuration from one configured server to one or more other servers.

Maintenance Mode
While a computer is in maintenance mode, PA File Sight won't run monitors. It will turn itself back on automatically after the maintenance window



expires if you manually entered maintenance mode, or it can automatically enter and leave maintenance mode on a schedule.

Monitor Templates
Create monitors at a group level that are automatically deployed to all servers/devices within the group.

Monitors

Action Scheduler
Automate common IT tasks with the Action Scheduler. It will run your defined Actions when you specify.

Drive Sight
Protects servers and workstations by preventing CD/DVDs and/or external drives, including USB drives, from being attached. Any specified
devices that are attached are immediately detached by the operating system so they cannot be accessed.

Dynamic Server List
Dynamic Server Lists are groups of serves that meet your criteria. Once the list is known, you can define Dynamic Groups based on the list, and
use that group everywhere else groups are used.

File Sight
The File Sight monitor watches real time file access by users and programs. You can configure which files it watches, and how you are notified
when a particular operation (file read, write, delete, etc) occurs.

The Ultra version also lets you:
* Record the file access operations to a database for reporting (by user, by file, by operation, etc)
* Alert on user usage patterns (i.e. user reads X amount of data in Y time, useful for ransomware protection and detecting file copying)

NOTE: This monitor can ONLY monitor drives on the local computer. Watching files on remote computers requires that the PA File Sight service
(or a Satellite) be installed on the remote computers.

Inventory Collector
Collects inventory information (hardware information, pending Windows Update, anti-virus status, etc) from a variety of sources including WMI,
SNMP and an optional System Details application.

Actions

Action List
Groups of actions for common notifications, group notifications, etc.

Add to Blocked List
Adds all users reported on by a File Sight monitor to the Global Blocked Users List.

Call URL
This action will call a URL you specify, optionally posting information about the current alert. This makes it easy to connect to a
helpdesk/ticketing system.

Desktop Notifier
Delivers alerts to Windows desktops via a pop-up message box or a slider in the lower right corner of the screen.

Dial-Up Connection
Connects or disconnects a Windows Dial-up Connection. Typically this is for servers that are not on the Internet, but need to connect to send
alerts.

E-mail Alert
Sends SMTP email messages to mail boxes, cell phones, mobile devices, etc. The E-mail action has Alert Digests which are a
powerful/friendly feature that combines multiple alerts that happen within a short time into a single email notification. This can be very helpful
when something goes really wrong. You can easily specify when messages should be sent or suppressed.

Execute Script
Similar to the Execute Script monitor, this Action lets you extend the list of available actions via your own script written in VBScript. Many
variables from the source monitor are also available for creating rich, situation-specific responses.

Message Box
A simple message box that displays monitor findings. These message boxes are smart: if there are many pending alerts you can easily dismiss
them all at once.

Directed-Email
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The monitor which detects a problem specifies the email address to use for each alert. This is very useful when sending reminders and alerts to
end users such as with the User Quota Monitor and the Directory Quota Monitor.

Network Message
Sends a message box containing the critical monitor details to every place that you are logged in.

Pager Alert via SNPP
Send monitor results to pagers via standard Simple Network Paging Protocol (SNPP). You can easily specify when messages should be sent
or suppressed, and the content of the message.

PagerDuty Integration
Send alerts directly to your PagerDuty account and track them using the full power of the PagerDuty platform.

Phone Dialer
Dials a modem/phone and optionally sends DTMF commands or other commands (to send SMS messages for example). This is typically used
by a disconnected server to send an alert over a normal phone line (where the CallerID identifies the server)

Play Sound
Audible alert when monitors detect a problem with the server.

Reboot Server
Reboots the server if a monitor has detected a critical system failure.

Run Report
When this action is triggered, it will run the specified Scheduled Report including sending any emails or saving PDF or CSV files that report
requires.

SMS Text Message
Send SMS text messages to your mobile device via your service providers SMS Internet gateway (SMPP server). You can control which
information gets sent, as well as when messages are allowed.

Server Maintenance
Set or remove the Immediate Maintenance period for a server or servers

SNMP Trap
Sends an SNMP Trap with details from the monitor firing the action

Start Application
Starts a specified application when the monitor triggers actions

Start Service
Sends control messages to the Windows Service Control Manager to start, stop or restart a specified service.

Syslog
Sends monitor alerts to a Syslog server on the network

Write to Event Log
Writes monitor details to the Windows Event Log.

Write to Log File
Log the findings of any triggered monitor to a file. Separate files can be created for each day, week, month, etc.

Reports

Ad Hoc Reports
Generate reports on the fly to quickly see graphical trends

Branding Reports
Easily brand reports with your company logo at the top

Group Settings
Group summary reports can be specified and controlled in a per-group way. In addition, group reports can be automatically emailed to anyone
that needs to keep track of the servers.

Password Protection
Password protect web reports in PA File Sight

Satellite Status
Quickly see the current status of an individual Satellite Monitoring Service.



Satellite Summaries
Two reports that let you see the status of all of the Satellites at once.

Scheduled Reports
You can create scheduled reports which will get created when you want them, and optionally email the report to a list of recipients. Scheduled
report URLs are stable so you can add them to your Favorites list to quickly and easily see the latest results.

Server Status
Easily see at a glance the state of your server along with system statistics

System Activity Log
Quickly see which monitors are running, how long they are taking, which actions are being fired and more.

Standard Report Tabs
View the tabs and information that is common among most report types.

FS: All Changes
Get a quick report to see everything PA File Sight has recorded in a specified time frame.

FS: Custom Data Set
Create a report that filters on many different File Sight criteria.

FS: File Changes
Quickly see all changes that happened to specific file or set of files.

FS: Type of Change
See all file operations of a specific type. For example, all files that were deleted in the past two days could be quickly shown.

FS: User Activity
Find all users who have done more than a specified number of specific operations. For example, anyone that has deleted more than 50 files in
the past week.

FS: User Block List
Quick way to see which users are on the File Sight User Block List, and which are on the white list.

FS: User Changes
Select a specific user and a time frame to see all recorded file activities they have performed.

FS: User R’'W Amt
Find all users who have read and/or written a specified amount of data in a given time frame.

Grp: All Errors Report
The All Errors report show all recent errors on all monitors on all servers/devices within a group. This is a good place to quickly get a detailed
view of any problems happening on the network.

Grp: All Servers Report
This report shows all of your servers in a group in a single page. Each server is a small box that is color coded according to the status of the
monitors on that server.

Grp: Custom Group
Create custom reports at a group level to show custom HTML, charts, and other status values for the contained servers.

Grp: Group Summary
See a one line status indicator per server to see at a glance how the servers in your data center are doing. Per-group status reports are also
supported.

Grp: Status Map
See a graphical map that contains status indicators that show you at a glance how servers in different geographic regions are doing.

Sys: Config Audit
This report shows you what your current configuration is with your Groups, Servers, Monitors, and Actions.

Sys: Conn. Sessions
See all sessions (Console, Satellite, mobile apps) currently connected to the Central Service.

Sys: Error Audit
Powerful report to look at current and past alert conditions that have been detected by the system.

Sys: Monitor Scope
Displays a summary of what is being monitored on a per-group basis. This would be appropriate to show stake holders to indicate the level of



monitoring work being done.

Sys: Monitor Status
A quick table-based overview of current monitor statuses. You can specify a specific monitor type, only monitors in error, etc.

Sys: Statistics
View system statistics such as HTTPS connections and data transferred, numbers of monitors and connected Satellites, etc.

Sys: System Audit
Find out about activities within the monitoring system, such as alert emails sent, user logins, Satellite disconnects, etc.

Sys: User Permissions
This report will display all users defined in the system, what they have access to, and their permissions.

Remote Sites

Remote Monitoring
Monitoring remote servers and devices with PA File Sight

Install Prerequisites
Pre-requisites for installing a remote Console or Agent

Install Satellites
Installing a monitoring agent at a remote location

Configure Satellites
Configuring a monitoring agent at a remote location

Satellite Operations
Operations on a Satellite Monitoring Service

Remote Support

SNAP Tunnels
Safely send data to remote networks using SNAP Tunnels

Remote Desktop
Securely connect to Remote Desktop even through firewalls with PA File Sight

Remote Users

Install Consoles
Installing a Console GUI

Remote Access Users
Managing remote user access

Filter User Access
Control which users can see which groups and servers

HOWTO

Ack and Silence Alerts
How to acknowledge alerts such that they stop coming for known problems.

Add Licenses
How to add licenses.

Alternate Sat Upgrade
Discover how to make Satellite upgrades download the installer file from an alternate location

Deploy Satellites



Information on deploying Satellites remotely.

Extract Data
Extract data from the databases for use in your own systems

Integration
How to integrate with other enterprise systems and usage scenarios

Prepare for Imaging
How to prepare a Satellite installation for disk imaging and duplication

Shrink Databases
How to shrink the embedded database files in the Databases folder

Slack Integration
How to integrate with Slack by sending alerts to Slack channels.

Use Other SSL Cert
Explains how to use your own SSL certificate in place of the default.
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Product Overview for PA File Sight

Thank you for choosing PA File Sight. The following documentation offers help in installing, configuring and using PA File Sight.
These topics are also shown in the help menu at the left of the screen.

If you are looking for something specific, try the Search box at the top of the page.

Product Architecture and Layout

Typical Installation (Main Install)
Every installation has a monitoring service installed on a Windows Server or Workstation. This monitoring service will monitor the
drives in the server it is installed on.

User accesses files ¢ ;
on server
PA File Sight monitors and ...
.. sends alerts ... logs access to a database ... generates reports
{Ultra version) {Ultra version}

The installation will also include a Console GUI application for working with and configuring the monitoring service.

Centralized Capabilities

In addition to monitoring drives on the local server, Ultra editions of PA File Sight can also manage the monitoring of remote
servers, including across the Internet without needing a VPN. This is accomplished by installing a Satellite Monitoring Service on
additional servers or workstations. The Satellite will monitor itself (the server it is installed on). Alerts and monitoring data will be
sent back to the Central Monitoring Service via SSL-encrypted HTTP.

10
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The Ultra version can manage all configuration
from a central console.

... sends alerts.
PA File Sight %
Central Service ’0
w'f_:. g ... logs access to a database
// \ (Ultra version)

Alerts and report data are forwarded to the Central Service. ... generates reports
Audit logs can be kept at the Satellites or the Central Service,

{Ultra version)

Installation Help

The first step to using PA File Sight is to install the Central Monitoring Service.
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This help page is for version 7.3. The latest available help is for version 8.1.

Terminology and Concepts of PA File Sight

PA File Sight runs on a Windows computer and monitors the file activity on that computer.

PA File Sight is composed of two parts: a graphical user interface called the Console, and a background process called the
Monitoring Service (or Central Monitoring Service). You see the Console when you launch PA File Sight from the desktop. The
Central Monitoring Service is invisible and has no user interface of its own.

(Central) Monitoring Service

The Central Monitoring Service is the part of the product that performs the monitoring of the file activity on the local computer.
The service is set up to run automatically when Windows starts. The Console does not need to be running in order for monitoring
to take place.

If only a single server is being monitored, this will be the only Monitoring Service. If additional servers are being monitored and
they are reporting to this service, this service is then referred to as the Central Monitoring Service. Note that the Lite Edition does
not have centralized capabilities, and thus does not communicate with other Monitoring Services.

Satellite Monitoring Service (Ultra Edition)

The Satellite Monitoring Service (or just Satellite for short) is an optional additional monitoring engine. It can run monitors on
additional computers just like the Central Monitoring Service. If you want central monitoring, configuration and reporting for many
servers, Satellites are typically installed on additional servers and they are then pointed back to the Central Monitoring Service.

NOTE: The Satellite Monitoring Service is only available in the Ultra product edition.

12



The Ultra version can manage all configuration
from a central console.

PA File Sight
Central Service

/' -

... sends alerts.

—E=

... logs access to a database
(Ultra version)

Alerts and report data are forwarded to the Central Service. ... generates reports
Audit logs can be kept at the Satellites or the Central Service. {Ultra version)

Product Terminology

PA File Sight is based on the concepts of Groups, Computers, Monitors, Actions and Reports. These run on the Central

Monitoring Service and/or a Satellite Monitoring Service.

Group
|
[ |
Group Group
| r' ] !—‘—\
Computer Computer ‘ Computer Computer I Computer

‘Action‘ ‘Action‘ ‘

‘ ‘Action‘ ‘Actinn‘

Globally defined list of actions

Group (Ultra Edition)

Groups hold computers and optionally other groups. They are for your use to organize the computers that you monitor. You can
drag and drop computers and groups into groups using the Console. Note that Groups only exist and make sense with the Ultra

Edition, since the other editions can only configure and monitor a single computer.

Adding new computers is best done with Easy Deploy.

Group status reports show the overall status of computers within the group.

Computer

13



Computers represent a server with drives that are monitored. Monitors are created and attached to computers.

Server status reports are generated automatically and show the status of the monitors on the server.

Monitor

A Monitor continuously monitors file and directory activity on monitored drives and compares that activity to settings you specify.
Detected changes that meet your criteria can be alerted on, and with the Ultra version are written to a database so historical
reports can be run.

Action

An Action is run in response to monitor findings. Examples of Actions are sending e-mail, execution of a script, or writing text to a
log file.

Actions are defined once, and can be referenced by many monitors in the system. Multiple actions of the same type can also be
created (ie different e-mail actions to notify different people).

Reports

Data from the databases is shown via reports (only the Ultra version has the database, the Lite version does not). You can create
ad hoc reports to view historical data. If a report is used on a regular basis, you can create a Scheduled Report.

14



This help page is for version 7.3. The latest available help is for version 8.1.

Installing the Central Monitoring Service

Contents

To install the Central Monitoring Service

1. Run the PA File Sight setup program. The License Agreement page appears.
Note: If this is an update from a previous version, the installation stops the existing service.

T Setup - PA File Sight Ultra

License Agreement ' / '
Flease read the following important information before continuing. ~

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END USER LICENSE AGREEMENT
Software License Agreement for PA File Sight (Ultra, Pro or Lite)

IMPORTANT- PLEASE READ CAREFULLY: BY INSTALLING THE
SOFTWARE (AS DEFINED BELOW), COPYING THE SOFTWARE
AND/OR CLICKING ON THE T ACCEPT THE AGREEMENT BUTTON
BELOW, YOU (EITHER ON BEHALF OF YOURSELF AS AN
INDIVIDUAL OF. ON EEHALF OF AN ENTITY AS ITS AUTHORIZED
REPRESENTATIVE) AGREE TO ALL OF THE TERMS OF THIS END

TTETR T IETAET ANPETAMMTNT AAARPTERATATT PR A DTN VOTTR T8

(@)1 accept the agreement
(C)1 do not accept the agreement

T Setup - PA File Sight Ultra

Select the | accept the agreement option, and then click Next. The Select Destination Location page appears.

Select Destination Location
g . N
Where should PA File Sight Ultra be installed? L ‘\J

Setup will install PA File Sight Ultra into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

|C:\Program Files (x86)\PA File Sight, Browse...

At least 56,4 MB of free disk space is required.

3. Do one of the following:
o Accept the default folder path.

o Enter a new folder path in the box. You can click Browse to display a standard Windows browse window, and then navigate

15



to your destination folder.

4. Click Next. The Select Components page appears.

T Setup - PA File Sight Ultra

Select Components ' / !
Which components should be installed? &

Select the components you want to install; dear the components you do not want to
install. Click Mext when you are ready to continue.

Central Monitoring Service 251.2MB
Conzole User Interface {configures all Services) 36.4MB
[ satelite Monitoring Service {reports to the Central Monitoring Service) 17,3 MB

Current selection requires at least 393.8 MB of disk space.

5. Accept the defaults for a typical installation. You can select the components individually, or you can click the arrow, and then

select an installation from the list. For a first installation, choose the default "Typical installation" with a monitoring service and
console.

6. Click Next. The Select Additional Tasks page appears.

¥ Setup - PA File Sight Ultra

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while instaling PA File Sight
Ultra, then dick Mext.

Additional shortcuts:

Install the ODBC Driver for SQL Server. This is necessary if you will use Microsoft
SQL Server as your backend database. You can also install the ODBC Driver for
SQL Server later.

7. Select the Create a desktop icon option if you want the installation to place an icon on your desktop.

8. Select the SQL Server Native Client library option if you want to use Microsoft SQL Server as your backend database. You
can leave this unchecked if you are not sure at this point -- this can be added later.

9. Click Next. The Ready to Install page appears.
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T Setup - PA File Sight Ultra

Ready to Install "

Setup is now ready to begin installing PA File Sight Ultra on your computer. .‘ \Y

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: A
C:\Program Files (x86)\PA File Sight

Setup type:
Typical installation

Selected components:
Central Monitaring Service
Console User Interface (configures all Services)

Additional tasks:
Additional shortouts:
Create a desktop shortcut w

10. Click Install. The Installing page appears. When the installation has finished, the Completing the PA File Sight Setup Wizard
page appears.

T Setup - PA File Sight Ultra

Completing the PA File Sight Ultra
Setup Wizard

Setup has finished installing PA File Sight Ultra an your
computer, The application may be launched by selecting the
installed shortouts,

Click Finish to exit Setup.

Start the PA File Sight Ultra monitoring service:
Launch the PA File Sight Ultra Console

1. Specify whether you want to start the PA File Sight Service or launch the PA File Sight Console by selecting its option, and
then click Finish. If you have selected the option to launch the console, the PA File Sight Console window appears.

&\ PA File Sight Console - v7.0.3.224

PA File SIGHT @

Select the monitoring service that you want to connect to.
@ Local host Local connection settings
Local hostname

Database settings
" Remote host

Host name: I j Part: I 722

User name: I

Password: I

To configure remate host connectivity, you rust first specify a login
provider and list of users in Settings = Remote Access,

Language: |English j

Login when ready QK Exit

17



Next steps:

Start the Console GUI
Prerequisites for installing a remote Console or Remote Satellite
Install the Console GUI on additional computers

Install the Remote Satellite on remote servers

18



This help page is for version 7.3. The latest available help is for version 8.1.

Starting the PA File Sight Console

Contents

To start the PA File Sight Console

1. Double-click the PA File Sight Console icon on your desktop. The Console connection window appears:

& PA File Sight Censole -

PA Flle SIGHT Q

Select the monitoring service that you want to connect to.
* Local host Local connection settings
Local hostname
Database settings

| J 722

" Remote host

Language: |English j

Login when ready QK

Exit

2. Do one of the following:

o Select the Local Host option to connect to the monitoring service on the same computer.

o Select the Remote Host option to connect to the host on a remote computer. Enter the remote host name, port number, user

name, and password.

Note: Remote access must previously have been configured in Settings -> Remote Access.

3. Click OK to connect and open the Console GUI. If there are any errors, an error message will offer hints on how to resolve

them.

4. The Console GUI will appear.

Note that there are also a few other options. You can select which embedded browser (Internet Explorer or Chromium) will be

used at the bottom of the dialog. You do not need to install the Chrome browser.

You can also make changes to the Database Settings, the Server HTTP/S Settings and the name used when connecting to the

local server (localhost by default).

19



Contents

This help page is for version 7.3. The latest available help is for version 8.1.

PA File Sight Console

The Console is the administrative interface to PA File Sight. Some buttons that appear across the top are only available if you run
the Console on the same machine where the Central Monitoring Service is installed.

Top Button Bar

The button bar can be enabled or disabled via the View menu.

20



& PAFile Sight Ultra Console - v 08 [ Connected to 192.168.7.4 as quinn ]

File View Configuration Settings Licensing Help Quiet!..
L] Licensed to:
l e l G H T Quinn's Office Licenses
g @ Stop Service |Z| Settings _’ Easy Deploy a Bulk Config _—' Licenses -ﬂ Exit

Servers < Back Open in Browser Print
L .
E|....' l Servers/Devices | Updated 25 Apr 2018 10:17:22 AM

E|r;',." Q Group Reports All Reports PDF

‘wersion

[veredist_x86.exe] -

Eﬂ----m Watch K:\Cust 5
System Information
EIL Inventory Coll
E|r;',' RANCOR Bytes Written (MB)/min Bytes Read (MB)/min
o 35MB 300ME
Ezl Watch C:4 30ME 250ME
25ME 200MB
Eﬂw Watch M:Y ig:“: 150ME
100ME
10MB
H_ Inventary Coll 5 SOMB J |
OME OME | - )
10:17 PM 01:28 AM 04:39 AM 07151 AM 10:17 PM 01:31 AM 04:45 AM 08:00 AM
\ 24 fpr 25 Apr 25 Apr 25 Apr \ 24 fApr 25 Apr 25 Apr 25 Apr
Files Accessed/ min
50,000
40,000
30,000
20,000
10,000
0
10:17 PM 01132 AM 04148 AM 08103 AM
24 hpr 28 Apr 28 Apr 25 Apr
15 Minute Total I/0 Operations (Logarithmic Scale) Total I/O
[PALowPriorityHelper_Net4.exe] Reads
[ServerMonSatellite, exe] —|——— .
— M Writes
[Sat_Only_Setup.tmp)] —(e——————
[StorageMonSatellite, exe] —{r——— W Deletes
NT AUTHORITY\SYSTEM [svchost,exe] —fmm— show more
[veredist_x64,exe] —fm———— show less
—
—

[emnd.exe]
[net.exe] o
< > NT AUTHORITY\NETWORK SERVICE [WmiPrvSE.exe]
All Monitors
All Actions : I

-

100 10,000
Advanced Services

This chart is showing real-time file activity counts for all monitored drives, whether the activity is being tracked by a monitor or not.
Endpoint Services o y,

Updates i :
Uptime Operating System

Reports 14 days, 3 hours, 23 minutes Microsoft Windows Server 2012 R2 -
Activity Graph The Activity Graph at the far left is an indication of system activity. The green line indicates the number of
monitors that are running or scheduled to run, and the yellow line indicates the number of actions that have run. Monitors running

on remote Satellites are not represented. Double click on the Activity Graph and a larger version with more details will appear.

Start/Stop Service (not available in Remote Consoles) The first button on the left lets you start and stop the PA File Sight

service. When the Console first starts, it will be grey as the Console queries the operating system to determine if the service is
running or not.

Settings (not available in Remote Consoles) The Settings button takes you to the global Settings dialog. Here you configure

many aspects of the program. More information is available in the Settings topic. The Settings menu gives you short cuts to many
areas within the Settings dialog.
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Easy Deploy (Ultra Edition) This feature allows you to easily push out Satellite Monitoring Services to servers on the local
network. Once they are deployed, the servers will automatically show up in the Console and are ready to have monitors added.
There is more information in the Easy Deploy help topic.

Bulk Configuration This feature allows you to perform changes to many computers, monitors, actions or reports at once. More
info...

Licenses (not available in Remote Consoles) License files are installed by copying them into the PA File Sight directory. The
Licenses button will display the License Manager dialog to let you see your current licensing status. Licenses only get installed
on the Central Monitoring Service. Satellites (if any are in use) will get their licensing information from the Central Monitoring
Service.

Exit This closes the PA File Sight Console. Since the actual monitoring is done by a service, exiting the Console does NOT stop
the monitoring of your system.

Navigation Panel

On the left side is the navigation pane. Similar to many other Windows products, this navigation pane displays items that you can
interact with. Right clicking most items will give you a menu of choices. Selecting an item will cause the large right panel to
change to your current selection.

Items that can be selected are grouped together into categories. You can see a category by pressing the button for that category.
Servers/Devices category is where you add computers using Easy Deploy, and can add and configure monitors and actions.

This is also where you can click groups or computers and see status reports for those items.

All Monitors and All Actions categories are short cuts to quickly find a specific monitor or action, or to see them all grouped
together. These categories can be shown or hidden via the View menu.

Advanced Services is where Satellite Services, Monitor Template Library, Global Monitors, Failover Status, Acknowledge Errors,
Alert Reminder, Event Deduplication, and Advanced Settings can be viewed and changed.

Updates is where you can view "Updates, Tips and News" which is a great way to get information on new features and view
articles that are posted on our Network Wrangler - Tech Blog site. You can also check for product updates, manage local
upgrades to satellites and check for license updates.

Reports is where you can create your own reports, create scheduled reports, view existing reports and view current system
activity.

The right panel displays details about the item selected in the navigation pane. Some times that information being viewed is a
report, or monitor or action configuration details.

All reports that can be viewed within the Console can also be viewed in any web browser. Scroll
to the bottom of the report to see the link for that report, or hit the Open in Browser button above
the report.

Command Line Options
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Normally the Console is started without any command line parameters, but occasionally a command line option may be useful.

See Command Line Options for details.
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PA File Sight Startup Wizard

The instructions that are provided here apply to the process that you can follow when you run PA File Sight for the first time.

Most of the screens that you will encounter in the Startup Wizard are standard configuration dialogs that are available to you from
PA File Sight, so you can always change the configuration for your setup later.

When you see the Welcome dialog, press Yes to enter the Wizard. Press No to return to PA File Sight (you will have nothing
configured if you do this and you will have to set up servers and other monitored devices manually.) If you press Yes you will see
the next screen shown, Configure Email Notification.

Configure Email Notification

L Email Address ! ops@yourdomain.com 0K
(Multiple addresses can be comma separated) Cancel
[¥ This email address should receive internal system alerts (internal errars, license expired,
etc)
. Advanced
From Address l alerts @yourdomain.com (5ingle valid email address) Options...
¥ Send message directly without using an SMTP server Test Send Message...
NOTE: The target SMTP server needs to be accessible via port 25, which some ISPs block

Schedule...

Global SMTP Server Settings (shared by all Email actions)

SMTP Server Name | Port F

Optional Encryption |D0n't Know "’i

Username for SMTP Server I

I Test Primary
Server

Password for SMTP Server

Retype password I

In the case where an email can't be sent via the SMTP server above, it will be tried with the alternate SMTP
server given below.

Backup SMTP Server Name I Port | 25

Optional Encryption IDon't Know v;

Username for SMTP Server I

Test Backup
Password for SMTP Server I Server

Retype password I

Refer to the help page Send SMTP E-Mail for directions. Select OK when you are finished with the Configure Email Notification
screen.

The next screen helps you configure a Write To Text Log File action which the monitors can use to record human readable
events that happen.
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Cenfigure Lag File

" 4 Directory for log files I C:\TEMP

Name of log file | ServerEvents.txt

Example log file name for chosen option:
CATEMP\ServerEvents_2017-04-18.txt

& Write to a new file daily (appends YYv¥-MM-DD to filename)
= Write to a new file weekly (appends YYvY-Wxx to filename)
" Write to a new file monthly (appends Yyyy-MM to filename)
© Always write to the same file (appends nothing to filename)

Max log file size in KB I 5000

° Write as UTF-8
* Write a Unicode

¥ Include appropriate Byte Order Mark (BOM) for above format

™ Allow new line character in output

oK

Cancel

Select OK when you are finished with this screen.

Press OK to continue. At this time, you will be prompted for an initial path to be monitored. A File Sight monitor will then be

created and this path filled in. That completes the Startup Wizard.
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Global Settings

The Settings dialog lets you configure global aspects of the monitoring service.

There are several dialogs that are reached by the buttons on the right side of this dialog and which are also accessible via the
Settings menu.

System Alerts - Some alerts are sent to you from the monitoring system itself, and not in response to particular monitors. These
alerts include security warnings (change of configuration, etc), license issues, internal problems, unaccessible computer
warnings, etc. You can control which of these internal alerts are enabled, and which notification method each one should use.

Console Security allows you to set a password that the Console will request when it is launched. This setting allows you to limit
access to PA File Sight to authorized users.

Database Settings dialog allows you to set up PA File Sight to use the embedded SQLite database or Microsoft SQL Server as
the storage for PA File Sight data.

Report Settings affect the storage of archived reports and the behavior of the reporting features of PA File Sight.
HTTP Server Settings allows you to change details of the way the built-in web server in PA File Sight operates.

Remote Access allows you to specify which users can use a Remote Console to connect to the Central Monitoring Service
and/or access reports in PA File Sight.
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After the computer starts, wait [20) seconds before starting monitors in OK
order to help the computer 'settle down' quicker.

Cancel
I~ when the service starts, ignore all actions that are fired on the first check of each

monitor (in order to skip all of the "already-known’ events that happen at startup).

The Last Status will show ‘Skipping Actions’ in this case. System Alerts...
Alert and report language Enalish E‘ Console Security...
I— - ] About
The PA File Sight service is set to run as:

" Local System (an internal account that can only access this computer) Database
Settings...

@ The following user: | Remote monitoring

hints Report Settings...
Password: | XA EEXXEXXE XXX ERE _(USGF EICFZOUI’\[
considerations) ...
Domain: | OFFICE B2 HTTP Server
Settings...
Target average CPU usage: 40% 10% J\ ' ' o0%

Remote Access...
W Check for updates every 30 days
¥ Alert when Support & Maintenance is about to expire

Check Now Priv

Note: The notifications types are configured in System Alerts (above to the right)

Log files C:\Program Files (x86)\PA File Sight\Logs\ Show Folder
Number of days to keej 3 [~ Enable Debug [” Enable Verbose
¥ P logaing logging

v Permanently log sent emails

¥ Permanently log service start/stop

[~ Permanently log monitor configuration changes

¥ Permanently log servers entering and leaving maintenance

[ Lock the monitoring service so it cannot be stopped

Startup Wait Time - When the monitoring service starts, you can instruct it to wait a number of seconds before active monitoring
begins. This places less load on the system while it is starting, and also reduces false alarms that occur from the system not
being completely started.

Ignore First Actions - To further reduce false alarms, the monitor service can ignore problems found on the very first run of
each monitor. After the first run, all monitors will run normally.

Alert and Report Language - Change the display language for all of the reports and alerts.

Start in Training Mode - Most monitors support Automatic Training (see Advanced Monitor Options). When monitors are first
created, they can automatically enter Training Mode. That is convenient in most cases, but it means the monitor might be a little
harder to test initially since it won't fire actions until the training period has finished.

Service Account - This is a very important setting. This setting lets you control which user account is used to run the monitoring
service (this is the same setting you can set on each service in the Administrative Tools -> Services applet). This account is the
account that the monitoring service will use when monitoring all resources.

Note:

The default Local System user can access all local resources, but can't access any remote Windows resources (it can however
access non-Windows remote resources such as ping, web pages, etc).

If you will be monitoring remote systems, select "The following user" radio button and set the user name and password to a
domain account or to a local account which has the same user name and password as an account on the remote system (see

27


#remotemonitoringhints.aspx

Remote Monitoring Hints). Another alternative is to right-click the computer in the monitoring Console and select Type &
Credentials -> Set Login Credentials for server-specific credentials.

CPU Throttling - The monitoring service has advanced CPU throttling built in which works to keep the average CPU usage at or
around the value you set. Note that during report creation, the CPU usage will sometimes go above the throttle level, but it won't
stay there for long.

Update Check - The monitoring service can periodically check if a newer version of the software is available and notify you via
an alert email Action. We take privacy seriously: Please see the privacy considerations built in to the update check.

Log Files - The monitoring service writes diagnostic log files as it runs. You can control the maximum size for the log file. When
the maximum is reached, a portion of the beginning of the log file is removed and then new information continues to get written to
the end of the file. Debug logging writes a very large volume of data to the log in a short time--it shouldn't normally be enabled
unless needed by Power Admin Support to diagnose an issue.

Location where the service log files are stored. This location can be changed by entering the new location.
Number of days that you want to keep log information.

There are two Debug options allow you to collect more information for the purposes of debugging monitoring issues. This is NOT
something that you normally leave turned on as the amount of data recorded in the log files will grow fast and create large log
files.

There are four options to record certain events to a permanent log file (log files where data doesn't roll off after time). These log
file are not affected by the number of days that you have entered to retain log information. The events that is kept in these log
files are sent emails, service start & stop, monitor configuration changes, and entering and leaving maintenance.

Lock Monitoring Service - The monitoring service can be locked so it cannot be stopped. This prevents the service from being
stopped using services.msc or the NET STOP command. It is still possible to uninstall the product. It is also still possible to
upgrade and restart the service from the Console. To lock a Satellite Monitoring Service use the "Satellites: Lock Service (so
service can't be stopped)" option in Bulk Config.
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Database Settings

PA File Sight needs a place to store the data that it collects during operation. There are two choices available for data storage.

Database Settings

This application creates some small databases for internal use and will use the directory below for those databases. oK

MOTE: For database integrity, put the
database files on a local NTFS drive Cancel

Database files | Ci\Pragram Files (x86)\PA File Sight\Databases)

¥ Allow database write-caching for increased performance with
the nsk of corruption f the power or hardware fails

Besides the internal-use databases, most monitors can also record their findings to databases (for reports, etc). You can gataba“
choose to save this data to databases in the above directory, or specfy a Microsoft SQL Server database to use, eantp...
@ Store collected data in databases in the directory above

" Store collected data in the specified Microsoft SQL Server database (Mote: The free Microsoft SQL Server Express can
also be used)

Database server to use: |

Database name: | Note: The database must already exist
.
.

Usemame | Password

The information above is used to create the connection string shown below (which you can edit directly if necessary).
This connection string will be encrypted with a machine-speafic key before it is stored.

Test

Connection

Remote Satellites can keep their data in a database at the remote location, or the Satellite can send data to the Central Monitoring Service to be
stored i its database.

Sending data to the Central Monitoring Service will use more bandwidth, but it supports security requirements that might demand audit logs be
stored centrally.

Reporting works with either setting - this setting tells the report generator where to find the data. Data will be delivered to the Central
Monitoring Service approximately avery 5 minutes.

If this selection is changed, exsting data will NOT be moved to a different database.
[ Satellites should store data using their local database settings

SQLite

SQLite is a highly reliable open-source database. By default, PA File Sight stores all of its data in SQLite databases. This is the
choice that you make by selecting the radio button titled "Store collected data in databases in the directory above." This is the
simplest choice available and is the one that most users make when using PA File Sight.

Database files will be created and stored in the directory specified. Even if MS SQL Server is chosen for the database, a small
amount of data will still be stored in the specified database directory.

Microsoft SQL Server

To use SQL Server for storage, you need to install the SQL Server Native Client library, which is Microsoft's latest database
connection technology. The SQL Server Express databases are fine for most installations, but do be aware that they limit the total
database size to 10GB (for SQL Server 2008 R2 Express).

If you did not install the Native Client Library at installation time, you can now by launching the installation file named
sglncli.msi, which will be located in the home directory of PA File Sight (normally C: \Program Files\PA File
Sight.)

The following configuration data needs to be specified to use SQL Server:
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Server name - name of server on which SQL Server instance is located. (Note that with SQL Express, this is often
{server_namep)\SQLEXPRESS)

Database name - the name of a SQL Server database which will be used for PA File Sight storage. The database must exist prior
to use and can be empty.

User name and password - as required by the SQL Server instance.

Connection String - the connection string is automatically created by PA File Sight when you enter the configuration information
above. You can hand edit the created connection string if you wish.

Note: If you are using database mirroring, you can manually add the Failover_Partner parameter to specify the alternate
database to connect to.

If you do not need or wish to use SQL Server as the database for PA File Sight, the SQL Server Native Client Library does not
need to be installed.

Changing Databases

If you change the database settings, you will be prompted whether you want to copy your existing data from the current database
to the new database. Depending on the size of your current databases, this can take a while (a large installation with 6GB of
databases can take a day for the transfer).

Database Cleanup

No maintenance is required for the databases. All monitors automatically remove old data from the databases automatically to
help control database growth. You can control how many days of data is kept for the monitors via the Database Cleanup button.

Choose Options

Below are the different types of data held in the databases, and the number of day that data OK
will be kept. You can change the number of days to keep data in the database.
File Sight Monitor: File I/0 Activities 90 2 S
File Sight Monitor: I/0 Stats a0
=Global: Error History Database Days 2

*Global: Internal Monitoring System Audit Days 265

Data Location

With Satellites in use, the question of where to keep audit data arises. By default, each Satellite uses its own database settings
(which means each Satellite will store data in its own local SQLite database by default). You can specify that each Satellite
connect to a MS SQL Server database and store its data there. The check box at the bottom gives another option: centralized
database storage.

Centralized Database Storage

By unchecking the check box at the bottom of the Database Settings dialog, you instruct the Satellites to forward all of their file
I/0O audit findings to the Central Monitoring Service. The Central Monitoring Service will then store that data in the database that
it is configured to use (local SQLite or MS SQL Server as defined above). The Satellites will cache the file I/O records in memory,
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and then deliver the records to the Central Monitoring Service every few minutes. If the connection to the Central Monitoring
Service is not available, the records will be cached in memory until the connection becomes available.

Performance Considerations

Naturally the Centralized Storage setting will put a little more load on the Central Monitoring Service, the network connection to it,
and the database connection. In our testing with 500 Satellites connected to a Central Monitoring Service, we found that MS SQL
Server could easily keep up. The embedded SQLite kept up with the write requests until around 100 to 200 servers. The network
bandwidth used is surprisingly light. Each minute, each Satellite will make approximately 4 HTTPS connections. Approximately
4KB will be sent to the Central Monitoring Service, and approximately 2KB being sent back to the Satellite during each minute.
These values can vary widely based on monitor configuration. The [System Summary Reports] -> System Statistics report
shows bandwidth usage from each Satellite and is a good way to check this for your particular configuration.

Reporting is not affected by the Centralized Database Storage setting. If data is kept in a central database, reports will query that
database. If data is stored out at the Satellite locations, the Satellites will be queried when a report is generated for their part of

the report.

Note that when Centralized Database Storage settings are changed, existing data in the database(s) is not moved to the new
location, and will in some cases become invisible to queries.
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Report Settings

Contents

The Report Settings dialog allows you to customize aspects of the way PA File Sight performs reporting.

Report Settings

I~ Require login to view reports (configure logins via Settings -> Remote Access)

I~ All Scheduled Reports should use a unique directory and unigue URL (never overwrite existing report)

Time format: & 12 hour (AM/PM) " 24 hour

[~ Use a custom report logo
Copy the logo graphic file to C:\Program Files (x86)\PA Server Monitor\Reportsishared
Filename HTML background color
| #FFFFFF

Status Reports

Status reports are updated on the fly if they are served from the embedded HTTP server. If you are publishing them via
a separate web server, then you will need to generate them in the background.

How often do you want to update the status reports in the background? (Note that this does use CPU resources)

Every |Update when viewed (don't update in the background) j

[T g=sts s AN C: \Program Files (x86)\PA Server Monitor\Reports)] ... | The built-in HTTP server can only serve
content from the reports directory
Days before reports are cleanad up: 14 Clean All Reports Now
Server name to use in report URLs: | Clean2016.office.poweradmin.com

oK

Cancel

The available settings in this dialog are:

Report Directory - This directory is where the HTML report files are created and stored by PA File Sight.

Days before Reports are Cleaned Up - This value is the number of days reports (HTML files) will be available. After the given
number of days, PA File Sight will delete the report. Note that reports that are always being updated (system summary reports

and Scheduled Reports) will not be aged out.

Clean All Reports Now - Pressing this button will purge all reports. Reports that are constantly refreshed (like the status reports

for example) will be re-created on their normal reporting cycle.

Server name to use in report URLs - By default the report URLs are http(s)://{servername}:{port}/ If you need to change

{servername} (such as using an IP address, or perhaps to use an externally accessible server name) you can do it here.

Require login to view reports - By default, anyone that can access the product's built in HTTP server can view the reports.
You can lock this down by IP address in HTTP Settings. Or you can require that users login before they can view reports by

checking this box.

Since usernames and passwords will be sent across the network, SSL must also be enabled in HTTP Settings. See Remote

Access Users for how to specify users.

Use unique directory - By default, Scheduled Reports always get written to the same directory, so the URL they use is always
the same. If you want to keep reports around for a while, you can check this box and Scheduled Reports will always write to a
different directory. The downside is the URL changes each time the report runs so you can't save the URL in a browser. Another
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option for archiving reports in to archive a PDF of the report available in the Scheduled Report configuration.
Time format - Choose whether the reports display times in 12 hour AM/PM format or 24 hour format
Report Branding - See Report Branding for details

Status Reports Interval - This drop down list allows you to select the interval at which report files are generated. By default,
reports are generated when they are accessed.

If you are serving reports via a different web server, you should specify that the reports are
generated on a regular schedule. In a small installation (less than 50 servers) regenerating the
reports every minute is not a problem, but in a bigger installation choosing a larger interval would
be more efficient.

Show Maintenance Period on server status report - Self explanatory.

Turn off "Enable WMI Hint"... - If PA File Sight is configured to poll a server via WMI for richer status reports, but that WMI
polling fails, an error/hint message is shown at the top of the report. This check box disables this warning.
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HTTP (Web Server) Configuration

Contents

The PA File Sight service contains an embedded web server for serving HTML reports to the Console and to browsers, as well as
communicating with the Console and Satellite Monitoring Services. This embedded web server does NOT use or require 1IS, and

it can run on the same server as IIS or other web servers since it can use any port specified.

HTTP Server Settings

The monitoring service uses an embedded HTTP server to deliver reports for viewing, and to

. : ! T . QK
communicate with Consoles and Satellite Monitoring Services.

HTTP port for reports and commands: 21 Cances
[+ Use SSL/TLS for all HTTP communication
" Use normal SSL/TLS security (S5Lv2 disabled, S5Lv3 enabled, medium ciphers)

* Use high security (SSLv2 and S5Lv3 disabled, only TLS, strong ciphers)
Note: Windows XP/2003 (IE &) will not be able to connect, or possibly have
Inventory collected

You can filter access to the HTTP server below. To control access to Consoles and reports, see
Settings -> Remote Access.

Report Serving
" Disable all report serving functionality

" Serve reports only to requests from this machine IP addresses should be comma

" Serve reports only to the following IP addresses separated, and can use the = wild
card character. Examples:
192.168.%.%,10.10.5.2
127.0.0.1,1.2.3.7,10.10.10.10

* Serve reports to everyone

Command / Request Processing (from Consoles, Satellite Services, Worker Processes)

~
" Service requests only from this machine P addrtESdSES E'ahOU|d be EﬁmTa i
" Service requests only from the following IP addresses e

card character. Examples:
| = 192.168.%.%,10.10.5.2
127.0.0.1,1.2.3.7,10.10.10.10

* Service requests from everyone

The options available for controlling the built in web server are as follows.

HTTP Port for Reports and Commands

This setting lets you set the port which the embedded web server uses to listen for requests. Port 80 is generally used by IS and
Apache as the standard HTTP port for a web server. PA File Sight chooses a different port so it doesn't conflict. If you have

another application that is already using this different port, you can easily change the port to another number.

Use SSL

PA File Sight supports using HTTPS for all communication to the service, which includes viewing reports, and Console-to-service

communication. Self-signed digital certificates are used. This means most browsers will display a warning even though the
HTTPS network traffic is encrypted. To fix the warning in the browser, follow the instructions on SSL Certificate Hints.

You can also get a signed SSL certificate which will remove the warnings.

NOTE: For security reasons, usage of remote Satellites and/or Remote Consoles requires SSL to be enabled.
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Report Serving

You can determine how PA File Sight serves reports. There are four options. You can disable all report serving. You can enable
serving of reports but only to the same machine on which PA File Sight is installed. You can serve reports only to a set of other
users, identified by the IP addresses of their computers. Or, you can serve reports to any other computer that requests reports.
The default setting is "Serve reports to everyone".

You can optionally require a user login to access reports. See Report Settings.

Command Processing

Commands are sent from a variety of sources, including the Console, worker processes, optional remote Satellites and some
dynamically updating reports. This setting determines where command requests can come from. Generally it is best to leave it at
"Service requests from everyone" since all sensitive data is protected by username/password and/or SSL (if enabled) when in
transit.
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Easy Deploy

Easy Deploy is meant to help push out Satellite Monitoring Service software to servers that should be monitored.

Easy Deploy X

Here you can easily deploy Satellite monitoring services to a list Cancel
Py of servers accessible on the network. i

Enter server names or IP addresses below to install a
monitoring agent on.

192.168.10.2
192.168.7.2
DOMAIN
HONEYFOT
HPAB434F
LOTSA
OG-DESKTOP
TEST-1
TEST37
TYRO-HY
vOODoO2-HY
vOODOO4-HY
YOODoO7-HY
wiNZ008TEST

Discover...

¥ Easy Deploy should install the SQL Server Native Client libraries

Specify Satellite Down alerts...

Satellites will connect to Central service at:
| 192.168.7.4:722

Begin the Easy Deploy process

Simply follow the steps outlined with the orange numbers:

. Enter a list of servers to receive the Satellite software. The Discover button can be used to do a ping sweep and find servers
on your local network for you. Connections will be made to these servers using their administrator share. That means you'll
want the PA File Sight service to be running as a domain account that will grant access to these servers, or add a username
and password to each line next to the server name, like:

192.168.10.2,administrator,p@assWORD

. When Satellites are not connecting to the Central Monitoring Service, you can receive an optional alert. This button controls
that. It can be changed later on an individual Satellite basis, or many can be changed at once via Bulk Config.

. The Satellites have to know the server name and port to connect to the Central Monitoring Service. The default value will
work in most circumstances, but if a different machine name (perhaps an IP address) needs to be used, you can change this
here. Once the value is sent out, you can change it on each individual Satellite if needed.

. Begin! When the process starts, you will be taken to a report that updates every 30 seconds showing the progress being
made.
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Deployment Process
The following steps are automatically followed by the deployment process:

1. PA File Sight's Setup.exe (copied from the product's Install folder) is sent to the remote server via an administrator share.

2. PA File Sight's Setup.exe program is launched via RemCom, an open source package similar to Microsoft's PsExec
program.

3. Setup.exe will run silently installing the Satellite component on the target server. Setup is instructed to never reboot the
computer.

4. The Satellite service will be started and told to connect to the Central Monitoring Service using the server name and port
specified above.

5. The Satellite will connect, and the Easy Deploy process will automatically accept it, and then add a computer (the
Satellite itself) to be monitored by the Satellite.

At this point, you can add monitors to the target servers.
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Adding Monitors

Adding monitors to an existing computer is very easy. Select the computer in the navigation pane and right click. Select the
"Add New Monitor..." menu item.

Servers/Devices

E-d% Servers/Devices

F-4% *Automatic Configuration:
7@ CLEAN2016

7@ BALROG

7 HONEYPOT-2012.0FFICE.
7 VAULT

[

[

£

£

-4 LgTET

s B |[ Add MNew Monitor ...
E-E A

£

o-if A Set Server Alias ...

—

Maove Device to Different Group
You will be shown the dialog below with all available monitors for your product and license (note that they may not be the
same ones pictured).

Once you select a monitor, you will be shown that monitor's configuration dialog.

Add Mew Monitor

Select the type of monitor for computer Q oK
' m Cancel
Actions Scheduler Drive Sight File Sight Monitor

L.

Inventory Collector

Selected Monitor Description

wlways fires attached actions any time it runs. Use the Schedule button to
control when the actions are fired.

Choose the type of monitor that you want and press OK. The monitor's configuration dialog will then be shown.
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Adding Actions

The Actions dialog is pictured below. (Depending on the features of the monitor being configured, the dialog may look slightly
different than the one pictured below).

Monitor Actions

This monstor is an Event monitor, which means it fires the configured actions every time a problem is detected. oK
Cancel
Error Actions (run in the order shown) Global Action List
= Do Immediately: Selact actions from this st and assign to the monitor
Write to ServerEvents.txt log file
! L New... Edt... Delete...
3 S5 & Add to Blocked User List - 3h Om
ﬂ & Add to Elocked User List - TESTING - 3h 0Om
5 2z [¥]Message Box
AC‘IIOI’I‘_S that are connected to A Write to ServerEvents.txt log file
this specfic monitor
Falette of actions that are
defined in the system so far
"
w Acknowledged Actions (run in the order shown)
ﬂ €L
Acknowledged actions
ﬂ >
Chick for help on adding actions to monitors

On the left are shown all of the actions that are attached to ~ On the right is a list of all actions that are defined so far.

this specific monitor. When the monitor 'fires actions' it will These actions could be used by any monitor.
run that list of actions in the order shown. You can change
the order with the blue up and down arrow buttons. If you need an action that isn't listed (for example another

email action, or a Start Application action), click the "New
..." button above the list of global actions.

You can edit actions in this list, and changes made will be
reflected in every monitor that is using that action.

To add (or attach) an action to a monitor, simply select the action in the global list on the right, and press the green

button to move the action to the left monitor-specific list, to the Do Immediately node. (Other nodes may be shown for
monitors that support event escalation)
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Bulk Config

Bulk Config is one of the most powerful configuration feature in PA File Sight. It will help you quickly configure large numbers
of monitors, computers, actions, etc.

The Bulk Config dialog consists of two main areas:

o (1) Operation: A drop-down control that lets you choose what type of operation to perform, and the types of objects it will be
performed on.

o (2) Target Objects: A list of objects that the operation will be performed on. You can use the radio buttons to choose different
ways of grouping the objects to make object selection easier.

Bulk Configuration Options

) Select the operation you want to perform: Close

|Computers: Acknowledge All Errors _j

) Choose the specific items to operate on:
Display: ¢ Alphabetically By Type & By Owner ¢ Selected Filter:

=l [] Servers/Devicas
[] =Automatic Configurations
[ office
[[] ABCLIVEDEMO
[ ARCHIVE
[] BALROG
[] BANTHA
[] CLEANZ016
[JLOTSA
e}
] rRANCOR

© Select Options... No options chosen

4 ] Perform Operation

Once you've chosen the operation, and checked the boxes next to the objects that you want to operate on, press the Select
Options button. This lets you specify details for the operation to be performed. When you're done, the text box next to the
Select Options button will display a summary of what will happen.

After reviewing the summary of the operation to be performed, press the Perform Operation button. This will send your
configuration request to the service for processing. Most operations are handled very quickly, but a few could take a minute
or so. When the operation completes you will be shown a success message, or an error message with a reason for the
failure.
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Acknowledging Alerts

Alerts can be sent out using a variety of actions such as email, SMS, calling an external URL, etc. All of these are methods to
notify you about a problem. You can also choose to acknowledge alerts if that feature has been enabled in Advanced
Services > Acknowledge Errors Feature Status > Configure Error Acknowledgement.

Acknowledgement Methods
There are a few different ways to acknowledge alerts:

o Add an Acknowledgement check the box in the Server Status Report, or in the Error Audit Report. Then clicking that box in
the report will acknowledge the alert.

ErrID Error Time OK Time Monitor Title ~ Details Acknowledged By
8139175 8/25/20135 8/25/2015 Wery Low Disk Space Check C:\\ = 99 % (Currently 11 %, 52.0 GB)
2:08:15 PM 2:11:17 PM

o The External APl has a command for acknowledging alert programmatically via an HTTPS call.

o You can reply to alerts via email and acknowledge them that way. Simply designate an email address that will be monitored
for replies to email alerts. The email alerts will have a Reply-To header added so that replies go to your designated mail box.

W Enable error acknowledgement feature

Email alerts can be acknowledged by replying to the email alert. For this to work, the reply message needs to go to a mailbox
that you specify below. You will need to create this mailbox and a login.

[v¥ Enable email acknowledgement

Use the following Reply-To: address for email alerts (to make replying easier):

@gmail.com

+ Access mailbox via POP3

" Access mailbox via IMAP4

Mail Server Name | pop.amail.com Port | 995
Username (email address) | @gmail.com Encryption |Implicit (S5L) -
Password | ****************

Test Connection

Additional details on Configuring Email Alert Acknowledgement.
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Advanced Monitor Options

All monitors have an Advanced Monitor Options button on their right side. When you press that button you'll see the dialog
below. This dialog is shown for a monitor that supports all advanced options. Others might not have all tabs when a particular
feature is not relevant to that monitor.

Advanced Moniter Options

: . s . e oK
Alert Suppression Normally 8 monitor fires actions as soon as it detects an issue (such as when a service isn't running).
You can specify a rule to suppress alerts below. The error counts below are on a per-service basis. Cancel
Automatic Training & Don't suppress any alerts - fire them as they happen
 Only fire alerts after this many problems: 1
Dependencies
in this amount of time: 3 Minute(s) J
Monitoring Period " Only fire alerts after the monitor has detected an error for: 5 Minute(s
Status " Only fire a maximum of one alert every: 30 Minute(s) J

‘In Alert’ Schedule

Details

Custom Massage Text

Each of the different option tabs is discussed below.

Alert Suppression

Normally a monitor fires actions as soon as it detects an issue (such as when a service isn't running). You can specify a rule to
suppress alerts below. The error counts below are on a per-service basis.

& Don't suppress any alerts - fire them as they happen

© Only fire alerts after this many problems: ]—1—

in this amount of time: r5— Wj
" Only fire alerts after the monitor has detected an error for: ] 5 ]Minute-{sj _:1
©° Only fire a maximum of one alert every: ‘ 30 ]I‘-‘1inthe{sj “j

With the Alert Suppression settings, you can instruct the monitor how often and how soon you want to be alerted about a
specific issue. This enables the monitor to skip the first few failures on a specific device if you wish and only warn after an
error has happened a few times or for a particular amount of time.

Alert Suppression settings can be set on many monitors at once using Bulk Config, as can the other advanced options.

See Alert Suppressing, Event Escalation and Event Deduplication to see how these features
can be used together for suppressing alerts.
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Automatic Training

To help suppress false positives and to learn the system's normal behavior, the Automatic Trainer can watch the system and
configure the monitor to ignore behavior it sees during the training period.

How much longer would you like the Automatic Trainer to watch for normal behavior?

Keep watching for this much longer: J 0 IDav(s) _vj (Not currently training)

NOTE: If the Automatic Trainer is currently active and you want to switch immediately to normal scanning and alerting mode,
press End Training Period.

End Training Period

PA File Sight can have a monitor train itself. What that means is it will monitor like normal during the training period, but not
fire any alerts. Anytime something 'abnormal’ (or outside the normal thresholds) is seen, the thresholds are adjusted such that
it won't alert on that activity if it is seen again.

At the end of the training period, the monitor will automatically switch back to normal monitoring mode. If you want to force it
to switch back immediately, press the End Training Period button.

Dependencies

Monitors can be dependent on other monitors. That means when the monitor you are currently editing is supposed to run, it
will first check its dependent monitors. They need to all be in the OK state for the current monitor to run. This is useful for
suppressing errors. For example, the monitor that checks disk space on a remote server might be dependent on a Ping
monitor that is making sure connectivity to the server is possible.

Select the monitor(s) that this monitor depends on. When this monitor is scheduled to run, it will only run if all dependent monitors
are in the OK state.

Display: ¢ Alphabetically By Type & By Owner { Selected Filter:

[ office A
[ WebPages
[ wildCards
E [E] DOMAINZ
[ Bandwidth monitor
[ Critically Low Disk Space Check
Event Log Monitor
[ Inventory Collector
[ Monitor services on DOMAINZ
[] Ping DOMAINZ
[ system Performance Metrics
[ Very Low Disk Space Check
[ watch \WWDOMAIN2ACS\Windows + subdirs
[JLOTSA v

Monitoring Period

Select the times (in this computer's local time zone) when this monitor can run. Left-click (and drag) to set or clear one or more
hours.

Green squares indicate hours when this monitor can run. Set All Clear All

128 1a 2a 3a 4a S5a 5a T7a 3a Ga__10a _11a

121 1 21 3 4 5 6 7 kil k] 10 11

Mon

Tue

Wed

Thu

Fri

Sat

Most monitors run all day, every day, on the specified schedule. Some times though you might have a need for a monitor to
not during a certain time. If you don't want any monitors to run at a certain time, put the server in maintenance mode. But
sometimes that isn't granular enough -- you just want a single monitor to not running during a specific period of time. That is
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where the Monitoring Period option is useful.

The dark green boxes indicate times the monitor can run, and the light gray boxes are times when the monitor will not run.

Status

When a monitor detects a problem, it changes its color and the color of its owning computer. Select the color to use:

" Make the monitor Yellow (default)

* Make the monitor Red

" Force the monitor to always show Green

If a monitor can't run (because of a rights or connection problem for example) it will go into Error mode (Red) and fire
global notifications that are specified in System Alerts.

¥ Also fire any _notification_ actions that are attached to this monitor if the monitor can't run.

[ Invert monitor status (when it would normally be OK, set it to Alert and vice-versa). This is useful for times when
you want to alert on the absence of something (ie an event did not occur) instead of the normal alerting when an
event does occur.

The Status panel lets you configure how some monitors appear when they are in an alert state. Sometimes a monitor is not
important (informational only) and it going into alert mode should not make the server status and group status turn Yellow.
The Status panel lets you override those behaviors.

'In Alert’' Schedule

When a monitor is in alert mode, it can use one of the following schedules:

|Use earlier of: normal schedule or next escalation step j

This panel will allow you to change the scheduling of the monitor when it is in alert mode. The schedule of the monitor can be
escalated by selecting on of several option in the dropdown box.

Details

Monitor Title | Monitor services on Server

This panel lets you set the monitor's name as it is displayed through the system. If you want to go back to the default name
that was generated, just delete the name text completely.

Custom Message Text

Many of the actions (E-mail, Pager, Message Box, etc) let you customize the message that is sent out when actions are fired.
You customize the message by using pre-defined variables. One of the variables is $MonitorMsg$. This is a value that can
be defined on a per-monitor basis. Some uses would include a hint to the receiver about how to fix the error, or directions to
call various support phone numbers.

Monitors can pass additional alert information, or override the default alert message that would normally be sent.

Alert Subject Override | (leave blank for default subject)

+ Set the text below in the $MonitorMsg$ tag to be used in alert text templates
" Qverride the alert text template and use what is below instead
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Alert Reminders

Contents

Some times a customer will have alerts or problems that happen which aren't handled immediately, usually because

something else of higher priority is being taken care of. But the alerts were defined because they were important so they

need to get looked at.

Humans forget, but PA File Sight 7.3 Ultra doesn't, so it can be configured to occasionally send reminders. This is especially

useful if you are using Event Deduplication and want to be reminded of duplicate events that are being suppressed.

Alert Reminder Rules

Specify alert reminder rules below. All alerts in the database will be checked against these rules.

OK
Cancel
Rule Mame
Open Production Networks Errors
Rules
still In Error = Yes ﬂ J Test
Monitor Type(s) H SNMP Monitor, TCP Port Monitor, Web Page Monitor +

For matching alerts, fire the following actions:

[¥|E-mail Message to Otherlser@yourDomain.com
[C1E-mail Message to User@YourDomain.com
[1Message Box

[1Start stopped service on monitored computer
Write to ServerEvents.txt log file

Check for matching alerts every:

I 10| |Minute(s) j

Defining reminder rules is very simple. Just select the fields that describe the set of alerts you want to be reminded on. For
example, the field "Still in Error" is something you would probably want to set to Yes. You can alert on acknowledged or not,

time when the error first occurred, or the most recent time that it occurred.

The image above just shows a single reminder rule being created, but you can create as many as you need.

Part of the reminder rule is who should receive the reminder. Just check the boxes and you're done.
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Automatic Fail Over

The Automatic Fail Over feature lets you create a second monitoring server which will automatically mirror your primary
Central Monitoring Service. This Fail Over Slave server will sit quietly and listen for heart beats from the primary monitoring
service. If a heart beat isn't received for 5 minutes, it will take over monitoring, alerting and reporting.

Central Monitoring Service Fail Over Slave

| Heartbeat

Configuration Data

Local servers monitored by Satellite /
Monitoring Services [(Ultra only)

/

/ Primary Database Fail Cver Database
Connection Connection
Remote server _— —— — —
mt_jmtcred. bv Primary Satellite Fail Ower Satellite
Satellite Monitaring Connection Commection
Service — — — —

(Ultra only)

Remote Office

Data that is automatically mirrored to the Fail Over Slave are:

configuration database (groups, computers, servers, monitors, actions, reports)
Satellite registration database

application registry settings

System Alert definitions

UserList.txt and LDAP/Active Directory settings for remote access

license file(s)

shared report files (report templates, graphics, maps, etc)

MIB files

language translation files

oemconfig.ini (optional file)
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Because all configuration is 'owned' by the Central Monitoring Service, you can connect to the Fail Over Slave with the
Console, but won't be able to change much.

Setup

To use the Automatic Fail Over feature, install a second Central Monitoring Service on a second server, just like you installed
the original. Don't worry about adding licenses or importing configuration, etc.

Prerequisites

1. The PA File Sight service on both servers need to be using the same MS SQL Server. This can be changed in Database
Settings.

2. PA File Sight on both servers should use the same service account.

On the Fail Over Slave

This second installation will be referred to as the Fail Over Slave. On the Fail Over Slave:

1. Start the Console on the Fail Over Slave and connect. Go to Settings and check or change the port if needed.
Set HKEY_LOCAL_MACHINE\software\PAFileSight [DWORD]FO_lIsSlave = 1
Restart the PA File Sight service

> N

Open a browser and point it to https://127.0.0.1:{port}/ to ensure the Windows Firewall is not blocking access

On the Fail Over Master

Next, get on the main Central Monitoring Service (the Master in the Master-Slave configuration). Start the Console and go to
Advanced Services -> Failover Status -> Configure Fail Over.

You will see the dialog below. Enter the Slave's host name and port.

This application can send configuration data and settings to a Slave server so the Slave can start monitoring if Apply
this server is down.

S : Reset
¥ Enable application Failover

Slave Server: | 192.168.7.22 Port: | 81

Check Settings...

Send an alert if the Slave can not be contacted for this many minutes: 5
Actions to send alerts to:

& E-mail Message to gquinn@poweradmin.com
[IMessage Box
[CWrite to ServerEvents.txt log file

Press the Check Settings button. This will test the settings on both the Master and Slave. If any items are not green check
boxes, select that item to get additional information.
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/* Ensure Master server is using M5 SQL Server oK
& Master is using 55L (Slave also needs to be using 55L)

/¥ Verify connection to Slave server

[E3 Verify Master and Slave are the same version

[E validate Master and Slave service are running as same account

Ensure Slave server is using same MS SQL Server

Once all items are green, press OK and the Master and Slave will begin synchronizing configuration information.

Check Status

The Fail Over Status report will show the Automatic Fail Over system's health and readiness, as well as recent
communications between the Master and Slave.

ServersfDevices |  Back Open in Browser
Fail Over Status

All Actions
Advanced Services
B @ SATELLITE SERWICES
J PBC Company Satelit Status: OK
 Treland Satslte
J Kansas City Satelie
. Production Satelite [[
= . Failover Status
1 Configure Fal Crver
5 [3 Acknowlsdge Errors Festure Stat Master Server: PA-MAIN-SERVER
() Aot Reminders
) Event Deduplication Slave Server: 23.21.68.60 Version: 5.5.0,137 (Slave's status report)

wed from Master

Gonfiguration

Recent Activity

25 Jul 2014 05:16:29 PM Most recent contact with Slave

2% Jul 2014 04:38:12 PM Synced FEACKUPFCONFIGURATION DB with Slave
25 Jul 2014 04:17:56 PM Synced $BACKUPECOMFIGURATION D8 with Slave
25 Jul 2014 03:57:25 PM Syneed $RACKUPSCONFIGURATION.DB with Slave
25 Jul 2014 03:26:54 PM Synced $BACKUPECOMFIGURATION D8 with Slave
23 Jul 2014 03:16:53 PM Synced $BACKUPECONFIGURATION.DB with Slave
25 Jul 2014 02:56:38 PM Synced $BACKUPECONFIGURATION D8 with Slave
23 Jul 2014 02:36:21 PM Synced $EACKUPECONFIGURATION DB with Slave

You can click the (Slave's status report) link to see the Slave's view of the fail over system's health.

Satellite Fail Over

If you are using the Satellites with the Ultra product edition, add an additional host:port setting in the Satellite configuration so

it can find the Fail Over Slave if the Master server is down.
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Blocked Users List

The Blocked Users List is a global list of accounts shared among all File Sight monitors within a PA File Sight installation,
including those on Satellite Monitoring Services. Its purpose is to protect the servers from accounts performing malicious
activities.

There are two parts to the list:

Global Blocked User List

All accounts listed here will have be blocked from all file access to all monitored drives (at all sites covered by the
installation). That means file access via network share will be blocked, and if the user is logged into a protected server
(either directly or via Remote Desktop) they will not be able to access files, which usually means any programs they are
running will fail.

When an account is added to the Blocked list, it is with a time duration. After the time expires, the account is automatically

unblocked. However, if the account keeps trying to access files while being blocked, the blocked time is reset. This means
the account needs to stop trying to access files for the duration of the blocked period.

Global User Account White List
Any account on the White List will not be blocked under any circumstance. Be careful which accounts are added to the White

List. Accounts that you might want to add are those that specific services run as, such as a database service or an anti-virus
service.

View the Lists

You can view the lists from the File Sight > User Block List report, as shown below.
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User Block List

User Bloc L, White List

User Block List

Cruated 11 Jul 2017 03:38 FM IS

All Feports Lo

Versian

Acooun Time Added Expiration Time Added By
This list is
empty

White List
Account Time Added Added By
OFFICE daug 6/23/2017 11:35:59 PM doug [127.0.0.1]
OFFICE\quinn 6/27/2017 2:24:26 PM doug [127.0.0.1]
TEST-2\Administrator 6/23/2017 11:43:18 PM doug [127.0.0.1]
TESTING - OFFICE\quinn 6/27/2017 4:12:47 PM doug [127.0.0.1]
TESTING - Window Manager\DWM-1 6/27/2017 4:13:04 PM doug [127.0.0.1]
TESTING - Window Manager\DWM-2 6/27/2017 4:13:04 PM doug [127.0.0.1]
Window Manager\DwWH-1 6/27/2017 4:13:11 PM doug [127.0.0.1]
Window Manager\DWM-2 6/27/2017 4:13:11 PM doug [127.0.0.1]

Report URL: hatge:/ /D2 office. povernd min.com:BO00/F15F6 157 index htm|

The Blocked list will normally be empty. Note that you can see how an account ended up on the list (from an action, or

manually).

You can also view the lists by opening a Add to Blocked Users List action. This is also where you can add and remove

accounts from the lists.

Configure Add to

List.

monitored by ALL File Sight monitors (including on Satellites).

Global Blocked User List

<< Block
Unblock ==
Global User Account White List
* Mot blocking local accounts
<< Add
Remove =

Genersted by PR File Sight

This action will add users to the Global Blocked User List. If a monitor using this action alerts on a user,
and that user is not in the Global User Account White List, they will be added to the Global Blocked User

oK

Cancel

IMPORTANT: ALL users on the Global Blocked User List will be blocked from ALL files on ALL drives

180 Number of minutes to keep the user on the Global Blocked User LIst. Each time a blocked
user attempts to access files, their blocked time will get reset to the full blocked time period.

Known User List

Font Driver Host\UMFD-0

Font Driver Host\UMFD-1

Font Driver Host\UMFD-2

Font Driver Host\UMFD-3

115 APPPOOL\NET wd.5

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\NETWORK SERVICE

NT AUTHORITY\SYSTEM

NT SERVICE\MSOLAP$QSERVER

NT SERVICE\MSSQL$QSERVER

NT SERVICE\MSSQLFDLauncher$§QSERVER
NT SERVICE\MSSQLLaunchpad$QSERVER
NT SERVICE\ReportServersQSERVER

NT SERVICE\SQLTELEMETRY$QSERVER
INT SERVICE\SSASTELEMETRY$QSERVER
NT SERVICE\SSISTELEMETRY130

Q\Acronis Agent User
Q\AMS User 2
QASN User

B ARICOEY A Aminickeabar

Precautions

By default, and shown as the first entry in the White List above, local (non-domain) accounts are automatically added to the
White List. This is to help prevent important services from being blocked.
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Local accounts are not blocked if the server is a domain server (all accounts are domain accounts in this case), or if the
server is not part of a domain (domain accounts don't apply in this case).

Testing

You might see accounts in the Blocked list with TEST added to the name. This account won't actually be blocked and was
added with a Testing version of the Add to Blocked Users List.

Synchronization
The lists are automatically synchronized by the Central Monitoring Service and any Satellite Monitoring Services that are part

of the installation. If a Satellite can't contact the Central Monitoring Service, it will keep using the last copy of the Global
Blocked User List and Global User Account White List that it received.

Recovery

In an emergency situation where a critical account has been blocked, it is best to remove it from the Blocked list and add it to
the White list. If the list can not be synchronized to a Satellite, you can clear the blocking by stopping the PA File Sight
(Satellite) service. This will disable blocking.
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Command Line Options

Starting PA File Sight applications with command line options is not typically needed. They are however useful for automating
certain configuration changes.

Console.exe Command Line Options

/SERVER={hostname}:{port}

Pre-fill the Host name and Port fields in the initial Console connection dialog.
This would be useful for creating shortcuts to different installations, or for
connection from different locations (such as a laptop connecting from work or
from home where the hostname might be different).

/USER={username}

Pre-fill the User name field in the initial Console connection dialog. This would be
useful for creating shortcuts to different installations, or for connection from
different locations (such as a laptop connecting from work or from home where
the hostname might be different).

/FORCE_DEBUG_DUMP

Occasionally Support will request that you obtain a crash dump to send for
diagnostic purposes. This command line option will force the monitoring service
to crash and create the crash dump file. After the service self-crashes, it will
automatically restart and begin monitoring again.

The crash dump file will be in the same directory as the product's internal log files
-- the directory is shown at the bottom of the Settings dialog.

FileSightSvc.exe Command Line Options

/ADDSERVER={servername} /\WMI={0|1} /WIN={0|1}
/CONFIG={full path to exported server config file}

This option allows you to use FileSightSvc.exe in batch scripts that can add
servers to the system to be monitored. This works very similar to the
ADD_SERVER command in the External API.

WIN and WMI are both optional values that default to 0. If set to 1, it indicates the
server is a Windows server and should be polled with WMI respectively.

CONFIGFILE is a required parameter. The configuration file must have been
exported from an individual server as explained here.. The configuration in that

53



file will be applied to the named server. If the server does not exist yet, it will be
created first.

/DELSERVER={servername}

This option allows you to use FileSightSvc.exe in batch scripts that might need to
delete a server and it's associated monitors. This works very similar to the
DELETE_SERVER command in the External API.

/CONFIGFILE={full path to exported server config file}
The same as running: /ADDSERVER={local_computer_name} /CONFIG={full
path to exported server config file}

This option is useful for use in installing a configuration from a build script for
custom/OEM hardware installations.

/COMPRESS_DATABASES

If you are using the embedded database (see Database Settings), the database
is stored as a collection of files. To shrink the database files after having freed up
space:

1. Stop the monitoring service
2. Run: FileSightSvc.exe /COMPRESS_DATABASES

3. After it finishes, restart the monitoring service

/U
Uninstall the PA File Sight service. -S can be appended to hide the confirmation
dialog.

1
Install the PA File Sight service. -S can be appended to hide the confirmation
dialog.

/C
To launch FileSightSvc.exe directly from the command line (ie, do not run as a
service). -S can be appended to hide the confirmation dialog.

/DIAGNOSTICS
Rarely used, this option display a diagnostic dialog for getting some internal
system state.
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Acknowledge Alerts via Email

If your organization tracks alerts via Error Auditing, then being able to acknowledge an alert by simply replying to an email is
a useful feature. When this feature is enabled:

1. Each alert is assigned a unique ID
Emails have the alert ID appended to the subject like this: "Server is down {id:431}"

The alert email will come from a special email address that you specify

A w N

When support staff receive the email alert, they can simply reply to the mail, indicating they acknowledge it. Nothing
special needs to be in the message body.

o

The mail box where the replied-to alert goes is scanned for incoming messages
6. Arriving messages are checked for the special ID in the subject

7. If the message has the ID, that alert is acknowledged using the From: field of the message, and the acknowledgement
email is deleted to keep the mail box clean.

Configuration

Configuring this is very easy. First, you need to create or choose an existing email mail box that will receive the alert
acknowledgement emails.

The configuration is available under the Advanced Services group as shown below.

Servers/Devices
All Actions
Advanced Services

I satellite Services

i W rancor
- Monitor Template Library
- Global Monitors

[ @ Failover Status

=~ & Acknowledge Errors Feature Status
+ Configure Error Acknowledgement

------- + Alert Reminders

------- 1 ':_"' Event Deduplication

------- 1 'j."' Advanced Settings

Updates
Reports

The configuration dialog asks for typical email account information that will allow it to look at the received email messages.
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W Enable error acknowledgement feature

Email alerts can be acknowledged by replying to the email alert. For this to work, the reply message needs to go to a mailbox
that you specify below. You will need to create this mailbox and a login.

¥ Enable email acknowledgement

Use the following Reply-To: address for email alerts (to make replying easier):

acked_alerts@mycompany.com|

" Access mailbox via POP3

* Access mailbox via IMAP4

Mail Server Name | outlook.office365.com Port | 993
Username (email address) | acked_alerts@mycompany.com Encryption |Implicit (S5L) A
Password | ***************

Test Connection

Once Email Acknowledgement is enabled, email alerts will have the ID appended to the subject.

Additional Control

Alerts will not be acknowledged if the reply is an "Auto-Submitted" message, such as a vacation notice. These are detected
by the AUTO-SUBMITTED email header that should be present according to RFC 3834.

You can futher control which emails count or don't count as an acknowledgement by changing the following registry values:

Mail_Ack_Keyword - A comma delimited list of keywords to search for. If a keyword contains a * character, the word can be
a partial match. So GO* could match GONE or GOING for example. If these keywords are seen, the email is acknowledged. If
no keywords are defined (the default case), simply replying to the alert email will acknowledge it.

Mail_Ack_Skip_Keyword - Also a comma delimited list of keywords. If a keyword in this list is found, the reply email does
not trigger an alert acknowledgement.

Mail_AckAll_Keyword - A comma delimited list of keywords that defaults to ACKALL. If a keyword from this list is seen, all
errors from the computer that sent the alert will be acknowledged.

Two additional registry settings that can be changed:

Mail_Ack_LinesChecked - Defaults to 4. Only this many lines at the top of the email will be checked for Ack commands.

Mail_Ack_Maint_Cmd - Empty by default (so disabled by default). You can give a keyword, such as MAINT, and if MAINT is
seen, the next value will be considered a number of minutes to put the servers into maintenance for (example: MAINT 15)

Examples:

Mail_Ack_Keyword: {blank}
Any email received will cause the alert to be acknowledged.

Mail_Ack_Keyword: ACK
Received emails must contain 'ACK' in the first {Mail_Ack_LinesChecked} lines for the alert to be acknowledged. If that is not
seen, the alert is not acknowledged.

Mail_Ack_Skip_Keyword: vacation
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An auto-responder email is received that contains "I'm out of the office on vacation". It will not cause an acknowledgement.

Mail_Ack_Keyword: {blank}

Mail_Ack_Maint_Cmd: MAINT

An email is received that contains in the first few lines: MAINT 10

The server will be put into Immediate Maintenance for 10 minutes, and the alerts will be acknowledged since no keyword is
required by Mail_Ack_Keyword.

Mail_Ack_Keyword: ACK

Mail_Ack_Maint_Cmd: MAINT

An email is received that contains in the first few lines: MAINT 10

The server will be put into Immediate Maintenance for 10 minutes, but the alert will NOT be acknowledged because the
required ACK keyword was not seen.

Mail_Ack_Keyword: ACK

Mail_Ack_Maint_Cmd: MAINT

An email is received that contains in the first few lines:

ACK MAINT 15

- Or -

ACK

MAINT 15

The server will be put into Immediate Maintenance for 15 minutes, and the alert will be acknowledged.

Mail_Ack_Keyword: ACK*
If an email is received that contains ACKNOWLEDGED, ACK, ACK'D, or ACKNOWLEDGING, the alert will be acknowledged.
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Configuration Security

After getting PA File Sight configured, you probably don't want anyone making unauthorized changes. There are a few ways
PA File Sight can help.

Console Password for Local Logins

In the global Settings dialog there is a button labeled Console Security. Using that feature you can assign a password that
must be entered everytime the PA File Sight Console is started. To clear an existing password, simply get into the Console
again and enter an empty password.

This is useful for locking down access to the local Console installed on the Central Monitoring System.

Console Rights for Remote Logins

For users logging in with a Console from any where other than the Central Monitoring Service, they will login using a
username configured in Remote User Access. Use the "Run Reports" and "View Reports" rights rather than granting
everyone "Administrator" rights.

Automatic Configuration Backup

Every time PA File Sight starts, and about once a day after that, the entire configuration (except saved credentials) is backed
up and saved. By default the back ups are stored in C:\Program Files\PA File Sight\Config\Backup.

System Alerts

The Settings dialog also has a System Alerts button which will display the dialog below.
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Configure Systemn Alerts

For each System Alert below, you can configure which notification action will receive it (if any) oK

Cancel

Internal error detected in monitoring service

Monitor failed to run or can't monitor resource

Monitor is now running successfully

Failed to write to log file

Internal HTTP service can't start (used for reporting and config)

Monitoring is falling behind schedule (likely because of some other issue)

Licensing issues (expiring, expired, some servers not monitored, etc)

Action (notification, recovery actions, etc) failed to run

Security Alert: Computer (or monitoring service) was not shutdown normally

Security Alert: Service shutting down v

Notification profiles that will receive the selected System Alert above
[VIE-mail Message to OtherUser@YourDomain.com

[WIE-mail Message to User@YourDomain.com

VIMessage Box

Here you can indicate ways of being notified for a variety of security-related events including:

Configuration changes

Monitoring service shutting down

Computer or service shutdown abnormally (power outage, etc)

Service starting back up

A server entering or leaving maintenance mode (during which no monitoring happens)

Besides the security related events, there are additional events related to system stability, monitoring integrity and licensing.

To control the means of notification for the different events, simply choose an event, and then check the appropriate
notification means for that event.
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Setting Windows Credentials

PA File Sight can associate a set of Windows credentials with a monitored computer.

The following context menu let you access the Set Windows Credentials dialog. If you don't see the SSH menu, you need to
set the Server Type.

Servers/Devicaes
|

ervers/Devices |
e *“Automatic Configurations
Office

! BANTHA

Y CLEAN2016

r

RE Add New Monitor ...
Q Delete LOTSA

AF Set Server Alias ...
B
AE

B

(5]

El

e B n.l'.
ol o

Rahahaaay

-8
B
B
B
B
B
&
&
[
E Move Device to Different Group
B

"
3]
3]
H
H
2]
2]
H
H

Maintenance Peried >

Disable monitoring of server/device

Configuration ¥
Custom Properties ..
Prevent Template Propagation

Block Auto Cenfiguration

Type & Credentials | » Set Computer/Device Type ...

v = o
Report & Delivery Settings - | Set Windows Credentials |

(ineratinns »

You can enter credentials, or just monitor the server using the login that the monitoring service is already using. The middle
radio button is a convenience feature -- it lets the system try already-entered passwords to find one that works.

Specify Remote User Account

Enter the username and password that should be used to monitor the computer. oK

To use the same user account that the service is using (currently

"OFFICE\monitorsvc” -—- see Settings), select Use the service Log On account. Cancel

{* Use the service Log On account (currently ” "
Settings to adjust this)

" Use credentials already entered for another server (When you press OK, Change Stored
currently saved credentials will be tested to ensure one of them works) Passwords

" Use specified username and password

User name e ’
| Remote monitoring hints
(user account considerations)
Password |
Domain | OFFICE |

When you press OK, the credentials are checked by trying to access the target server's Event Log and the list of running
services. If this succeeds, the credentials are saved.
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The help page Remote Monitoring Hints has some advice and information about user accounts when monitoring Windows
servers.

Credential Security

All credentials are protected using the Microsoft best practice of encrypting them with a machine-specific key, which means
they can only be decrypted on the same computer they were encrypted on.
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Custom Icons

The PA File Sight Console can show custom icons for servers/devices and groups.

Servers/Devices
E-4g Servers/Devices

9% “Automatic Configuration:
=93 ¢ Add New Computer/Device ...
- E
- Create New Group
B L Create Mew Dynamic Group
- K

Delete Grou
Bl g
- 4 Rename Group
w8 E Mave Group te Different Group
-l 4 Set Group lcon

Report Settings

To set the icon on a group, right-click the group and choose Set Group Icon.

Device icon

&+ Automatically select [based on Inventony Collector findings)

{ |solaris.png j
To set the icon on a server/device, right click the server/device and go to Type & Credentials. At the bottom of the dialog is a
setting for the device icon. By default the icon will be chosen based on rules applied to what the Inventory Collector monitor
finds.

Icon Files

You can add your own icon images by copying a .PNG file to C:\Program Files\PA File Sight\lcons. The images should be 40
pixels wide by 40 pixels tall.

When you add an icon file, be sure to add an entry to the C:\Program Files\PA File Sight\lcons.INI file. The file contains

instructions on the simple format.

Icon Rules

To control which icons are automatically chosen for a server/device, edit C:\Program Files\PA File Sight\lcons.INI

You can look in that file, and Icons_Default.ini to see the format. Only edit Icons.ini since Icons_Default.ini will get overwritten
with future updates.
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Custom Properties

Custom Properties are name-value pairs that can be set on a Satellite, Group, Computer/Device or Monitor. Many Monitors
and Actions can make use of Custom Properties. For example, an Execute Script monitor can read a Custom Property and
make decisions based on it's value. Custom Properties can be used in email templates.

Custom Properties are set in the Console by right-clicking a Group, Computer or Monitor and choosing Custom Properties.

Set Custemn Properties

Add, edit and delete properties below. These properties can be referred to in reports and alerts. oK
Cancel
Parameter Name Value o
AUDIT_FOLDER Audit Test
kA _DRIWME C
USER_FOLDER Usars

Values inherited from parent objects. Ovesame property above.

Parameter Name ! Value (3
GROUF SENVErS

W

The above example shows Custom Properties on a Computer. AUDIT_FOLDER, MAIN_DRIVE and USER_FOLDER are all
defined on the Computer. GROUP is defined at a higher level and is inherited by this Computer. If this Computer also had a
value named GROUP defined, the Computer's value would be used (in other words, the closest definition of Property value is
used).

Custom Properties can be accessed via the CustomProperty and SetComputerCustomProp in Execute Script monitors and
Execute Script actions. They can also be set via the External API via the SET_SERVER_PROP and GET_SERVER_PROP
functions.

Custom Properties can be used in message templates via the $CustomProp(property _name)$ replacement variable.
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Customize the Console's Operations Menu

When you right-click a server in the PA File Sight Console, there is an Operations menu which can do various things to the
selected device.

Type & Credentials >

Report & Delivery Settings >

Operations > Run Mow on all monitors
Motes ... Ceonnect with Remote Desktop
Menitored from: Central Monitoring Service > EebuateompLisy

Ping BANTHA

Open Disk Management
Show Shares

Open Computer Management
Open Remote Storage

Open http://BANTHA

The list of commands can be changed, including adding commands for your own specific situation.
To edit the commands, use a text editor and open:

C:\Program Files\PA File Sight\Console_Operations.ini

The file contains complete information on how to make changes.

Distributing Changes

The Console_Operations.ini file gets synchronized from the central monitoring service out to remote Consoles about every
hour or so, and immediately after the Console logs in. So be sure to make changes to this file on the central monitoring
service.
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File Sight Endpoint

By itself, the File Sight monitor sees activity on a file server, which includes which users are accessing files, what actions
(reading, writing, deleting, etc) they are doing, their IP address, etc. However, once a file arrives on the client's computer, the
server-based File Sight monitor can't see what is happening. Is the file being copied to a thumb drive? Opened in Word?
Sent via Email? The File Sight Endpoint helps answer those questions.

The File Sight Endpoint is a small agent that gets installed on end-user Windows computers. It uses very little resources and
shouldn't be noticed. It has no user interface.

By detecting a file being read from the server by Explorer.exe and then that same filename being written to the local
computer, you can be fairly certain that a file copy is taking place. On the other hand, if you find the file was read into a
process named Word.exe, and no local saves took place, this would appear to be a user just editing a document.

The File Sight Endpoint will add additional information to file /O records that are saved by the File Sight Monitor. These extra
fields will be in alerts and available in reports.

The client and server both need to be Windows 7 / Windows 2008 R2 or newer for the server
to know which Endpoint to communicate with. If either is older, an older version of the SMB
protocol is used which did not provide the client IP address.

Normal Client Client with the File Sight Endpoint*
File Name e File Name
Time o Time
File Operation = File Operation
User Account o User Account
User IP Address” o User IP Address
User Computer* o User Computer*
Server Process o Server Process

o Client Process (Explorer.exe, Word.exe, etc)
o Logged In User (usually same as User Account above)
o List of files written by the Client Process

o Probable Copy (meaning the file is probably being copied)
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* Requires that the server and client are both Windows 7 / 2008 R2 or newer

The File Sight Endpoint performs the following functions:

Connects to the PA File Sight central service, or to a Satellite service

Watches files that area accessed from the network, and notes the process that accesses them
Notes which other files are written by that process

If a file is read from the network, and then written to disk, it is tagged as a probable copy

We use the term "probable copy" because the actual file contents are not compared between all files read and all files
written. This would have a large performance impact on the client computer. Instead, the File Sight Endpoint notes that a file
(Finance.xlIs for example) is read from the network, and then a file also named Finance.xml is saved to disk by the same
process (Explorer.exe for example). This looks very much like a copy.

Configuration

No changes to the File Sight monitor are required. If files are accessed from a computer running the File Sight Endpoint, the
extra data will automatically be recorded and added to any alerts that are sent.

The only configuration needed for the File Sight Endpoint is to give a host name/IP address and port for the central
service/Satellite that will be used for communication. This is done via the command line.

Only one connection to a central service/Satellite is needed. If the client computer will use files from multiple files servers that

are all being watched by PA File Sight, and they are all part of the same Ultra installation, they will communicate amongst
themselves to find the File Sight Endpoint if needed.

Installing the File Sight Endpoint
The actual File Sight Endpoint is found at:

C:\Program Files (x86)\PA File Sight\Install\pafsendp.exe

It does not require any additional files.

The File Sight Endpoint executable program (pafsendp.exe) just needs to be copied to a client computer and run with some
command line options to direct it to the server it should connect to. The copy and execution steps can be done using any

techniques or infrastructure that you already use. So the steps are simply:

1. Copy pafsendp.exe to the client computer
2. Run pafsendp.exe with configuration command-line options given below

3. Start the pafsendp service on the client computer

The endpoint supports a few command line options. The command line options are not case sensitive.

-S Don't show a pop-up when installing or uninstalling the service
4 Install the endpoint as a service named pafsendp
-U Uninstall the endpoint as a service
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-HOST={host:port}

-HOST2={host:port}
-HOST3=¢{host:port}
-HOST4={host:port}

-LOCK

Give the hostname or IP address, and port, of the PA File Sight Central Service, or a Satellite that should be
connected to. Because Satellites might be unavailable at times, or just for added robustness, additional
hostnames can be given which the Endpoint will connect to if the current target host is not available.

Set the endpoint service so it cannot be stopped. Unlocking happens via the Console in the Endpoint
Operations view.

A few notes:
The File Sight Endpoint uses the same file system driver as PA File Sight to watch file I/O. That means the agent needs to
run as an account that has rights to start a driver. A local administrator account or Local System will work.

All of the command line operations change registry values that normal user accounts typically don't have access to, so those
operations will need to be run with an administrator account.

IMPORTANT

If you are monitoring servers at multiple sites (separate local networks), be sure the Endpoint
is connected to and communicating with a Satellite or the Central Service that is on the same
local network as the Endpoint.

Example Install Script
An example installation script is given below to show how to get the File Sight Endpoint installed on an end-user's computer.
This example uses Microsoft's PsExec program. It also uses Sleep.exe which is in the same folder as pafsendp.exe.

REM Install the File Sight Endpoint service. PsExec will copy
REM pafsendp.exe to the client computer's Windows folder.
REM Run this from the C:\Program Files (x86)\PA File Sight\Install folder
REM so pafsendp.exe can be found by PsExec
psexec \\{target server} -u {username} -p {password} -c -d -h -v
pafsendp.exe "-s -i
-host={central service/Satellite IP address:port} -host2={failover service/second Satellite IP address:port} -lock"
REM wait just a bit for installation to finish
Sleep.exe 15000

REM start the remote service

psexec \\{target server} -u {username} -p {password} -s net start pafsendp

In the example below, our target client computer is 192.168.7.6. We'll be using an administrator account, with password
s3cr3t. The central service is at 192.168.7.22, running on port 8000, with a Satellite at 192.168.10.4 that we'll use as a
secondary connection.

CD "C:\Program Files (x86)\PA File Sight\Install"
c:\tools\psexec \\192.168.7.6 -u administrator -p s3cr3t -c -d -h -v pafsendp.exe "-s -i -host=192.168.7.22:8000 -host2=192.168.10.4:8000 -lock"
sleep.exe 15000

c:\tools\psexec \\192.168.7.6 -u administrator -p s3cr3t -s net start pafsendp
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File Sight Endpoint Status

You can check to see which computers have the File Sight Endpoint installed and running by looking in the Console at
Advanced Services > File Sight Endpoints.

Updated 19 Jan 2017 10:51 AM
PDF

7 \rsion

File Tracker Agents

All Reports

Tetal File Tracker Agents: 8

Local Computer ... Connected To Last Contact Logged In IPs/Hostnames Version
DAN-PC Central Monitoring 1/19/2017 CORP\DAN, OFFICE\DAN-PCS 192.168.3.5, DAN-PC, 7.0.0.39
Service 10:51:01 AM CORP.DOMAIN.DAN-PC
QUINN-PC Central Monitoring 1/19/2017 CORPA\QUINN, OFFICEY, 192.168.3.15, QUINN-PC, 7.0.0.39

Service 10:51:11 AM SERVICES CORP.DOMAIN. QUINN-PC
GREG-LAPTOP Central Monitoring 1/19/2017 CORP\GREG, 192.168.3.23, GREG-LAPTOP, 7.0.0.39
Service 10:50:58 AM CORP.DOMAIN.GREG-LAPTOR
CHELSEA-PC Toronto Office 1/19/2017 CORP\CHELSEA, 192.168.3.92, CHELSEA-PC, 7.0.0.39
10:51:00 AM CORP.DOMAIN.CHELSEA-PC
J0SH-PC Toronto Office 1/19/2017 CORPVIOSH, 192.168.10.5, JOSH-PC, 5.4.0.39
10:50:38 AM CORP.DOMAIN.JOSH-PC
TRAVIS-PC Toronto Office 1/19/2017 CORPATRAVIS 192.168.10.7, TRAVIS-PC, 6.5.0.12
10:50:28 AM CORP.DOMAIN. TRAVIS-PC
BRETT-PC Toronto Office 1/19/2017 CORP\BRETT 192.168.10.45, BRETT-PC, 7.0.0.39
10:49:28 AM CORP.DOMAIN.BRETT-PC
ERIC-PC London Office 1/19/2017 CORP\ERIC 192.168.42.96, ERIC-PC, 7.0.0.39
10:50:18 AM CORP.DOMAIN.ERIC-PC

If you have some File Sight Endpoints that are not up to the latest version, you can right click the File Sight Endpoint node
and choose to have an update command sent to them.

Servers
All Actions
Advanced Services

Endpoint Services

-] File Sight Endpoints
Update File Sight Endpoints ...
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File Sight Endpoint Security Alerts

The File Sight Endpoint helps detect files being copied from a server. However, it can't help with this assignment if it isn't
running. The Endpoint Alerts help you ensure the Endpoint service is up and running properly.

These settings are accessed in the Endpoint Alert Settings node in the Console.

Servers
All Monitors
All Actions
Advanced Services

Endpoint Services

- g File Sight Endpoints
& No Endpoints Installed

i 'j."' Endpoint Operations

“ Endpoint Alert Settings

1 ':."' USB/CD Drive Blocking

The first decision is how you want to be alerted if an Endpoint is not communicating with the PA File Sight installation. A list of
notification actions that you've already defined is shown. Simply check or uncheck any entry that is available to you.

Endpoint Action List

When an Endpoint alert is fired, the following actions will be used:

Message Box
event log
Write to File Sight ServerEvents.txt log file
Test2.bat
Shutdown
¥ Syslog to 192.168.7.22
#| E-mail Message to

Endpoints don't have specific alert settings initially. So they will use the Global Default Setting that is shown. The third option
prevent receiving alerts if an Endpoint isn't communicating because the client computer has been turned off.

Global Default Setting

Any Endpoint that does not have a specific setting will use the Global Default Setting.

Mo alerting
Alert if Endpoint is not communicating

* plert if Endpoint is not communicating but device is still responding to ping

To specify different settings for specific Endpoints, use the Endpoint Operations page.
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File Sight Endpoint Operations

Endpoint Selection

The Endpoint Operations page is designed to let you quickly apply configuration changes to many Endpoints at once. The
key to this is Endpoint Information filter box at the top. Using this you can filter on many different fields form the Endpoint. In
the example below, "83.5" was entered, and any Endpoint that has that in the name, IP address or other information is
shown. In this case, the filter found a few Endpoints that contain that in their IP address.

Endpoint 83.5
Information: Refresh

Endpoints to Perform Operations On (9) @

HOMNEYPOT-2012-59, 192.168.83.59, Locked, Alerting: Not connected + pingable, USB: Defaul
HOMEYPOT-2012-52, 192.168.83.52, Locked, Alerting: Not connected + pingable, USB: Defaul
HOMEYPOT-2012-54, 192.168.83.54, Locked, Alerting: Not connected + pingable, USB: Defaul
HONEYPOT-2012-55, 192.168.83.55, Locked, Alerting: Not connected + pingable, USB: Defaul
HOMNEYPOT-2012-51, 192.168.83.51, Locked, Alerting: Not connected + pingable, USB: Defaul
HOMEYPOT-2012-58, 192.168.83.58, Locked, Alerting: Not connected + pingable, USB: Defaul
HOMEYPOT-2012-5, 192.168.83.5, Locked, Alerting: Mot connected + pingable, USB: Default,

HONEYPOT-2012-56, 192.168.83.56. Locked, Alerting: Not connected + pingable, USB: Defaul
HOMNEYPOT-2012-50, 192.168.83.50, Locked, Alerting: Not connected + pingable, USB: Defaul

The number of selected Endpoints is shown in parenthesis (9 in the example above).

There are also some short-cut links that let you quickly filter on additional settings and configuration data.

Select from Satellite: | Central Monitoring Service v
Quick Filter: Show All Mo alerting USE Blocking: Using Global Default
Service unlocked Alerting using Global Default Setting USB Blocking: Blocking
Service locked Alerting if not communicating USB Blocking: Mot Blocking
Recently disconnected Alerting if not communicating but Pingable
Running older versions Recently alerted on CD/DVD Blocking: Using Global Default

CD/DVD Blocking: Blocking
CD/DVD Blocking: Not Blocking

Making Changes

Once the target set of Endpoints has been selected, there are a number of different operations that can be performed by
using the options on the right side of the selected Endpoint list.
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Endpoint Service Locking

When an Endpoint Service is locked, it cannot be stopped from the Windows Service
Control Manager (services.msc) or the net stop command. This prevents end-users from
preventing file copy tracking.

Software Updates

This is a simple way to tell Endpoints to update to the same software version as the
Central Monitoring Service or Satellite that the Endpoint is connected to. Note that there
is a shortcut filter "Running older versions" to easily select those Endpoints that need to
be updated.

Endpoint Security Alerts

The Endpoint Alerts page lets you set the Global Default alert setting. This option lets
you set a specific alert setting to the filtered list of Endpoints. You can change them to
use the Global Default, or to a specific alert setting. Please see the Endpoint Alert
settings page for more information.

USB Drive Blocking

USB Drive Blocking lets you optionally block external USB drives from computers where
the Endpoint is installed and running. The options are to only allow white listed external
drives (that are defined on the USB/CD Drive Blocking page) and block everything else,
block everything, or to block nothing.

CD/DVD Drive Blocking

This option is very similar to the USB Drive Blocking option, except it operates on
CDs/DVDs that are inserted into the Endpoint computer. The white listed discs can be
specified on the same USB/CD Drive Blocking page as above.

Endpoint Service Locking

The File Sight Endpoint service can be
'locked’ such that it cannot be stopped.
When it is 'unlocked’, the service can be
stopped from services.msc or the NET STOP
command.

Send Lock Command

Send Unlock Command

Software Updates

Instruct the Endpoints to update to the
newest version available within the
installation.

Send Update Command

Endpoint Security Alerts

Options to alert if the Endpoint is not
reporting in:

Use the Global Default Setting from the | *

Update Alert Setting

USB Drive Blocking

Settings to block external (USBE) drives
unless they are listed on the Global Media
White List

Use the Global Default Setting from the | *

Update USE Block Setting

CD/DVD Drive Blocking

Settings to block CDs/DVDs unless they are
listed on the Global Media White List

Use the Global Default Setting from the | ¥

Update CD/DVD Block Setting
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USB/CD Drive Blocking

File Sight Endpoints can be told to automatically eject any USB drive or CDs/DVDs that are not on the Global Media White
List.

If an Endpoint doesn't have a setting, it will use the Global Default Setting as shown below.

Global Default Setting
Any Endpeint that does not have a specific setting will use the Global Default Setting.
USB Drive Blocking
Block external drives that aren't on the Global Media White List
* Do not block any external drives
CD/DVD Drive Blocking
Block CDs/DVDs that aren't on the Global Media White List
®* Do not block any CDs/DVDs

To change the setting for individual Endpoints, use the Endpoint Operations page.

Global Media White List

If blocking is to be done, the USB drives/CDs/DVDs are checked against the Global Media White List. This is a list of Volume
Serial Numbers from drives/discs that are allowed.

Volume Serial Numbers for drives can most easily be seen from a command prompt with the dir or vol commands.

I:N>dir

Volume in drive L is
Uolume Serial Number is 621F-2A1%

Enter the Volume Serial Number in the Global Media White List. Since that number doesn't help identify the drive/disc, you
can add a comment after it with the # symbol.
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Contents global Media White List

Enter Volume Serial Numbers for drives/devices that will be allowed on Endpoint protected systems.
You can give comments following the ID by placing a # and then the comment.

This he|p page is for version 7.3. The Allowed Volume Serial Numbers
. . . D265-ABAD £ Marketing's pass-around assets USE drive
latest available help is for version 8.1. 621£.9219 £ IT's DBAN boot DUD
p
E rro r Au d iti n g Update Global Media White List

Service Level Agreements (SLAs) and regulatory compliance with GLBA, HIPPA, PCI and SOX among other standards often
requires auditing errors that occur on servers and devices. In addition, many IT organizations choose to use error auditing to
ensure a high quality of service to the rest of the business.

Even if you don't have compliance requirements, the Error Audit report can be a good way to get a quick summary of a
certain type of error that is occurring. See Not Just For Auditing below if this is you.

Three Pieces

PA Server Monitor, PA Storage Monitor and PA File Sight all have Error Auditing built-in to the product. Auditing can be
enabled or disabled, and used however it works best for your organization.

There are three parts to Error Auditing:

1. Product monitors run and detect issues. Alerts are optionally fired and details are written to the database. The error
details, source device, time, etc are all recorded to an error database.

2. Server administrators view server status reports and note recent errors. They check the Ack box next to the error
indicating that they have reviewed and acknowledged the error. Their acknowledgement is recorded in the database
along with the error details.

3. Administrators, management or compliance officers can run high-level Error Audit reports to make sure errors are
being reviewed and acknowledged by server administrators. The Error Audit reports can be broken down by:
= source computer or device

computer group

resource type (disk space, services, ping response, etc)

s acknowledgement state (acknowledged or not yet acknowledged)

= error type

Multiple reports can be created which gives each manager/compliance officer the view of the network that they are
responsible for.

More Details

1. Product monitors detect and record issues

The products have always monitored resources, fired alerts when over thresholds and recorded resource values in the
database for later reporting and charting. In addition, the different monitors would change color based on whether everything
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was OK (green) or alerts were fired (yellow). Red (internal or serious error) and grey (disabled or maintenance) are also
possible colors.

When a monitor turns yellow, the yellow color shows up on summary screens for the whole server indicating that there is an
alert on a monitor on that server. The server will show green when all monitors are green.

Some problems are transitory (a new event in the Event Log, a change to a file, etc). Alerts would be fired, but the monitor
wouldn't stay yellow since on the next run everything looked OK, so it would go back to green (OK). If the administrator was
not watching the server closely, that yellow alert status could come and go without being seen. A new option that can be set
on a per-server level is to force monitors to remain yellow while they have unacknowledged alerts. This is available by right-
clicking the server and going to Report & Delivery Settings -> Report Settings. Then double click on the Recent Alerts in the
Displayed Report Items column.

Recent Alerts Settings *

Columns to show in the Recent Alerts grid oK

WAcknowledged By [Py
[JAcknowledged Time

[]Collection Server

[]Deduplication ID

W Details

WIErrID

[C1Error Count

WIError Time

[IFacility

CGroup w

Cancel

¥ Once an alert is acknowledged, it should no longer be shown in the
status report.

[~ Once the underlying monitor is OK, its older alerts should no longer be
shown in the status report.

Max number of errors to show in the status 25
report

Additional options in this dialog control what is displayed in the Recent Errors section at the bottom of the server status report

2. Server administrators acknowledge errors

The next piece of the auditing system is the server administrators. At the bottom of the server status report is the Recent
Alerts section. This shows issues that the monitors have recently discovered. What is shown there depends on the Report
Settings dialog discussed above. Most often, there will be an Ack column.

When the Ack column is clicked, a request is sent to the service indicating that the error has been acknowledged. The
acknowledgement time as well as the IP address of the user is recorded. [A future version will user logins to view reports -- at
that time the username will be recorded instead of the IP address]. If an administrator accidentally acknowledges an error,
they can click the Ack box again to clear the acknowledgement.

There are additional methods to acknowledge alerts.
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Recent Alerts

Full History: 1 day | 5 days | 15 days | 30 days | 60 days
Acknowledge: | All for Computer/Device /| All Shown Above /| Refresh |

Error.. OKT.. Monitor Title Details Ack..
/5/20... /5/20... Core - Windows Processor % Privileged Time [0] = 20% (Currently 25.96%).
8:57:20 10:47:.. Performance Outside threshold for 10m 39s
AM AM
4/5/20... Core - Windows File WWWAQWCSWWINDOWS \\APPCOMPAT\\UANY
8:32:58 File Changes APPRAISER_RS2.J50N was changed
AM T e
File WWAQWCSWWINDOWS\\APPCOMPAT \\APPRAISER\\

APPRAISER_TELEMETRYBASELINE_RS2.BIN was changed

File VWAQNCSWINDOWS \\APPCOMPAT \\APPRAISERY,
APPRAISER_TELEMETRYBASELINE_UNV.BIM was changed

Administrators will often not want to see the error again once they've acknowledged it. This can be controlled via the Report
Settings dialog mentioned above.

3. Error auditing reports for compliance
The Error Audit report is available under the [System Summary Reports] section.

Servers/Devices

All Actions Report Data Type Choose a report type

E| LE,'] [System Summary Reports]
; ﬂ Application User Permissions

Advanced Services
Report Display Type

Updates i ]
! [£ configuration Audit
Reports Source Data [#] Connected Sessions
Fﬂ Generate Ad Hoc Report | Bl Error Audit
7-[9 Scheduled Reports Filters and ! [£ Monitor Status Summary
-] View Fyistina Rennrts Parameters { L@ Mon@oann Srono Soemmons

Once you've selected the report, go to the F|Iters and Parameters tab. This is where you specify exactly what you want to
look at. There are a variety of different ways to filter the errors that you want to see. If your primary responsibility is disk
space, just look at the Disk Space monitors under Monitor Type(s). If you have grouped the servers by geographic region,
you could specify you only want to see errors in the Northern Europe Source Group for example.

Fill in the parameters (click the value and edit)

Start Time = Today ~
End Time = 3 days ago
“Output Cotrns | = sckrawieced o, ko
Sort order = Severity
Source Group(s) = <all=
Source Computer/Device(s) = <all=
Monitor Type(s) = <all>
Monitor Title contains  Click to edit
Monitor = <all>
Recorded Monitor Status{es) = <all>
Current Monitor Status(es) = <all=
Still In Error = <all>
Still Deduplicating = <all>

More information about the Error Audit Report

There is a lot of data available and it might seem a little overwhelming at first. We recommend using the Output Columns filter
and only show the data that you're interested in. You can see when a problem happened, when it was fixed, when it was
acknowledged, what computer/devices it was on, etc.

Once you user the report a few times and have decided what you want to watch, we recommend creating a Scheduled

Report. That way the report that you want will always be available (Scheduled Reports always use the same URL, so you
can save it in your favorites and quickly see the latest report.
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Not Just For Auditing

Large organizations often have multiple people that are responsible for different parts of the IT infrastructure. Creating Error
Audit reports is a good way to view all errors that are happening to a group of servers, or to a class of resources (ie errors
related to Ping response for example).

We recommended that each person with a large responsibility have their own Error Audit report so they can quickly see all
errors within their area of responsibility. Errors can even be acknowledged on the Error Audit report itself, just like on the

server status reports.

Create a scheduled Error Audit report for different team members that have responsibility for
different areas of your network. They can save the URL in their browser's Favorites and
quickly check and see if anything needs to be done.
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Event Deduplication / Aggregation

Event Deduplication (also known as Event Aggregation) is a technique for detecting that a new incoming alert (event):

1. is similar to an existing event that has already been reported

2. suppressing the duplicate alert

This is somewhat related to Alert Suppression and Event Escalation, but allows finer and configurable control over when to

suppress an alert.

See Alert Suppressing, Event Escalation and Event Deduplication to see how these features
can be used together for suppressing alerts.

Event Deduplication can be configured in the Advanced Services part of the Console.

Servers/Devices
All Actions

Advanced Services

=17 satellite Services

.? RANCOR
- Monitor Template Library
- Global Monitars

[~ @ Failover Status
[+ 4 Acknowledge Errors Feature Status

" Alert Reminders

------- 51" Event Deduplication

------- * Advanced Settings
Here you can select between the default Simple event deduplication (which doesn't do very much deduplication), or
advanced event deduplication. Advanced Event Deduplication is what this page will describe further.
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Event Deduplication controls how duplicate events are defined and handled. Duplicate events are defined as having Apply
the same Deduplication ID -- and how the ID is created is configurable.

Reset
" Use simple event deduplication. This keeps the Recent Alerts part of the Server Status Report from being filled with

the same event based on event description comparison. Actions get run for all events, whether they are duplicates or
not.

f* Use advanced event deduplication. When an event is first seen, actions are run. Subseguent events will not trigger
actions, until the event is 'reset’. What it takes to 'reset’ an event is configurable.

Stop firing actions when:
* The event is recognized as a duplicate of an open event

" The event is acknowledged Event Reset Choices
" Don't stop firing — always fire actions, even for duplicates
Reset an event's duplicate status when:
" The root issue is detected as fixed by the monitor
" The event is acknowledged
* The event is acknowledged, OR the root issue is detected as fixed
" The event is acknowledged AND the root issue is detected as fixed
+ Event-type monitors (stateless monitors) should consider events as Fixed for deduplication

" Event-type monitors should NOT be considered as Fixed for deduplication

Automatically mark stateless events as Fixed 0 Day(s) =

after:

Deduplication 1Ds will be created using the following fields. This can be overndden in each monitor in Advanced
Options.

|Monit0r 1D j

|Cleaned Description j

{Unused} - q o .

| =l Deduplication ID Fields

|{Unused} j

|{Unused} j

|{Unused} ﬂ

|{Unused} j

Event Reset

The first thing to decide is whether or not to alert when a duplicate event arrives. Usually the new event would be shown if
the previous event situation has been 'reset', meaning the system will no longer consider new events duplicates of the
previous event because something has changed. Usually this means the previous event was acknowledged, or the
underlying error was fixed. If this is the case, and a new event arrives, it should not be considered a duplication but rather a
new situation that should be alerted on again.

State vs Event-type events

Some events are 'state' events, meaning they are in a good or bad state (responding to ping or not responding to ping, low
disk space or OK disk space, etc). Those are easy to define as 'Fixed' or not.

Other event types are stateless, or Event-type events, meaning they happened, but don't represent a good or bad state. An
error listed in the event log, an error received via SNMP Trap or syslog, or a change detected in a file are such situations.
These are not good or bad states, they simply occurred.

For Event-type events, you decide how to consider them 'fixed' for use in Deduplication resetting. You can consider them
immediately fixed, or fixed after a certain amount of time.

Deduplication ID

The key principle to understand is the Deduplication ID. The Deduplication ID is a text string that represents the essence of
the event. If two events have the same Deduplication ID, they are considered the same event for Event Deduplication
purposes. You will therefore want to define the Deduplication ID so it combines events that you want considered the same.
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For example, the default fields used are:

Computer ID - an internal unique 1D assigned to each monitored computer
Monitor ID - an internal unique ID assigned to each monitor
Cleaned Description - the event description text with user names, paths, dates, amounts, etc removed

With these default settings, the two events below would be considered identical, and thus the second event would not fire
alerts when using Advanced Event Deduplication:

21 Feb 2014 09:05:56 PM
Computer: [3271187]
Monitor: [Low Disk Space]
Description:

Free disk space on F: is below the threshold of 5% (Currently 4%, 11.6 GB)

21 Feb 2014 11:05:53 PM
Computer: [3271187]
Monitor: [Low Disk Space]
Description:

Free disk space on F: is below the threshold of 5% (Currently 3%, 8.7 GB)

These are identical because the events are for the same computer and from the same monitor, and the Cleaned Description
field (after removing dates, times amounts, etc) is the same too -- they are about low disk space on the same drive on the
same computer.

Peeking at the database...

ErlD Src...  MonitorTitle MonitorlD  Action Description EnCourt  DedupelD

130 Execute Soript 1518 Testing Exectte Script monitor 653 C130-M1518-CD3404619332

\"143[)38[) A Inventory Collector 79 Failed to retrieve system details vi... 31 C31-M75-CD2925635685
1473765 130 Monitor serviceson... 1006 The service "Performance Logs ... 6520 C130-M1006-CD2994357729
1483278 129  Very Low Disk Spa... 592 WWTEST-1MCE < 10 % (Cumently 0., 773 C123-M392-CD 1844245446
1483280 130  Very Low Disk Spa... 1000 Ch 10 % (Cumertly 4 %, 3447 .. 767 C130-M1000-CD2011771327
1459354 120 Inventory Collector B92 Failed to retieve system details vi... 14 C120-M5592-CD3826456382
1459637 129  Crtically Low Disk ... 993 SWTEST-1MCE < 3% (Curmently 0 ... 287 C125-M393C01844245446

1499639 130  Citically Low Disk ... 1001 C:\ <5 % (Curently 4 %, 371.4 ME) 268 C130-M1001-CD 1844245445

The image above shows some of the fields in the Error History table. Deduplication IDs are shown at the right side. Notice
the ErrCount column -- that shows how many incoming alerts were considered duplicates of the shown alert. Instead of
alerting on that incoming event, the ErrCount column was incremented and no alerts were fired. If you think you might want a
reminder about events that have not reset and thus are suppressing new incoming alerts, look at the Alert Reminders feature.

Global with Override

This setting is a global setting that applies to all monitors. Individual monitors can define their Deduplication ID in a unique
way to give added flexibility. This is done in Advanced Monitor Options (bottom of the page).
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Variables

A number of the actions accept variables to alter their output. The messaging actions ( E-mail, Message Box, Network
Message, Pager Alert, and SMS Message) can all accept variables in their message template. In addition, the executable
actions (Execute Script and Start Application) can also accept variables to change the action at run time.

Replacement Variables

The variables below can be inserted into the action or the message template as shown. The one exception is the Execute
Script action -- in that case, the starting and ending $ are not used.

General Variables
The following variables are always available. Please note that variables are case sensitive.

$AlertCharts$ - This value will be replaced with charts if any are available for the alert. This variable only works with Email Actions.

$AlertiD$ - A unique integer that represents this particular alert.

$CustomProp(propName)$ - The value for a custom property for the target monitor, computer or containing group. Empty if the property is not
defined. See below for more details.

$Date$ - Current date in string format

$Details$ - Text describing the result of the monitor. This is what most other actions display/report. If you want the Details value to be on a single
line, use $Details_Single_Line$

$Details(x)$ - The first X characters of the Details variable. Useful for trimming the value to a specific length.

$Details_Single_Line$ - The Details variable with everything on one line (line breaks removed)

$Details_Single_Line(x)$ - The first X characters of the Details variable. Useful for trimming the value to a specific length.

$Group$ - The group that contains the computer where the monitor detected the issue

$GroupPath$ - The full group path (ie Group1\Group2\Group3) that contains the computer where the monitor detected the issue

$Machine$ - The computer where the monitor detected the issue

$MachinelP$ - The IP address of the computer where the monitor detected the issue. Defaults to 0.0.0.0 if the value can't be determined.
$MachinelD$ - ID of the computer involved. Defaults to 0 if the value can't be determined.

$MachineAlias$ - The aliased computer name (if an alias was entered, otherwise the same as Machine above)

$MonitorTitle$ - Title of the reporting monitor

$MonitorMsg$ - Custom message text from the originating monitor. This can be set in the monitor's Advanced Monitor Options

SNL$ - New Line character

$ProdVer$ - Current version of this program

$MonitorType$ - The type of monitor that detected the issue. This is the same text as you see in the list when choosing to create a new monitor.
$Status$ - Status of the monitor. (See table below for possible values.)

$StatusText$ - A cleaner version of Status. See table below for possible values (note that some values are rarely seen).

$Time$ - Current time in string format

$TimelnError$ - Amount of time that a monitor is or was in error. Ex: "Was in error for 1h 2m 3s"

$WinDir$ - WINDOWS directory for the target computer

Status Status Text Meaning
msOK OK Monitor is OK
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msALERT Alert Monitor is in alert state because of what it found

msALERT_GREEN Alert (Green) The monitor is in Alert state, but has been configured to remain green anyway.
msALERT_RED Alert (Red) The monitor is in Alert state, but has been configured to turn red.
msSUPPRESSED ALERT Suppressed The monlt_or isin _Alert state, but actions are being suppressed via Alert
= Alert Suppression settings.
msUNACKNOWLEDGED Unacknowledged QK state, except there are unacknowledged errors and Error Acknowledgement
Alerts is enabled
msERROR Internal Error The product is not functioning correctly. This is not usually a monitor status, but

used for global problem broadcasts.

msSUPPRESSED_ERROR Suppressed The monitor is in ERROR state, but Alert Suppression settings are keeping it

Error from firing actions.
msCANTMONITOR Can't Runl Z(r:]ser:snltor is unable to perform its function, possibly because of lack of rights or
msDISABLED Disabled The monitor is currently disabled
msRUNNING Running Monitor is currently running.
msINIT Scheduled All monitors are set to this status when the service first starts
msPAUSING Initial Pause If the rponltorlng service is set to wait at startup (via Settings), the monitors will
use this status
msUNLICENSED Egeﬁggggh Set if more servers are being monitored than licenses allow
msSKIPPINGACTIONS Skipping Actions If alerts should not be fired at startup, as specified in Settings
msCANTMONITORNOW Monitor Busy Usually happens if a monitor is contrained and has to wait a little longer before it
can run. Not an error.
msTRAINING Training Period The monitor is collecting data for automatic training purposes, and will not alert.
msMAINTENANCE Se'f"er The server is in maintenance mode, so the monitor will not run
Maintenance
msWRONG_EDITION \é\gﬁ;% Product This monitor is not supported with the installed license.
msEXCLUSION_PERIOD Exclusion Period The monitor is configured not allowed to run at this time.
msDEPENDENCY_NOT_MET II\DAZ?endency Not Monitor dependencies are not met, so this monitor will not run.
msSERVER_DISABLED Server Disabled The server is disabled, so the monitors will not run.
msOWNING_SATELLITE_DISCONNECTED Satellite The satellite that runs this monitor has not reported in, so the monitor status is

Disconnected unknown

Custom Properties
Custom Properties can be used as expansion variables by using them in this form:

$CustomProp(propertyName)$

Row Variables

In addition to the values that are always available, the following values are available depending on which monitor type is sending the alert. The
additional information is reported in rows for those monitors that can report information on a number of items (such as a list of changed files and
directories). The number in parenthesis (the x) should therefore be replaced with a 1 for the first row of results, 2 for the second, etc. (Example:

$ltem(1)$, $ltem(2)$, $State(1)$...).

NOTE: Is is possible to not have any extra row data, especially in the emergency alert cases shown above.

Monitors Row Variables
Actions $ltem(x)$ - Unused
Scheduler  $State(x)$ - OK or PROBLEM
Active $CurrentValue(x)$ - User involved with the event (if applicable)
Directory $ID(x)$ - ID of the Event
Login $ltem(x)$ - The category for the event
Monitor $ltemType(x)$ - A constant value always equal to 'Category’

$State(x)$ - OK or PROBLEM
Bandwidth  $CurrentValue(x)$ - The current bandwidth usage value
Monitor $Facility(x)$ - Port description
$ltem(x)$ - Port alias
$ltemType(x)$ - One of: 'Bytes', 'Errors', 'Discards', 'Multicasts', '‘Broadcasts', 'Unicasts', or 'NotUnicasts'
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Calculated
Status
Citrix
Monitor

Database
Monitor

Database
Server
Monitor

Directory
Quota
Monitor

Disk Space
Monitor

DNS Monitor

Drive Sight

Dynamic
Server List

Email
Monitor

Esensor
EMO01B
Monitor

Event Log

Monitor

Event
Validator

$LimitValue(x)$ - Configured bandwidth threshold for the port
$State(x)$ - OK or PROBLEM

$ltem(x)$ - Unused

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Number of ms for the the Connection or Login to happen. Equals -1 on error
$ltem(x)$ - The server being probe

$ltemType(x)$ - Constant value always equal to 'Connection' or 'Login'
$LimitValue(x)$ - Configured threshold seconds for login to complete
$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Current value

$ltem(x)$ - The database being checked

$ltemType(x)$ - Statistic being checked. One of: DBINDEX_SIZE, LOGSIZE, TOTALSIZE, FILEOVERLIMIT, LOGOVERLIMIT,

RECOVERYCHANGED

$LimitValue(x)$ - Configured threshold

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - N/A

$Description(x)$ - Constant value equal to 'CREATED', 'DELETED', 'CHANGED' or 'DOWN'.
$ltem(x)$ - Database name

$ltemType(x)$ - Constant value equal to 'DATABASE'

SLimitValue(x)$ - N/A

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Directory size in MB

$ltem(x)$ - Directory being checked

$ltemType(x)$ - Constant value always equal to 'Directory’
$LimitValue(x)$ - Configured threshold directory size in MB

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Number of free MB on the drive

$ltem(x)$ - The drive whose free disk space is being checked
$litemType(x)$ - Constant value equal to 'Disk’, or 'Error'
$LimitValue(x)$ - Configured threshold (could be in % or an absolute size and unit)
$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - The resolved result

$ltem(x)$ - The hostname or IP address being resolved

$ltemType(x)$ - Constant value always equal to 'Host'

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Always set to 'LOADED'

$ltem(x)$ - Drive Letter

$litemType(x)$ - CDROM or DRIVE

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - "ADDED" or "REMOVED"

$ltem(x)$ - IP address of the computer/device

$ltemType(x)$ - Constant value of "DEVICE"

$LimitValue(x)$ - DNS name if it can be determined

$State(x)$ - OK or PROBLEM

$ID(x)$ - Email message-ID field

$ltem(x)$ - Email address being monitored

$ltemType(x)$ - 'BODY" or 'SUBJECT' depending on what was matched
$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - The value of the measured item

$ltem(x)$ - Constant value always equal to 'EMO1b Temperature', 'EMO1b Humidity', or 'EMO1b Luminescence'.

$ltemType(x)$ - Constant value always equal to 'EMO1b Temperature', 'EM01b Humidity', or 'EM01b Luminescence'.

$LimitValue(x)$ - Configured threshold for the item

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Time of the log item in the Event Log, as a string
$Extra1(x)$ - Content of the log item

$Extra2(x)$ - Event ID of the log item

$ltem(x)$ - The Event Log Source that produced the log item
$ltemType(x)$ - Constant value always equal to 'Source'

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Time of the log item in the Event Log, as a string
$Extra1(x)$ - Content of the log item

$Extra2(x)$ - Event ID of the log item

$ltem(x)$ - The Event Log Source that produced the log item
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Execute
Script
File &
Directory
Change
Monitor
(CIFS)
File Age
Monitor

$ltemType(x)$ - Constant value always equal to 'Source'
$State(x)$ - OK or PROBLEM

$ltem(x)$ - Unused

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Type of change that occurred. One of: 'Created', 'Deleted', or 'Changed'.
$ltem(x)$ - File or directory path that changed

$ltemType(x)$ - Constant value always equal to 'File' or 'Directory’

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Age of the file in minutes
$Extra1(x)$ - File path (file & directory) that is too old
$ltem(x)$ - File name (not path) that is too old
$ltemType(x)$ - Constant value always equal to 'File'
$State(x)$ - OK or PROBLEM

File/Directory $CurrentValue(x)$ - Current size of the file/directory
Size Monitor $/tem(x)$ - The directory or file that has grown beyond the threshold

File Sight
Monitor

FTP Server
Monitor

File System

Analyzer

Hardware
Monitor

Inventory
Alerter

Inventory
Collector

Log File
Monitor

Mail Server
Monitor

Network
Scanner

$ltemType(x)$ - Constant value always equal to 'Directory’ or 'File'

$LimitValue(x)$ - Threshold for the file/directory before firing actions

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Type of change that occurred. Possible values: 'Created', '"Wrote', 'Read', 'Deleted’, 'Moved', 'Renamed’,
'Audit Changed', 'Permissions Changed', 'Owner Changed', 'Group Changed', 'Failed to Create', 'Failed to Write', 'Failed to
Read', 'Failed to Delete’, 'Failed to Move', 'Failed to Rename', 'Failed to Change Audit', 'Failed to Change Permissions', 'Failed
to Change Owner', 'Failed to Change Group' 'OVERLIMIT_READ' 'OVERLIMIT_WRITE' 'OVERLIMIT_DELETE'
'OVERLIMIT_RENAME'

$Extra1(x)$ - Name of the user that triggered the alert

$Extra2(x)$ - Name of the application (if available) used to make the change, or empty if a User Activity Alert
$ltem(x)$ - File or directory path that was accessed, or the User that is being alerted on for User Activity Alerts
$ltemType(x)$ - Constant value always equal to 'File', 'Directory’ or 'User'

$LimitValue(x)$ - The IP address of the requesting user, or N/A if it cannot be determined

$State(x)$ - OK or PROBLEM

$ltem(x)$ - The ftp server being monitored

$ltemType(x)$ - Constant value always equal to 'Server'

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Current size the user or directory is using

$ltem(x)$ - The user or directory that is being reported on

$ltemType(x)$ - Constant value always equal to 'User' or 'Directory’

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Current status value

$ltem(x)$ - The sensor name that is in error, or change, or was added or removed

$ltemType(x)$ - Constant value always equal to 'Added’, 'Removed’, 'Changed' or 'Sensor’

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Current property value

$Extra1(x)$ - Comparison operation

$ltem(x)$ - Property name

$ltemType(x)$ - Constant value always set to 'Property’

$LimitValue(x)$ - Value the property is compared against

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - Not Set

$ltem(x)$ - Not Set

$ltemType(x)$ - Not Set

$LimitValue(x)$ - Not Set

$State(x)$ - OK or PROBLEM

$Extra1(x)$ - Content of the matching log line(s)

$ltem(x)$ - The Log File that produced the log item

$ltemType(x)$ - Constant value always equal to 'File'

$State(x)$ - OK or PROBLEM

$ltem(x)$ - The mail server being monitored

$ltemType(x)$ - Constant value always equal to 'Server'

$State(x)$ - OK or PROBLEM

$CurrentValue(x)$ - IP address

$ltem(x)$ - IP address of the new computer/device that was found

$ltemType(x)$ - Constant value of "DEVICE"

$LimitValue(x)$ - DNS name if it can be determined
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$State(x)$ - OK or PROBLEM
Performance $CurrentValue(x)$ - Current value of the counter, or the process % CPU usage
Monitor $Extra1(x)$ - PID if item is 'Process'
$ltem(x)$ - The complete path of the performance counter, or the process name as seen in Perfmon
$ltemType(x)$ - Constant value always equal to 'Counter’ or 'Process’
$LimitValue(x)$ - Configured counter threshold value as specified in the monitor
$State(x)$ - OK or PROBLEM
Ping Monitor $CurrentValue(x)$ - Time the ping took to return (could possibly be empty depending on settings)
$ltem(x)$ - The host name/IP address of the server/device being pinged
$ltemType(x)$ - Constant value always equal to 'Server'
$LimitValue(x)$ - Maximum time the ping is allowed to take before alerting
$State(x)$ - OK or PROBLEM
Process $CurrentValue(x)$ - Either 'Up' or 'Down’
Monitor $ltem(x)$ - The process name being checked
$ltemType(x)$ - Constant value always equal to 'Process'
$LimitValue(x)$ - Configured threshold value as specified in the monitor
$State(x)$ - OK or PROBLEM

Server $CurrentValue(x)$ - Current temperature
Temperature $/item(x)$ - Probe Number
Monitor SltemType(x)$ - Constant value always equal to "Temperature'

$LimitValue(x)$ - Threshold temperature
$State(x)$ - OK or PROBLEM
Service $CurrentValue(x)$ - One of three values: 'Up', 'Down’, or '?' if the status can't be determined
Monitor $Extra1(x)$ - The display name of the service being checked
$Extra2(x)$ - Reason for the alert. Can be 'Status', 'Start-type-changed', 'Added' or 'Deleted’
$ltem(x)$ - The system name for the service being checked
$ltemType(x)$ - Constant value always equal to 'Service'
$State(x)$ - OK or PROBLEM
SNMP $CurrentValue(x)$ - The current value of the object
Monitor $ltem(x)$ - The name of the SNMP object being queried
$ltemType(x)$ - Constant value always equal to 'Object'
$LimitValue(x)$ - Configured threshold for the object
$State(x)$ - OK or PROBLEM
SNMP Trap $CurrentValue(x)$ - The current value of the object
Monitor $Extra1(x)$ - Trap OID or the Errorindex.ErrorStatus values for an Inform (this value will be the same for all rows)
$ltem(x)$ - The name of the SNMP object being reported on
$ltemType(x)$ - Constant value always equal to "Trap' or 'Inform'
$State(x)$ - OK or PROBLEM
Syslog $CurrentValue(x)$ - Message content of the log item
Monitor $Extra1(x)$ - Severity numeric constant
$Extra2(x)$ - Facility numeric constant
$ltem(x)$ - Hostname that the event came from
$ltemType(x)$ - Constant always equal to 'Log'
$State(x)$ - OK or PROBLEM
TCP Port $Extra1(x)$ - Port that is being monitored
Monitor $ltem(x)$ - The server being monitored
$ltemType(x)$ - Constant value always equal to 'Server'
$State(x)$ - OK or PROBLEM
User Quota $CurrentValue(x)$ - Current size being used by the user
Monitor $ltem(x)$ - The user who is over or under their quote
$litemType(x)$ - Constant value always equal to 'User'
SLimitValue(x)$ - Maximum size allowed before alert actions are fired
$State(x)$ - OK or PROBLEM
Web Page  $CurrentValue(x)$ - Time the page took to return
Monitor $ltem(x)$ - The URL being monitored
$ltemType(x)$ - Constant value always equal to 'URL'
$LimitValue(x)$ - Maximum time the page was allowed to take before alerting
$State(x)$ - OK or PROBLEM
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External API

PA File Sight has a simple API for automating some basic operations.

Security
To protect the system from un-authorized requests, there are two security precautions that are required:

SSL - SSL must be enabled for the embedded HTTP server. This can be done on the HTTP Settings dialog.

API Key - The API Key registry setting must be set. This is analogous to a username/password. Under
HKEY_LOCAL_MACHINE\software\PAFileSight, create a value named API_KEY. Set it to a long string value of random
characters.

Requests are made via HTTPS. The format of the requests is:

https://{server}:{port}?KEY={API Key}&API={command}

Additional optional parameters can be appended to the URL using the pattern:

&{param_name}={value}

Return Values

All APl commands return data as simple text. Successful commands return as XML, or in the following format:

START:

{returned data

can be multiple lines}
:END:

All errors are returned as:

:ERROR{error text}
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IDs: Some of the requests below take a Group ID, Computer ID and/or Monitor ID. You can
get IDs via:

In the Console by enabling View > Show Object IDs in Navigation Tree

Get them programatically by using the following requests:
Group IDs : GET_GROUP_LIST

Computer IDs: GET_SERVER_LIST
Monitor IDs: GET_MONITOR_INFO

Querying the ConfigComputerinfo or ConfigGrouplnfo tables in the database. Monitor IDs are not available this way.

APl Commands

Below are the supported commands. The command name should be inserted where {command} is shown in the example
above.

GET_SERVER_LIST
Returns a list of servers and the group that the server is in. The XML version also shows the computer's internal ID.

Optional Parameters

XML = {0]1} - defaults to O

GID = {group ID}, defaults to 0 (top Servers/Devices group).

ALL = {0|1} - 0 means just return the servers directly in the group, 1 returns all servers in all sub-groups as well

Example

https://server:81?KEY=mysecretkey&API=GET_SERVER_LIST

Output (server|group™group)

:START:

DNVISTA|Servers/Devices
192.168.2.5|Servers/Devices
POWERADMIN.COM|Servers/Devices"Boston
OPSMONO02|Servers/Devices*Servers"Office
ARCHIVE|Servers/Devices

:END:

XML Example

https://server:81?KEY=mysecretkey&API=GET_SERVER_LIST&XML=1

XML Output

<?xml version="1.0" ?>
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<servers>
<server name="DNVISTA" group="Servers/Devices"Boston*Servers" id="1" grouplD="1" alias="DNVISTA" status="ok" />
<server name="192.168.2.5" group="Servers/Devices"Kansas City" id="2" grouplD="2" alias="EXCHANGE" status="maintenance" />
<server name="POWERADMIN.COM" group="Servers/Devices"External" id="4" groupID="3" alias="POWERADMIN.COM"
status="disabled" />
<server name="OPSMONO02" group="Servers/Devices"Boston*Servers" id="5" grouplD="1" alias="OPS" status="unlicensed" />

<server name="ARCHIVE" group="Servers/Devices"Boston*Servers" id="8" groupID="1" alias="ARCHIVE" status="sat_disconnected"
/>
</servers>

Note that all possible values of 'status' are shown above

GET_GROUP_LIST
Returns a list of groups, with their name, full path name, group ID, and group ID for the group's parent.

Optional Parameters
XML = {0]1} - defaults to 0

Example

https://server:81?KEY=mysecretkey&API=GET_GROUP_LIST

Output (namel|full path|id|parentID)

:START:
Servers/Devices|Servers/Devices|0|-1
Boston|Servers/Devices”Boston|1|0
Office|Servers/Devices"Office|2|0
Dev|Servers/Devices"Office*Dev|3|2
:END:

XML Example

https://server:81?KEY=mysecretkey&API=GET_GROUP_LIST&XML=1

XML Output

<?xml version="1.0" 7>

<groups>
<group name="Servers/Devices" path="Servers/Devices" id="0" parentID="-1" />
<group name="Boston" group="Servers/Devices"Boston" id="1" parentlD="0" />
<group name="0ffice" group="Servers/Devices"Office" id="2" parentlD="0" />
<group name="DeVv" group="Servers/Devices"Office*Dev" id="3" parentlD="2" />

</groups>

GET_MONITOR_INFO
Returns information about all monitors owned by a particular computer.

Required Parameters
CID - Computer ID for the computer to target for the operation. ALL can be used to return information all monitors

Optional Parameters
FORMAT_DATE - 0 to always output as dd-mm-yyyy hh:mm:ss (24 hour hh), or 1 to use the same format that the
existing reports use (which can be customized). Defaults to 0.
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STATUS - a comma separated list of monitor statuses. Only monitors that are currently the specified status will be
returned. See status values in the table at the bottom of the page.

Example

https://server:81?KEY=mysecretkey&API=GET_MONITOR_INFO&CID=371
&FORMAT_DATE=1

https://server:81?KEY=mysecretkey& API=GET_MONITOR_INFO&CID=ALL
&STATUS=2,10,17,18,19

Qutput (XML

<?xml version="1.0" 7>
<monitors>

<monitor id="13" status="OK" depends_on="" titte="Check Free Disk Space" lastRun="16-10-2010 5:54:10" nextRun="16-10-2010
11:54:10" errText="" errorActionIDs="1,3,8" fixedActionIDs="" />

<monitor id="74" status="Alert" depends_on="132,5" title="Ping OPSMONO02" lastRun="16-10-2010 6:25:12" nextRun="16-10-2010
6:26:12" errText="OPSMONO02 is not responding to ping requests [in error for 2m 3s]" errorActionIDs="7,3" fixedActionIDs="3" />
</monitors>

GET_ACTION_INFO
Returns a list describing all the actions in the system (these IDs are used in the errorActionIDs and fixedActionIDs
attributes returned from GET_MONITOR_INFO

Example

https://server:81?KEY=mysecretkey&API=GET_ACTION_INFO

Output (XML

<?xml version="1.0" 7>
<actions>

<action id="1" type="Message Box" typelD="3" title="Message Box" />

<action id="2" type="Write to a Text Log File" typelD="6" title="Write to ServerEvents.txt log file" />

<action id="6" type="Start, Stop or Restart a Service" typelD="5" title="Restart stopped service on monitored computer" />
</actions>

ACK_ALERT
Acknowledge an alert

Required Parameters
ERRID - The Error ID for the alert. This can be shown in Error Audit reports, or shown on the Server Status report

Optional Parameters

ACKALERTS - 1 to send any Acknowledge alerts attached to the monitor, or 0 to suppress sending them. Defaults to 0.
ACKBY - Name to list as the person doing the acknowledgement. By default it will show "External API". The IP address
of the caller will be appended.

Example

https://server:81?KEY=mysecretkey&API=ACK_ALERT&ERRID=4172&ACKBY=Robert
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Output

:OK:

START_MAINTENANCE
Put the server into immediate maintenance mode.

Required Parameters

CID - Computer ID for the computer to target for the operation.

- Or -

GID - Group ID for the group that contains target computers (including those in child-groups).
-or-

MID - Monitor ID for the specific monitor that should be affected.

MINUTES - time in minutes that the server should remain in maintenance mode before it automatically reverts to normal
monitoring

Optional Parameters
FORCE - 1 to allow the maintenance window to be shortened. Defaults to 0

Example

https://server:81?KEY=mysecretkey&API=START_MAINTENANCE&CID=37&MINUTES=15& FORCE=1

Output

:OK:

END_MAINTENANCE
Put the server back into normal monitoring mode.

Required Parameters

CID - Computer ID for the computer to target for the operation.

-or-

GID - Group ID for the group that contains target computers (including those in child-groups).
- Or -

MID - Monitor ID for the specific monitor that should be affected.

Example

https://server:81?KEY=mysecretkey&API=END_MAINTENANCE&CID=37

Output

:OK:

SET_SERVER_PROP
Sets a custom property on a server. If the property value is empty, the custom property is removed.
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Required Parameters

CID - Computer ID for the computer to target for the operation.

-or-

SERVER - Name of the computer to target. If there are multiple computers with the same name (perhaps at different
locations), which one is returned is not defined.

PROPNAME - Name of the property to set

PROPVAL - Value of the property to set

Example

https://server:81?KEY=mysecretkey& API=SET_SERVER_PROP&CID=125
&PROPNAME=Customer&PROPVAL=IBM

Output

:OK:

The Custom Property DISPLAYED_NOTES is the value you can set by right-clicking a
computer and selecting Notes. Notes show up at the top of a Server Status Report.

GET_SERVER_PROP
Retrieves a custom property on a server. If the property is not defined, an empty value is returned.

Required Parameters

CID - Computer ID for the computer to target for the operation.

-or-

SERVER - Name of the computer to target. If there are multiple computers with the same name (perhaps at different
locations), which one is returned is not defined.

PROPNAME - Name of the property to retrieve

Example

https://server:81?KEY=mysecretkey&API=GET_SERVER_PROP&CID=125& PROPNAME=Customer

Output

:START:
IBM
:END:

RUN_NOW
Request the specified monitor be run immediately

Required Parameters
MID - Monitor ID for the monitor to run immediately.
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Optional Parameters
FORCE - 1 to run the monitor even if it's disabled or the server is in maintenance. Defaults to 0

Example

https://server:81?KEY=mysecretkey&API=RUN_NOW&MID=4721&FORCE=1

Output

:OK:

CREATE_CHART
Creates a chart jpeg file similar to those shown in the server status reports. The chart image will be in the Reports\Temp
folder. The caller is responsible for deleting the file when done using it.

Required Parameters
STATID - statistic ID to be charted. The StatID value can be found in the Statistic table, StatID column.
MONTYPE - Monitor type. This is the value from the OwnerType column in the Statistic table.

Optional Parameters

NONZEROBASE - The y-axis of most charts starts at 0. Set this to 1 to indicate the chart should pick a better axis
starting point. Defaults to 0

MINUTES - The number of minutes back to chart. Defaults to 1440 (one day)

SUMMARIZATION - Control how the data is summarized, using a value from the below chart. Defaults to 25 (5-minute
maximum)

Chartraw values 0
Minute minimum 15
Minute average 14
Minute maximum 16
5-Minute minimum 24
5-Minute average 23
5-Minute maximum 25
Hourly minimum 5
Hourly average 1
Hourly maximum 6
Daily minimum 7
Daily average 2
Daily maximum 8
Weekly minimum 9
Weekly average 3
Weekly maximum 10
Monthly minimum 11
Monthly average 4
Monthly maximum 12
Yearly minimum 18
Yearly average 17
Yearly maximum 19

UNIT - The unit from the table below. Used for display and scaling if needed. Defaults to 15 (generic number)
Generic number 15

Bytes 1
KB 2
MB 3
GB 4
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B 12

PB 13
EB 14
Bps 11
Kbps 17
Mbps 18
Gbps 19
Tbps 20
Scale dynamically 5
Percentage 6
milliseconds 7
Temperature in C 9
Lux 10

COLOR - HTML color for the line. Defaults to #000080
TITLE - Override the title for the chart. Uses the statistic's name by default
FILENAME - Filename only (no path). All files are stored in the Reports\Temp folder. A default name will be chosen if one is not given.

Example

https://server:81?KEY=mysecretkey& API=CREATE_CHART&STATID=4812& MONTYPE=8
&MINUTES=180&COLOR=008000

Output

:OK:

C:\Program Files\PA File Sight\Reports\Temp\SingleChart_48127.jpg

GET_PERF_STATS
Returns internal monitoring system performance metrics. Note that these can also be enabled and retrieved as Windows
performance counters. For the list of values returned, the first column is the performance ID, the second column is the
name, and the third column is the performance value.

Required Parameters
NONE

Optional Parameters
IDS - comma separated list of performance IDs to return. If IDS is not give, all performance values are returned.

Example

https://server:81?KEY=mysecretkey&API=GET_PERF_STATS&IDS=68,69

Output

:OK:
68 FileSightRecsHandled 3289
69 TotalMonitorsRun 1070110

DISCOVERY_CONFIG
Scan an IP address range for new servers that aren't being monitored, and run Smart Config for the new servers. The
Discovery and Smart Config procedures can take some time, so an OK result means that the process has been started.
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Required Parameters
START - Start of IP address range
END - End of IP address range

Example
https://server:81?KEY=mysecretkey&API=DISCOVERY_CONFIG&START=192.168.0.1
&END=192.168.0.254

Output

:OK:

ADD_SERVER
Add and optionally configure the named server

Required Parameters
SERVER - name of the server that should be added. If the server already exists, it will be operated on (WIN, WMI and
GROUP will not have an effect in that case).

Optional Parameters
WIN={0|1} - defaults to 0. Set to 1 if this is a Windows server.

WMI={0]1} - defaults to 0. Set to 1 if WMI polling should happen to collect System Details information for the server
status report

CONFIG_PATH - defaults to none. Full path to a .cxml config file that specifies a configuration that should be applied to
the new server. .cxml files are created by exporting a computer's configuration, or by using the EXPORT_SERVER API

below. The file must be on the same computer as PA File Sight is running on.

GROUP - defaults to none (which implies the top level group). The full path to the group that the server should be
placed in, for example: Servers/Devices”Seattle*Exchange Servers (where the * delimits group names).

SATID - Satellite ID. Defaults to the Central Service. Satellite IDs can be obtained in the Console by looking at the
Satellite's status report. They generally look something like: 51fa284a-58d6-41a0-870e-1cbd7db6c¢c12a

GETID={0|1} - defaults to 0. If set to 1, this function will wait (possibly a long time) until the new device is added so the
Computer ID (CID) value can be returned.

Example

https://server:81?KEY=mysecretkey&API=ADD_SERVER&SERVER=MAILSRV2&WIN=1&WMI=1&GETID=1
&CONFIG_PATH=C:\Configs\Mail+Config.cxml

Output
:OK:
471

The 471 above is the newly created Computer ID (CID) that is returned because GETID=1. Without GETID=1, the
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Output would simply be :OK:

DELETE_SERVER
Delete the named server, along with all of its monitors

Required Parameters
CID - Computer ID for the computer to target for the operation.
{deprecated} SERVER - name of the server that should be deleted

Example

https://server:81?KEY=mysecretkey&API=DELETE_SERVER&CID=125

Output
:OK:

EXPORT_SERVER
Exports the configuration of the specified server in a .cxml file. Per-server passwords (if any) are NOT exported.

Required Parameters

CID - Computer ID for the computer to target for the operation.

-or-

SERVER - Name of the computer to target. If there are multiple computers with the same name (perhaps at different
locations), which one is returned is not defined.

Optional Parameters

PATH - Full path to the output file. If this is not given, the file will be saved to C:\Program Files\PA File
Sight\Config\Backup\Export_Computer_{CID}.cxml

Note: Be careful where these files are saved as some monitor configurations might contain sensitive information.

Example

https://server:81?KEY=mysecretkey& API=EXPORT_SERVER&CID=125

Output

:OK:

ADD_GROUP
Add the given group if it doesn't already exist

Required Parameters

NAME - Full of the group name. For example, a group named "Exchange Servers" under the top "Servers\Devices"
would set NAME to Servers\Devices*Exchange%?20Servers (delimit groups with », URL encode, so a space becomes
%20)

Example
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https://server:81?KEY=mysecretkey&API=ADD_GROUP&NAME=Servers\Devices*"New%20York*Web

Output

:OK:

123

The 123 above is the new Group ID (referred to as GID in some other functions)

DELETE_GROUP
Delete the named group. If it contains child groups or servers, they will become orphaned and moved to the top
Servers\Devices group the next time the monitoring service is restarted.

Required Parameters

NAME - Full of the group name. For example, a group named "Exchange Servers" under the top "Servers\Devices"
would set NAME to Servers\Devices"Exchange%20Servers (delimit groups with #, URL encode, so a space becomes
%20)

Example
https://server:81?KEY=mysecretkey&API=DELETE_GROUP
&NAME=Servers\Devices*"New%20York*Web

Output

:OK:

SET_GROUP_PROP
Sets a custom property on a group. If the property value is empty, the custom property is removed.

Required Parameters
GID - Group ID for the group to target for the operation.

PROPNAME - Name of the property to set
PROPVAL - Value of the property to set

Example
https://server:81?KEY=mysecretkey&API=SET_GROUP_PROP&GID=0
&PROPNAME=ONCALL&PROPVAL=555-555-1234

Output

:OK:

GET_GROUP_PROP
Retrieves a custom property on a group. If the property is not defined, an empty value is returned.
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Required Parameters
GID - Group ID for the group to target for the operation.

PROPNAME - Name of the property to retrieve

Example

https://server:81?KEY=mysecretkey&API=GET_GROUP_PROP&GID=0&PROPNAME=ONCALL

Output

:START:
555-555-1234
:END:

DO_BACKUP
Once a day and any time the monitoring service starts, the configuration is backed up to C:\Program Files\PA File
Sight\Config\Backup. Using this API command, you can force the backup to happen on demand.

Optional Parameters
EXPORTCREDS - Backups normally do NOT contain all of the credentials that a system might have (credentials for
accessing other servers, SMTP mail account credentials, database connection string, etc). If you must backup the

credentials, you can append &EXPORTCREDS=1 to the end of the URL below and credentials will be saved in plain
text in the backup file.

Note: Be VERY careful about using this option. Exporting credentials can be globally
disabled by setting

HKEY_LOCAL_MACHINE\software\PAFileSight\Protected
[DWORD] DisablePasswordExport = 1

Example

https://server:81?KEY=mysecretkey&API=DO_BACKUP

Output
A new backup file named Backup1.axml is created in C:\Program Files\PA File Sight\Config\Backup

GOTO_SERVER_REPORT
Pass a server name and get forwarded to that server's status report

Required Parameters
CID - Computer ID for the computer to target for the operation.
{deprecated} SERVER - name of the server

Example
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https://server:81?KEY=mysecretkey&API=GOTO_SERVER_REPORT&CID=362

Output
Browser gets redirected to the given server's status report page

GET_MONITOR_CONFIG
Retrieves a monitor's XML configuration. This can also be retrieve manually in the Console by first enabling the
Console_ShowExportMonitor option in Advanced Services > Advanced Settings. Once that is done, you can right-click a
monitor and click the new Export Monitor Configuration menu option.

Required Parameters
MID - Monitor ID for the target monitor

Example

https://server:81?KEY=mysecretkey& API=GET_MONITOR_CONFIG&MID=198709

Output
The XML configuration data is returned which will look similar to:

<?xml version="1.0"?><checksum value="3272823308">
<Obj-Monitor2 ver="3">

SET_MONITOR_CONFIG
Set the configuration of a monitor to new values. Often this XML would have been retrieved using
GET_MONITOR_CONFIG or from the Console.

Required Parameters
MID - Monitor ID for the target monitor
CONFIG - The monitor configuration XML

Important: If the XML is not valid, there is a chance the monitoring service will crash
when loading the monitor. Great care should be used in manipulating the XML. If the
service crashes, you may need to restore from the configuration backup which is stored in
the Config\Backup folder.

In addition, because of the format and size of the typical monitor XML, this APl usually
needs to be called via a POST rather than a GET.

Example

wget.exe --no-check-certificate --post-file=C:\Data\SetMonitor.txt https://localhost:81

See the contents of SetMonitor.ixt to see the URL-encoded content that is sent as a form post.
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Note that at the top you'll see the familiar

KEY=mysecretkey&API=SET_MONITOR_CONFIG&MID=198709&CONFIG={encoded XML}

Output
:OK:
ADD_MONITOR

Adds a new monitor to a server. Often this XML would have been retrieved using GET_MONITOR_CONFIG or from the
Console.

Required Parameters
CID - Target Computer ID for the computer that the monitor will be added to
CONFIG - The monitor configuration XML

Important: If the XML is not valid, there is a chance the monitoring service will crash
when loading the monitor. Great care should be used in manipulating the XML. If the
service crashes, you may need to restore from the configuration backup which is stored in
the Config\Backup folder.

In addition, because of the format and size of the typical monitor XML, this API usually
needs to be called via a POST rather than a GET.

Example
wget.exe --no-check-certificate --post-file=C:\Data\AddMonitor.txt https://localhost:81

See the contents of AddMonitor.txt to see the URL-encoded content that is sent as a form post.

Note that at the top you'll see the familiar

KEY=mysecretkey&API=ADD_MONITOR&CID=3579& CONFIG={encoded XML}

Output

:OK:
456

The 456 above is the newly added Monitor ID (referred to as MID in other functions)

Monitor Statuses

Alert 2
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Alert - Skipping Actions
Alert - Green

Alert - Red

Alert - Suppressing
Bad License

Can't Run
Dependency Not Met
Disabled

Error

Error - Suppressed
OK

10
17
18
19
14
4
16
6
3
21
1

OK - Unacknowledged Alerts - Yellow 20
OK - Unacknowledged Alerts - Red 24
OK - Unacknowledged Alerts - Green 25

Monitor Busy

Monitor Maintenance Mode
Satellite Disconnected
Scheduled

Server Disabled

Server Maintenance Mode
Startup Pause

Training

Unlicensed

11
13
23
7

22
26

12
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File Locations

PA File Sight stores a variety of files under the product directory. This will explain what and where they are.

C:\Program Files\PA File Sight
Product executable and DLL files
C:\Program Files\PA File Sight\CA
Self-signed SSL certificate files
C:\Program Files\PA File Sight\Config
Database containing computer, monitor, action, and report configuration. A Backup directory below this contains periodic exports of the
configuration which you can use to go back to a previous point if needed. The backups do not contain password information.
C:\Program Files\PA File Sight\Databases
Database files which hold monitor findings as well as some system management data. If you choose to use MS SQL Server instead of the
embedded database, only a few system management database files will exist here. This directory is configurable via Database Settings.
C:\Program Files\PA File Sight\Install
The PA File Sight installer will copy itself here, along with a few files to help Satellites upgrade themselves. When you download the
Console installer from the product's main report page, it comes from this directory.
C:\Program Files\PA File Sight\Logs
Default location for internal product log files. This can be changed in Global Settings.
C:\Program Files\PA File Sight\Maps
The Visual Status Map report pulls initial maps graphics during configuration from this folder. You can add your own map graphics here if
you wish.
C:\Program Files\PA File Sight\Reports
All reports are generated and stored in this directory. The Shared directory contains files used by all reports. You can delete this directory
and everything will be recreated as needed. This directory is configurable via Report Settings.
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Importing and Exporting Configurations

PA File Sight supports a simple and effective way to transfer your complex monitoring configuration from one installation of
the product to another. This is what exporting and importing configurations does.

Exporting saves PA File Sight configuration data to a XML formatted file. Importing is loading the PA File Sight XML file in and
restoring the configuration.

Exporting Complete Configuration

To get started, select the following menu setting:

File View Configuration Settings Licensing Help Qui

pA Smart Config ... -
-

Bulk Config ...

! |'E)(pnrl Complete Configuration ... r

= Import Complete Configuration ... N

Selveisjuevices 1

The next dialog that you will s?e.e wiII-'as-k yo_u if you would like to export any server passwords that were entered previously:

Export Server Passwords

When exporting the configuration the server credentials can also be Yes
exported to the file. To do this, they need to be decrypted and
stored as simple text in the file. No

Do you want to export the server credentials too?

The credentials will be decrypted and visible as plain text in the output file, so you may wish to answer "No" to this prompt.
A standard "File Save" Windows dialog will let you choose a file name, and a location to save the configuration file at. When

you export a Complete Configuration, the default file name willbe PA File Sight App
Configuration.axml.

Importing Complete Configuration

Importing a saved PA File Sight configuration from file is a simple process. Note: Importing a complete configuration will erase
all existing settings. This is an overwrite operation, not a merge.

Use the following menu selection to choose Import Complete Configuration:

102



File View Configuration Settings Licensing Help Qu

pA Smart Config ... '

Bulk Config ...

! Export Complete Configuration ...

| Import Complete Configuration ...

SAl v STTTETT =

The first prompt that you will see will be a message box indicating that you are about to erase all configured settings in the
current instance of PA File Sight and replace them with the contents of the configuration file.

Import Product Configuration

You are about to import the configuration from file and completely Yes
overwrite the current configuration for this product (if any). The
service will be stopped and restarted as part of this process. No

Do you want to continue?

If you answered "Yes" to the question above you will see the standard File Open dialog to select a .axml file that you saved to
previously.

At the end of the import, you should see the list of servers restored to the Navigation Pane. A message box will appear at the

end of the import process indicating the success of the operation, as well as any monitors or actions that could not be
restored.

Exporting Individual Server Configuration

You may export the settings (monitors and actions) that are associated with an individual computer. This operation is very
similar to that of exporting the complete configuration of this product as shown above.

The menu item that selects the export server operation is accessed by right clicking a server or device whose configuration
you wish to export. The menu appears as follows.

- Office
- W
- ¢ Add New Monitor ...
B L Delete BANTHA
B4 F Set Server Alias ...
B C . :
i Move Device to Different Group
- £
B4 B Maintenance Period »
B £

Disable menitoring of server/device

» Smart (Autc) Configuration ..

Custom Properties ... Import Cenfiguration ...

Prevent Template Propagation Export Configuration ..

The series of dialog boxes and the options that appear is similar to that shown above for exporting a complete PA File Sight
configuration.

Importing Individual Server Configuration

You may import the settings (monitors and actions) that are associated with an individual computer. The Import Server
operation assumes that they exist already from a previous export operation.

103



- Office

-2 B 54 New Monitor .

- CLE,

B4 LOT Delete BANTHA

M- RAN Set Server Alias ...

-4 Q Movwe Device to Different Group

E-# ARC

G- BALI Maintenance Period >

E-ae ABC Disable monitoring of server/device
» Smart (Auta) Configuration ...
Custom Properties ... Import Configuration ...
Prevent Template Propagation Expert Configuration ...
Block Aute Coenfiguration Expert Configuration as Template ...

This operation is identical to that of importing the complete configuration of this product as shown above, with the following
exception. An import of a server configuration must be applied to an existing computer object that you have already created in
PA File Sight.
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Maintenance Mode

Maintenance Mode is very useful when you'll be working on a computer that is being monitored. Naturally you don't want to
receive alerts or have the monitoring service try to correct things that you are working on. Instead of stopping the monitoring
service (and potentially forgetting to start it again), you can indicated the monitored computer is being worked on with
Maintenance Mode.

Manual Maintenance

You manually put a server into maintenance mode immediately by right clicking on the computer and choosing Maintenance
Period -> Immediate Maintenance: Pause Monitoring.

o W. |
¢ CLE Add New Monitor ...

iz
& LOT Delete BANTHA
s
L

" RAN Set Server Alias ...
' Q Move Device te Different Group
& ARC - .
i BAL 3 Maintenance Schedule ...
(- ABC Disable menitoring of server/device | Immediate Maintenance: Pause .Mon.iio;ing |-I

When you enter Maintenance Mode, you specify how long you expect to be working on the server. No further monitoring of
the server will take place until that amount of time has past. Then active monitoring of the server begins again automatically.

Specify Immediate Maintenance Window

Monitors are not run during a maintenance period. You can manually end a oK
maintenance period at any time.

: . : : - Cancel
To make sure this step isn't forgotten, the monitor(s) will automatically be

taken out of maintenance mode after the number of minutes shown below.

Maintenance window in minutes: |@

Scheduled Maintenance

P06 N I

]... -

Q- CLE Add Mew Monitor ...
G LOT Delete BANTHA
il RAN Set Server Alias ...
H
H
H
H

- ARC
! BALI K&aintenance Period > |ﬁkﬂéilitéﬁaﬁce Schedule ... |

&
b
ﬁ Q Mave Device to Different Group
2

o e PO o O o PR 84 B

- ABC bisable monitoring of server/device Immediate Maintenance: F-ause Menitering ...

In addition to the manual maintenance mode mentioned above, scheduled maintenance is also available. With this feature

you can have the monitoring service automatically place a server into maintenance mode based on your schedule. This is

often useful when some normal process (a nightly backup process for example) might exceed some of the monitors' normal
thresholds.
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omatic Maintenance Scheduling

You can schedule a server to automatically enter maintenance mode. During maintenance .OK
mode, nomonitors run. At the end of maintenance mode, monitoring begins again |
automatically.

Cancel
Maintenance IS scheduled to begin:
No schedule set

Set Schedule ' Clear Schedule

Maintenance will last: | 1 j |chr(s) j

MNext maintenance period: Automatic maintenance not set
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Monitor Templates

PA File Sight has a powerful templating system which can be used in a few ways, and which has features that show up in a
couple of different places in the Console application.

Power Templates

Power Templates are templates that can be configured at a group level, and which are then inherited by monitors contained
within that group or sub-groups. The first step is to add a Power Templates folder to the group by selecting Add Monitoring
Templates from the group's right-click menu.

|
BAM Add New Computer/Device ...

CLE
LOT

]

Create New Group
Create New Dynamic Group
Q Delete Group

ARC Rename Group
BAL
" ABC

hhhhhhhhﬁ

e o o e

RERERE R
=

Move Group te Different Group
Set Group lcon

Report Settings

|Add Monitoring Templates

Immediate Maintenance: Pause Monitoring ..

Once that is done, a new Power Templates folder will exist in the group.

&

Windows Servers |

|

& BANTHA Add New Monitor Template ...
- ARCHIVE Block Templates In This Group ...
-dF CLEANZ2C
& Q

-4 RANCOR

Copy All Templates
Paste Monitor or Template (asynch

Remove Power Templates folder

Right-clicking the Power Templates folder reveals a few options:

Add New Power Template
Adding new monitor templates consists of:

1. Choosing an initial computer for the monitor to refer to. This computer is only referred to during monitor
configuration. Any time a monitor template is edited, this same dialog is shown so the editing procedure has a
computer to refer to if needed.
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Choose ltem *

Choose an example server for viewing the template. oK

- Servers/Devices -- ABCLIVEDEMO
i Saryers/Devices -- ARCHIVE
-Servers/Devices -- BALROG
-Servers/Devices —- BANTHA
-Servers/Devices —- CLEAN2016
-Servers/Devices — LOTSA

- Servers/Devices - Q

- Sarvers/Devices -- RANCOR

2. Configuring the monitor normally

Once a template is configured, you'll notice there is one of two symbols before the monitor name. These symbols mean:

= Power Templates

---‘;,'[ﬁ ¥ Core - Windows Service Monitor
=@ |
q‘_} ¥ Core - Windows File Delete Core - Windows Performance
=% ¥ Core - Windows Eve e Ysntes
-4 BANTHA Copy Monitor
- ARCHIVE
- CLEAN2016 Custom Properties ...
H-d Q » ¥ Enable template propagation
IEII: Fiﬁ;:fR | Copy to Monitor Template Library
m - The template is not currently propagating down to servers in this group. This is the default state of a new template.

V¥ - The template is actively being propagated down to all servers in this group, or within sub-groups. Changes made to
the template will also be propagated down.

A - This isn't on the template itself, but if you look at a server and see a monitor with this symbol, it indicates this
monitor is from a template defined above and cannot be modified directly.

Template Propagation
Monitors that are derived from templates can not be edited -- the monitor configuration is defined by the template. If a

template-derived monitor needs to be changed, it can be disconnected from the template, and then edited directly.
Changes in the template will no longer change the disconnected monitor. If the disconnected monitor is ever deleted, the
template will propagate down to the server again and create a new monitor.

Copying new templates or template updates down to computers within the group happens approximately every minute. If
there are many computers within a group the propagation process can take a little while as the template is checked for

each computer before it is added.

If a template is deleted, monitors that are derived from it will automatically get deleted within a few minutes.

Remove Power Templates Folder

This option simply removes the Power Templates folder. The folder must be empty before it can be deleted.

Copy All Templates

This command will copy all of the templates in the folder into the clipboard. You can then go to a server or the Template Library and paste all
of them at once.

Paste Monitor or Template (asynchronous)

Pasting a monitor to a Power Template folder will create a new template from the source monitor. Anything specific to the original source
computer is removed so that the template can work with any server it is propagated to. It's also possible to paste templates that were
copied from other Power Template folders, or from the Template Library.

Template Library
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Besides the Power Templates that can exist at a group level, there is a Template Library under Advanced Services in the
Console. This list of templates is useful for:

o A convenient place to store monitor templates that you can copy/paste from

o When Smart Config is run, besides showing the normal default monitor options, templates in the Template Library are also
listed and can be used for the Smart Config process.

Advanced Services

11 satellite Services o)

Maonitor Template Library

(- B8 Active Directory - NTDS

EEl---E['_'—; Active Directory Login Monitor

-8 Asp.nET

[+ B8 ASP.NET Apps

Eﬂ----!! Bandwidth Monitor

Eﬂ----@ Cisco SNMP Monitor

Eﬂ----” Core - Anti-Virus Up to Date
B 3 ;
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Actions Scheduler 'Monitor'

The Actions Scheduler 'monitor' is not really a monitor like all others. It does not check for a condition and alert if that
condition is found. Instead, every time the monitor runs, it executes all actions that are attached.

This 'monitor' makes it very easy to schedule IT automation tasks by simply setting the schedule for when the tasks should
run, and adding the Actions that you want to run.

Configure Actions Scheduler

This 'monitor’ runs when scheduled, and always fires the attached
» actions. OK

There is nothing to configure, other than setting the Schedule and Cancel
adding Actions.

Actions...
Advanced Options...

Schedule...

Standard Configuration Options

Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options and setting the
Monitor Schedule.
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Drive Sight

The Drive Sight monitor is a simple monitor with one job: make sure external drives, including USB drives, and/or CD/DVD
discs are not added to the system. If a specified disk is added, it is immediately disconnected.

Configure Drive Sight

' Maonitor drives/disks that are added to the computer and reject them. -
[ Auto eject CDs put into a CD drive Cancel
¥ Disconnect external drives that are attached
Actions...

[v¥ Disable Auto Run for connected drives/disks

Exceptions:
Allow the disk/CD/OVD if the Volume Serial Number is listed below:

D38E-609C

MNote: Volume Serial Numbers can be seen at the top of the 'dir' command in
a command prompt, or by running:
vol {drive letter}:

If you have specific drives/disks that you want to make an exception for, get the disk's volume serial number as shown below:

Administrator: Command Prompt

TNDO
in dri

ume 5Seri

These disks for which an exception has been added will be able to connect and stay connected.

Standard Configuration Options
Like all monitors, this monitor has standard button on the right for Adding Actions. These actions would be fired when the
Drive Sight monitor detects a new disk/drive and disconnects it. The action would typically be used to notify you.
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Dynamic Server List

The Dynamic Server List monitor is a Global Monitor that runs outside of any server. It periodically checks servers to see
which ones belong in a list determined by your criteria.

Configure Dynamic Server List

Dynamic Server List Name:

- oK
I Servers With Intel CPU

) . Cancel
Selection Criteria:

|ANY rule must match (logical OR) j

Actions...

Inventory: CPU: Name contains

[~ Ignore servers that are blocked for Auto Configuration Test

[+ Fire actions if new servers are added to the list
[ Fire actions if servers are removed from the list

[~ Automatically create a Dynamic Group from this list if the list is .
not empty, and a Dynamic Group from this list doesn't exist yet. Current List:

Create the group under:
I Servers/Devices j

Add the following templates to the group:

[ Active Directory - NTDS ~
[CJActive Directory Login Monitor

[C1ASP.NET

[CJASP.NET Apps

[]Core - Anti-Virus Up to Date

[1Care - NDisk Snace Manitar X

Schedule...

This monitor is very powerful and lets you select servers by:

Calculated status values (disk space, CPU usage, SNMP values, etc.)
Event Log entries

Group membership

Installed Windows services

Inventory values

Monitor types assigned

Monitored by Satellite

Name matching

Running processes

112



For example, you could define a list of:

Servers with average CPU usage over 10%
Servers with no anti-virus protection
Servers running 1S

You can receive alerts when servers enter and/or leave the list.

Rule Information

Each of the rules available gather information from different places and have specific behaviors, which will be documented
below.

Blocked From Auto Configuration
This is a setting that is applied to Servers/Devices when they are first created. It can be updated via the Bulk Config operation Computers:
Set/Reset Block From Auto Configuration.
Contained in Group
This rule will return all computer that are in the specified group, or within a sub-group of the specified group.
Contained Monitor Names
This rule is a string search, that will check the names of monitors within a server/device, and if the name search matches, the server/device
is added to the list.
Contains Monitor Type
Checks the server for all monitors it contains and if any are of the specified monitor type, the server is added to the list.
Custom Property
Custom Properties on the server/device are checked for a match. Note that Customer Properties are inherited from groups 'above' the
server/device in the group hierarchy, so Custom Properties set directly on the server/device as well as inherited properties are checked.
Has Process
Checks the database for a list of Processes on servers/devices that were monitored by a Process Monitor.
Has Windows Service
Checks the database for any services that were monitored by a Service Monitor on the target server. Removing a Service Monitor from a
server does not automatically remove the database entries for that server. This is a powerful way to make Dynamic Groups based on the
software installed on a server.
Inventory
This will check values collected and stored in the database by the Inventory Collection monitor. Things such as Anti-Virus product, IP
Address, OS version, installed CPU and memory, etc can be queried. Note that not all inventory fields are found/collected for all devices.
Is Device Type
This works on the property that can be set on servers/devices via Type & Credentials > Set Computer/Device Type in the Console. This can
also be set by the Bulk Config operation Computers: Set Credentials (Windows, SNMP, ESX, IPMI).
Monitored By
This allows you to create a list of devices that are monitored by the Central Monitoring Service, or by particular Satellites. This can be useful
for creating lists of servers owned by a particular customer or in a specific geography if your other groups are arranged this way.
Monitoring Software is Installed
This property is true for servers where the Central Monitoring Service or a Satellite Monitoring Service is installed and running.
Registry
This rule reads a particular registry value and compares it to the criteria you set. If the criteria match, the server is added to the list.
Server/Device Name
The name (including any alias that is set) is compared to the given rule to determine servers/devices that match.
Statistic
Statistics from most monitor types can be targeted with this rule. Once a specific statistic is chosen, values from that statistic are checked,
and servers for which the statistic meets the checks are added to the list.

Dynamic Groups

Once you've defined a server list and how often it should update, you can use it further by defining a Dynamic Group.
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Servers/Devices

SEFCY Servers/Device:

-8 Automatic C Add Mew Computer/Device ...
we Office

Create New Grou
- BANTHA I—p—l
---.f" CLEAN2016 Create New Dynamic Group
The Dynamic Group is defined by choosing an existing Dynamic Server List. Any server/device that shows up in the Dynamic
Server List will belong to the group.

Because the Dynamic Group is defined by the server list, servers/devices can not be manually added or removed from the
group. Other than that, these groups behave similar to other groups. That means you can:
Define status reports for the group, showing specific information for your chosen servers

Use Dynamic Groups in Bulk Config as a selection criteria for servers to operate on (for example, a group with all Windows
2012 R2 servers)

Run Ad-Hoc or Scheduled Reports for the servers in the group

Grant access to servers in the group

Standard Configuration Options
Like all monitors, this monitor has standard buttons on the right for Adding Actions and setting the Monitor Schedule.
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File Sight - File Access Monitor

The File Sight monitor watches file and directory 1/O take place and can record and alert you on many different conditions.
When configuring the monitor, the first thing to decide is where to monitor. Generally there will be a directory that you're
interested in. It is more efficient to monitor just that directory rather than an entire drive. You can create multiple File Sight
monitors to watch various drives / directories in a computer.

In the dialog below you'll see there are many options. After specifying the root directory to monitor you can specify whether all
subdirectories should also be monitored. Database recording is only available in the Ultra product version -- it is not available
in the Lite edition.

File Sight Configuration

w NOTE: This monitor can only watch files on Q

OK
Directory to monitor
¥ Monitor subdirectories Cancel
[~ Fire actions for each event separately
¥ Record events to the database
Actions...
Watch File spec to monitor (can use * and ?7) Advanced
File Types - Options...
] < Add
File Activities Executables
1
Directory Activities
: | s View Live
Copy Detection < Set for All Files Logs
1
User Activities

Streams and Behaviors

lgnore

File Types

Files
Subdirectories

Users
1

Processes

Standard Configuration Options

This monitor has standard buttons on the right for Adding Actions and setting Advanced Options.

Supported Reports

A variety of reports are available for PA File Sight, including:

All Changes
Custom Data Set
File Changes
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Type of Change

User Activity

User Block List

User Changes

User Read/Write Amount

The Ultra version of PA File Sight supports reports which can tell you about file and directory activities that have taken place
in the past while PA File Sight was monitoring the server. You can report on changes to particular files or directories, changes
made by a particular user, types of changes (all deletes for example), and any of this during a specific time frame.

Croated 15 Apr
All Reports

Changed Files

Summarized Data
Data shown for 02 Apr 2013 12:00:00 AM to 15 Apr 2013 11:59:58 PM
Summarized Data

Time User Change File Server User Address User Comp

Wednesday, OFFICE\steve Read E:'\Finance\Payrollsalaries.xls FIN 192.168.0.53 STEVE-PC
April 03, 2013
2:48:20 PM

Wednesday, OFFICE\jennifer  Wrote F:\users\jennifer\documents'salesproposal . docx Fs01 192.168.0.62 JEN-PC
April 03, 2013
2:48:33 PM

Wednesday, QFFICE\jennifer  Deleted F:\users\jennifer\documents'sales\brain sterming.docx  FS01 192.168.0.62 JEN-PC
Apnl 03, 2013

2:50:13 PM

Wednesday, OFFICE\doug Creasted E:\deviproj\website\wwwihelptips. htm| DEV 192.168.0.16 DOUG-PC
April 03, 2013

2:50:18 PM

Wednesday, OFFICE\enc Created E:\deviproj\designiuser scenanos. docx DEV 192.168.0.32 ERIC-PC
April 03, 2013

2:50:23 PM

wednesday, QFFICE\greg Read Filusers\greg\Phone List.xls Fs01 192.168.0.25 GREG-PC
April 03, 2013

2:50:33 PM

Wednesday, OFFICE\brett Read Et\creative\assets\logo. psd DEV 192.168.0.9 BRETT-PC
april 03, 2013

2:50:43 PM

Thursday, OFFICE\doug Read Ci\audittest\filesightUltraRC.exe D2 127.0.0.1 D2

april 04, 2013
1:11:12 PM

Having issues with File Sight? Take a look at the troubleshooting guide.

Optional File Tracker Endpoint

Reports and alerts can contain even more information if the client Windows computer that accesses files on the server is
running the File Sight Endpoint.

Configuration Tabs

Watch: File Types

File Types tab lets you specify which files to consider. You can use typical * and ? wild card in specifying file types. Don't
include paths here -- this is just for file types (for example *.doc would consider only file I/O that was on *.doc files).
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Watch File spec to monitor (can use * and ?)

File Types = ~
] < Add
File Activities Executables
Directory Activities
Copy Detection < Set for All Files

User Activities
Streams and Behaviors
lgnore
File Types

Files -

Subdirectories
Users

Processes

Watch: File Activities

The File Activities tab is where you specify exactly what types of file I/O that you're interested in. File reads, writes, creates,
deletes and moves can all be filtered on. For reads or writes you can further filter out very small reads which might happen if
Windows Explorer displays a directory.

The green box on the File Activities panel specifies whether actions should be fired when a matching file I/O activity happens.
Sometimes this is unchecked because actions/alerts aren't needed, but the matching activities can still be written to the
database.

Watch Watch the following actions on monitored files:
File Types W File is created
File Activities W File is deleted NOTE: Deleting to the Recyde Bin is actually done via a move

3 T ¥ Consider ‘'moves’' to the Recycle Bin as deletes
Directory Activities ¥
| ™ Existing file is read from |—150 Minimum # of bytes read or written in order

Copy Detection to get reported

-

Existing file is written to
User Activities ™ lIgnore file appends (this is useful for monitoring log file integrity)

<

Streams and Behaviors File is moved

Ignore W File is renamed For all checked actions, watch:
I File owner changed @ Just successful actions
File Types B Jcta = 3
| I File access permissions changed (" Just failed actions
Files I™ File audit settings changed " Both successful and failed

Subdirectories : " . z ==
| ¥ Fire actions if the above file activities occur

Users
1

Processes

NOTE: Only the Ultra version of the product supports a database and reporting, so the "Fire actions if the above file activities
occur" check box is almost always checked for a Lite installation that only does alerting.

Watch: Directory Activities

If you are interested in specifically directory actions, the Directory Activities tab is where you can specify them. This panel
works just like the File Activities panel did, except it is focused on directories instead of files.
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Watch

| Watch the following activities on monitored directories:

File Types | W Directory is created
File Actvities = Directory is deleted NOTE: Deleting to the Recycle Bin is actually done via a move
R o : v Consider ‘moves' to the Recycle Bin as deletes
Directory A
» [T Directory is read from
CopyHetechon . I” Directory is written to
User Activities W Directory is moved
Streams and Behaviors ¥ Directory is renamed For all checked actions, watch:
ey [~ Directory owner changed (Nt e St iohs
[T Directory access permissions changed " Just failed actions
Filz Types ’
= [ Directory audit settings changed " Both successful and failed
Files

1 ¥ Fire actions if one of the above directory activities happens
Subdirectories

Users

Processes

NOTE: Only the Ultra version of the product supports a database and reporting, so the "Fire actions if one of the above
directory activities happens" check box is almost always checked for a Lite installation that only does alerting.

Watch: Copy Detection
NOTE: Only the Ultra version of the product supports Endpoints.

File Sight Endpoints allow directly detecting when file copying happens. You can choose to receive alerts when a file copy
operation is detected by an Endpoint by checking the box and indicating how many copies have to be seen. If there are
clients that are not running the Endpoint, you can indicate you want to be alerted after they read X number of files in some
amount of time. Note that reads don't necessarily indicate copies, but without the Endpoint, the server has no way of knowing
where the read file ends up.

Watch ‘ File copy detection works using the File Sight Endpoint if it is installed on the
File Types client computer, and via simple reporting if more than X files are read in Y time
yp! | if the Endpoint is not installed.
File Activities
Directory Activities W Fire actions if the File Sight Endpoint is installed 5

and this number of file copies are seen in this

! :
Copy Detection eI 2 Minute(s) -

User Activities )
| | ™ If a dient does not have the Endpoint installed, fire | 30
Streams and Behaviors actions if this number of files are READ in this -
amount of time: 2 Minute(s) ~

lgnore ‘

This threshold should be significantly higher than
File Types for the Endpoint case to reduce false positives.

Files
Subdirectaries
Users

Processes

Watch: User Activities

NOTE: This panel is only available in the Ultra version of the product.

The User Activities panel is very powerful. It lets you specify alert conditions which are based on the number or amount of
files that a user interacts with. These settings are all in a green box, which means they run actions (alerts) when the
thresholds are met. These settings do not however cause anything to be written to the database. Be sure and set the
corresponding settings in the File Activities panel if you'll want to run reports later and find out what was read or written to.

When one of the conditions is met, the fired alerts will list the files that caused the condition to be triggered.
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In addition, for file reads you can check the box indicating you only want to count complete file reads. Some administrators
use this to try and detect a user copying a directory of files. At the file system level where this monitoring is taking place, it is
impossible to detect where a file ends up once it is read (it could go straight to memory, to paper via a printer, out via an
email, or copied to a different location on a disk). However, if many files are read completely in a very short time, that
matches the heuristics of a file copy process.

il Fire actions when any user:
S e | | ¥ READS more than the following NUMBER OF FILES [ 20
) L in the specified period:
File Activities
: = | | I” READS more than the TOTAL AMOUNT of data in | 0 [me =l
Directory Activities the specified period:
1
. [¥ WRITES more than the following NUMBER OF 20
eI J FILES in the specified period:
User Activities [~ WRITES more than the TOTAL AMOUNT of data in | 0 [MB ~]

- | the specified period:
Streams and Behaviors _
I” DELETES more than the following NUMBER OF 0
lgnore FILES in the specified period:

File Types I~ RENAMES more than the following NUMBER OF lgi
| FILES in the specified period:
Files | | © Alert if ANY of the above thresholds are passed
ShhdrSoas (¢ Alert if ALL of the above thresholds are passed
Users I ¥ Don't count partial reads of file (only count files that were read completely)
Frnrieoas | Time range for the above counts to happen in: | 1 |Minute(s) ﬂ

Watch: Streams and Behaviors

This panel lets you specify how to handle file streams that encountered, as well as whether File Sight should try and interpret
typical application behaviors.

Watch | " Show file data streams [¥ Interpret application behaviors

File Types  Truncate file data streams (What does that mean?)
File Activities I @ Ignore fila data streams
Directory Activities
Copy Detection 1o Maximum expected records per day

The value above will be compared once per day with the total number of records
| | (Reads, Writes, etc) that this monitor saw. This value can be helpful in validating
| that you are watching what you want to watch and no more.

User Activities

Streams and Behaviors

I If more records than the above value are recorded, an alert will be sent, so make
gnore

your estimate high. If you don't want to use this feature, set the value to 0.

File Types
Files
Subdirectories
Users

Processes

The "Maximum expected records per day" option is really just to help you verify that you are collecting roughly the number of
file activity records that you expect to be recording.

Ignore: File Types

Similar to the Watch: File Types tab above, this tab lets you specify files using wild cards. In this case however, files that are
seen that match the specification are ignored and not alerted on nor written to the database.
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Watch File spec to ignore (can use * and ?)

File Types =.tmp e
desktop.ini
File Activities ~%=.doc
| ~%*.docx
Directory Activities ~$*.xls
|| ~F=xdsx

Copy Detection
User Activities
Streams and Behaviors

lgnore

File Types

Files
Subdirectories
Users

Processes

Ignore: Files
The Ignore: Files panel lets you specifically ignore files, perhaps because they are just work files, temp files or otherwise
unimportant. In this dialog you specify the file using the full path to the file.

If you enable Training via the Advanced Monitor Options, the monitor will watch all matching file /0O and automatically add all
ignored files that are accessed during the training period to this list.

et Files to ignore (use the complete file path -- for filename only, use the
File Types File Types ignore option)
i | C:\spool\print.log ~
File Activities

Directory Activities
Copy Detection
User Activities

Streams and Behaviors
lgnore

File Types

Files

Subdirectories

Users

Processes

Ignore: Subdirectories

If you need to ignore specific directories below the main directory that you're watching (perhaps a temp directory or a queue
directory), you can specify the directory to ignore here. In this case wild cards do not work, but sub-path matching does. That
means you can specify the entire directory path to ignore, or you can ignore just a part.

For example, if you enter \TEMP, that would match on CA\TEMP\, CATEMPORARY and C:\DOCS\TEMP\ because the

characters "\TEMP" were found in each of those paths. If you didn't want to match on C:\TEMPORARY for example, you
could filter on "\TEMP\".
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Watch

Subdirectories to ignore (More information)
File Types C:\Logs ~
File Activities
Directory Activities

Copy Detection
User Activities
Streams and Behaviors

lgnore

File Types

Files

Subdirectories

Users

Processes

Ignore: Users

Often there are particular user accounts, particularly accounts that do automated processing like virus scanning, that should
not be logged (if for no other reason than to keep the reports easier to review). You can select those user accounts to ignore
on this tab.

Watch ‘ Users to ignore
File Types 1115 APPPOOL\DefaultAppPool A
: e 1 ILINT AUTHORITYA\IUSR Add Users...
File Activities CINT AUTHORITY\LOCAL SERVICE
i o ! [CINT AUTHORITY\NETWORK SERVICE
Directory Activibies [ INT AUTHORITY\ASYSTEM
: | |[¥INT SERVICE\MSSQL$SOLEXPRESS_TEST
it MBI 1T SERVICE\MSSQLEDL auncher =
: CINT SERVICE\MSSQLSERVER
U Activit
ik | ¥ NT SERVICE\SQLTELEMETRY
Streams and Behaviors [INT VIRTUAL MACHINE\AD49E4C4-878E-4502-9FD8-EFB34FBFIDE

[CINT VIRTUAL MACHINE\EBE3AQ4C-8F34-492E-9F23-22BC47 17A3:

Ignurs []NUC-WIN2016LAB4\ADMINISTRATOR

[ OFFICE‘\Administrator
File Types [1OFFICE\doug
: 1 |1 OFFICE\monitor
Files 1 OFFICE\monitorsvc
1 |C] OFFICE\guinn
Subdirectories
v
Users

Processes

Ignore: Processes

Similar to the Ignore: Users tab above, there are often reasons to ignore specific processes (perhaps that do automated
processing of files) from alerting and being written to the database. These processes can be specified here. Note that only
processes that have already been seen are listed.
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Watch

File Types

File Activities
Directory Activities
Copy Detection
User Activities

Streams and Behaviors

lgnore
File Types

Files

Subdirectories

Users

Processes

Programs to ignore

[Jregsvr32.exe A
[Jremove.exe

[Jremoveadappmgr.exe

CIregrespdnclient.dll

[Iresmon.exe

CIrmclient.exe

CJroute.exe

[Irswinui.exe

CIrtknguisd.exe

CIrundll32.exe

[CIrunonce.exe

CJruntimebroker.exe

[]sacmonitor.exe

[(Isat_only_setup.exe

[(Isat_only_setup.tmp

[sc.exe

[Iscenarioengine.exe

[1schtasks.exe

[scrnsave.scr v

Reported Values

When a file or directory access takes place that meets the filter criteria described above, PA File Sight can alert on that event.
By default, it uses the following format:

Op: Created

File: C:\exampleffile.txt

User: domain\dave

Source: dave-pc [192.168.10.12]

App: explorer.exe

This format is configurable via the FS_LineFormat registry value.

The Op line (short for Operation) can be one of the following list of values:

Operation
Created
Deleted

Read

Renamed
Wrote
Audit Changed

Permissions
Changed

Owner Changed
Group Changed
Failed to Create
Failed to Delete
Failed to Read
Failed to Rename
Failed to Write

Failed to Change
Audit

Failed to Change
Permissions

Notes
A new file that didn't exist before exists now

The file was deleted. Note: The Save routine for some applications (Microsoft Office for example) happens by saving to a
temporary file, deleting the original file, and then renaming the temporary to the original file name. File Sight sees this and
properly reports the file deletion. If you don't want this behavior, see the Interpret Application Behavior option.

Some or all of an existing file was read from disk. Note that clicking a file in Explorer often causes a part of the file to be
read (author information, icon is extracted, etc). In addition, clicking a file might cause an anti-virus app to scan the file. PA
File Sigth sees and can report on all of this. To avoid some Read reports, you can indicate that at least 200 bytes of the
file must be read (that would filter out icon extraction by Explorer).

A files was renamed, or moved to the same drive (the operating system calls moves 'renames')
An existing file was written to (ie changed)
Audit settings on the file were changed

File access permissions on the file were changed

The file's owner was changed
This is not usually seen, but is listed in this table for completeness' sake
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Failed to Change
Owner
Failed to Change
Group

The values above can be translated into a local language.
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Inventory Collector

The Inventory Collector monitor collects the basic machine information that is shown in the System Details box on the Server
Status Report. Most of the collected information does not change often, so the monitor defaults to running every few hours.

To configure the monitor, indicate what techniques should be used to collect inventory information. The available techniques
are based on the server type of the target device. Selecting the inventory technique is as simple as checking the available
box(es). (Note that some products will have different sets of check boxes available)

System Informatien Collector *

System Details information will be collected using the best methods
based on server type information that has been set for the target OK
server. If you specifically do not want a method used, check it below.
Cancel

I~ Do not use WMI to collect simple System Details information

. Advanced
[~ Do not use the System Details program Options...
™ Do not use SNMP to gather System Details information

Schedule...

[~ Do not use VMWare ESX APIs to collect System Details information

System Details and Inventory Probe

The System Details and Inventory probe has a few extra system requirements to allow the probe to be able to scan the
server. If you are you are receiving error messages about installing .NET or Powershell, you can resolve the error by
installing the necessary items or by unchecking the second option, "Collecting System Details and Inventory data with the
System Details program".

System Details Probe Requirements
Powershell Version 1.00r2.0
.NET 2.0/3.5

Anti-Virus Detection

The System Details program (second check box from the top) can collect information about anti-virus applications installed
on Windows computers. Supported applications and versions are listed below.

Product Tested Version
ESET NOD32 4.0
McAfee Virusscan Enterprise 2013
Microsoft Security Essentials 4.1
Norton Internet Security
Symantec Endpoint Protection 12.0
Trend Micro 7.0
Depending on how the anti-virus manufacturers change or don't change their settings, other versions might also be

successfully detected.
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Action Lists

Action Lists are useful for creating a standard notification pattern for monitors. Possible ideas for actions lists:

During hours, and after hours notification lists
On-call notification list (easily add or remove someone from one list rather than from many individual monitors)
Procedures to run for high priority problems

Standard procedures for specific problems (IS being down for example)

Action Lists are normal system actions that can be added to any monitor. The only configuration needed is to add the actions
that will be called by this action when it is called.

Action List
it Description | Service Level Agreement Alert] oK
This list of actions will be run in the order shown —
Add... = " E-mail Message to quinn@poweradmin.com d il
y *High Priority
Eesiove “# Write to ServerEvents.txt log file j

For an example monitor below, the action list shown above is assigned to this monitor and many others like it. When any of
these monitors detects a problem, they will run all of the actions defined in the "Service Level Agreement Alert" action list.

Monitor Actions

This monitor is 3 State manitor, which means it can fire the configured actions when a problem is first discovered (transitions into oK
error ]stale]. The monitor supports event escalation, and can fire actions when the problem is resolved (a transition out of error
skate),

Cancel

" Fire actions whenever a monitor detects a problem

& Fire actions when a problem is first detected, with optional escalation, and later when it iz resolved. NOTE: Already in alert state, so
no more actions will fire unkil the error is resolved.

!J Error Actions (run in the order shown) Global Action List

= Do Immediataly: Select actions from this list and assign to the manitor
service Level Ag it Alert = .
: * minutes after the first error: New... Edit... Delete...
ﬂ =l Every 30 minutes thereafter: << o Call URL on Powar Admin Net

Saervice Level Agr fit Alert -

4 E-mail Message to OtherUser@YourDomain.com

ﬂ P o 1 E-mail Message to User@YourDomain.com

{3 High Priority Action List

(¥ Message Box

{3 Service Level Agreement Alert

@ @ Start stopped service on monitored computer
Resclved Actions (run in the order shown) | write to ServerEvents_txt log file

Service Level A nt Alert -

<<

>>

Acknowledged Actions (run im the order shown)

<<

S

le = 42 |e |»
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Scheduling
If the action should not be used 24/7 you can use the Schedule button to specify when notifications should be sent to the
given pager. On off hours the action acts as though it isn't configured at all. The dark green below indicates 'on hours' and

the lighter grey specifies 'off hours'.

Specify Availability Times

Select the times (in this computer's local time zone) when this action can be activated. Left-click (and oK
@ drag) to set or clear one or more hours.
Green squares indicate hours when this activity can be activated. Set All Clear All Cancel
- 2a 1a 2a 3a  4a 53 Ba 7a 83 93 10a 11a 13 ip __ 8p S50 10p_ 1p
un
Kon
Tue
Wed
Thu
Fri
Sat
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Add to Blocked Users List Action

Part of the protection aspect of PA File Sight is the Blocked Users List. Any account added to the Blocked Users List will not
be able to read, write or delete files on any drive that is monitored by the PA File Sight installation (including drives monitored
by Satellite Monitoring Services).

This action can only be added to a File Sight monitor. It is not supported with any other monitor type.

This action can automatically add accounts to the Blocked Users List when a monitor triggers on some particular action. This
might be useful in the following scenarios:

User Deletes X files in Y time*
If a user is deleting many files, it might be malware, or a user trying to cause damage. The user could automatically be blocked from all
monitored servers when this is triggered.

User Reads X files in Y time*
This might happen if a user is copying files, or a malware out break is reading files in order to encrypt them.

Honeypot file is touched
You could setup a special directory that users shouldn't access. It would act as a honeypot, and any account that accesses files in that folder
could be automatically blocked.

"These options are available in the Ultra edition of PA File Sight.

This action is very powerful, and caution should be taken when using it so valid accounts are
not blocked.

Configuration

The action is very easy to configure: you just specify how long an account should be blocked when the monitor it is attached
to fires this action.

Configure Add to Blocked User List Action

This action will add users to the Global Blocked User List. If a monitor using this action alerts on a user, aK
and that user is not in the Global User Account White List, they will be added to the Global Blocked User
List.

IMPORTANT: ALL users on the Global Blocked User List will be blocked from ALL files on ALL drives
monitored by ALL File Sight monitors (incduding on Satellites).

Cancel

[120] MNumber of minutes to keep the user on the Global Blocked User LIst. Each ime a blocked
user attempts to access files, their blocked time will get reset to the full blocked time period.

Global Blocked User List Known User List
| [Font Driver Host\UMFD-0 =
Font Driver Host\UMFD-1

= Block
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Any time a File Sight monitor has one of these actions attached, it will show a red warning banner reminding you that any
account that the monitor triggers on will have file access blocked.

File Sight Configuration

m NOTE: This monitor can only watch files on Q

oK
Directory to monitor | C:\Users
¥ Monitor subdirectories cancel
[ Fire actions for each event separately
¥ Record events to the database
This monitor is confiqured to fire actions, but none are attached. Acgions...
EAICR File spec to monitor {(can use * and ?) Advanced
File Types . Options...
] < Add
File Activities Executables
1
Directory Activities
: 1 3 View Live
Copy Detection < Set for All Files Logs
1
User Activities

Streams and Behaviors
lgnore
File Types

Files

Subdirectories
Users

Processes

Testing

Because blocking access to the wrong accounts could cause trouble, there is always a TESTING version of the Add to
Blocked Users List action. This action does the exact same thing as the normal action, except it adds "TEST" to the wrong of
all accounts on the blocked list. Because of this, they are not actually blocked.

Global Action List
Select actions from this list and assign to the monitor

New... Edit... Delete...

&y add tn Blacked llgar list - Sm 0

@ Add to Blocked User List - TESTING - 5m Os
EVert 10g

Message Box

B> shutdown

[ Test2.bat

[ write to File Sight ServerEvents.txt log file

It is recommended to use this TESTING action while you are getting your monitor configured, and let it run that way for a little
while. When you are convinced that no false positives are occurring, remove the TESTING action from the monitor and
attach the real action.

Precautions

It is expected that having an account on the Blocked Users List should be a rare event. Therefore, when a user is added to
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the list:

o A System Alert is fired so administrators know who was added

o A red banner will be shown in the Console and at the top of group-level reports

Adding this action to a File Sight monitor without also adding an Email Action will cause a warning.

The List

The bottom half of the action is a convenient place to see the current Blocked List and the White List of unblockable

accounts. It's also where you can add and remove users from the lists.

Global Blocked User List

<< Block
Unblock =>
Global User Account White List
* Mot blocking local accounts
<< Add
Remove >>

ER MNumber of minutes to keep the user on the Global Blocked User LIst. Each time a blocked
! user attempts to access files, their blocked time will get reset to the full blocked time period.

Known User List

Font Driver Host\UMFD-0

Font Driver Host\UMFD-1

Font Driver Host\UMFD-2

Font Driver Host\UMFD-3

115 APPPOOL\.NET v4.5

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\NETWORK SERVICE

NT AUTHORITY\SYSTEM

NT SERVICE\MSOLAP$QSERVER

NT SERVICE\MSSQLSQSERVER

NT SERVICE\MSSQLFDLauncher$QSERVER
NT SERVICE\MSSQLLaunchpad$QSERVER
NT SERVICE\ReportServersQSERVER

NT SERVICE\SQLTELEMETRY$QSERVER
NT SERVICE\SSASTELEMETRY$QSERVER
NT SERVICE\SSISTELEMETRY130

Q\Acronis Agent User
Q\AMS User 2
Q\ASN User

D ARICOD A Amsimiskeakar

Read more about the Blocked Users List here.
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Call URL Action

This action will call a URL that you specify, possibly passing additional information about the alert via GET or POST
variables.

Configure Call URL Action

The Call URL action can pass parameters from monitors to your own software oK
(a help desk ticketing system for example).
Description: | HelpDesk URL Action Cancel
URL to call:
| http://helpdesk.mycompany.com/submitTicket.aspx Credentials...
Note: Replacement variables can be placed in the URL above None
Pass parameters as:
" GET (in URL)
* FORM POST (form post: /x-www-form-urlencoded)
" Custom POST
Content-Type Header Value: | application/x-www-form-urlencoded j -
Parameters to pass: Variables...
Parameter Name Value ~
token 1849u3has
msg $Details$
SEREr $hdachined
status $Status Textd
v

Computer to call URL from:
* Monitoring service on 127.0.0.1 j

Test from Console Test from Maonitoring Service

Specify the URL to call, and whether it should be called with GET (with parameters added to the URL), or with POST (with
parameters being form posted).

Specify any additional parameters that you want added in the field list below. The Parameter Name should be something the
web page is looking for, and the parameter value can be whatever value you want. Click the Variables button to see a list of
replacement variables that can be used for passing information about the alert to the web page.

Click on the Credentials button to enter the username and password credentials for the website.

When you press one of the Test buttons, the appropriate HTTP request is built (with parameters appended to the URL, or
built into a form post) and sent to the web page. One caution for the GET setting -- most web servers have a limit on the
amount of data that can be sent via a GET request. A 2KB limit is not uncommon.
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Desktop Notifier Action

The Desktop Notifier Action is small application that runs in the Windows task bar. It connects to your central server and
listens for notifications to display.

A\ Alert for DHCP -> 192.168.7.240 A x
28 Apr 2015 04:57:02 PM
Computer: [192.168.7.240]
Monitar: [Ping 192.168.7.240]
Description: 192.168.7.240 is not responding to ping
reguests within 300 ms. Ping to 192.168.7.240 failed with
error Destination address unreachable. (11003)

X

Installation

To install the Desktop Notifier to a computer, copy all of the files from the folder below to your target computer:

C:\Program Files\PA File Sight\DesktopNotifier

Once copied, run PADesktopNotifier.exe by double-clicking on it.

Configuration

The very first time the PA Desktop Notifier is run, the configuration dialog will be shown below. It is also shown if you right-
click the application icon in the task bar and choose Configure.

Configure

Silence Alerts for 5 Minutes

Exit

Status: Logged in and receiving alerts

] 429 PM
@ D 4/28/2015

Specify the Central Monitoring Server's hostname/IP address and the port it uses for HTTPS communication. This can be
determined by looking in the Console at the HTTP Settings.

3

A username and password also need to be specified. This is the same username and password a user might use to login to
the web-based reports or a remote Console. Click to see more information on managing user accounts.
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PA Desktop Motifier (Mot Responding)

Central monitoring service address: Enter the external server name or IP address,
—_— r and port, ofthe central monitoring service.
‘10'1?4'?'4'81 Example: 192.168.1.5:81 Cancel

The port can be found in the Console in Settings

Test connection to service.. SHTTP ServerSen‘.ings.

Username: Username and password are configured in the
‘desktop | Console in Settings -> Remote Access.
Password:

TestLogin

(O Show alerts as pop-up message boxes

® Show alerts as taskbar slide-up boxes

] Automatically start this application when you login to Windows

The settings entered will be saved in:

C:\Users\{user account)\AppData\Roaming\PADesktopNoatifier.ini

The username and password are encrypted using the recommended Windows encryption functions. This file can be deleted
if you want to reset the configuration.

Once the user has logged in, a new Desktop Notification action will appear in the Console application and can be assigned
to monitors just like any other action.
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Dial-up Connection Action

Contents

The Dial-up Connection action dials and connects a Windows Dial-up Networking Connection.

Configure Dial-up Networking Connection Action

é Description Connect to Internet

Computer to dial from:

|°‘ Monitoring service on 127.0.0.1

Dial-up Networking Connection to operate on

@ Connect

this computer”.

" Disconnect

Test

[

NOTE: For the Dial-up Networking Connection chosen above, make
sure the password (if there is one) is saved for "Anyone that uses

oK

Cancel

Previous to configuring this action, you need to manually create and configure the Dial-up Networking Connection in

Windows. This typically involves specifying a phone number to dial, a modem to use, and a username and password to send

to the ISP.

Also note that this action can dial a Dial-up Networking Connection that is created on the Central Monitoring Service, or on a

remote Satellite. Naturally the Dial-up Network Connection must be created at the location that you want to dial it.

Type the information from your Internet service provider (ISP)

Dial-up phone number: | 555-5555

User name: | my_isp_username

Password: LTI
[ show characters

[C1Rernember this password

Connection name: | Dial-up Cennection

Dialing Rules

) [“lAllow other people to use this connection;

This option allows anyone with access to this computer to use this connection,

I den't have an ISP

Ganel

When you create the Dial-up Networking Connection, it is important that you save the username and password, and save it
for "Anyone who uses this computer" since the account used to run the monitoring service will very often not be the same

134



account that is used when the Dial-up Networking Connection is created.
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E-mail Message Action

The E-mail Message Action is the standard way for monitors to notify you via SMTP email messages. This allows for typical
email messages as well as messages sent to cell phones and pagers if your cell/pager provider has an SMTP gateway (most
providers do). There are some hints about that in the SMS FAQ.

To configure this action, give the target SMTP email address. You can add multiple email addresses (comma separate them)
for sending alerts to the same addresses, and/or create multiple E-mail Message Actions and attaching them to different
monitors for more customized alerting.

E-mail alerts are always sent from the Central Monitoring Service. In the case where a monitor running on a remote Satellite
detects an issue and runs an attached E-mail Message Action, the alert message will be sent to the Central Monitoring

Service for ultimate delivery.

There are two ways to send a message: Direct, or via a standard SMTP server.

Configure Email Motification

L Email Address | ops@yourdomain.com o
(Multiple addresses can be comma separated)

Cancel
¥ This email address should receive internal system alerts (internal errars, license expired,
etc)
. Advanced
From Address I alerts@yourdomain.com (Single valid email address) Options...
¥ Send message directly without using an SMTP server. Test Send Message...
NOTE: The target SMTP server needs to be accessible via port 25, which some ISPs block
Schedule...

Global SMTP Server Settings (shared by all Email actions)

SMTP Server Name ] Port |25
Optional Encryption |Don't Know ]

Username for SMTP Server |

Test Primary

Password for SMTP Server ] Server

Retype password l

In the case where an email can't be sent via the SMTP server above, it will be tried with the alternate SMTP
server given below.

Backup SMTP Server Name I Port | 25

Optional Encryption |Don't Know ‘

Username for SMTP Server l
l Test Backup

Password for SMTP Server Server

Retype password ‘

Direct Send

PA File Sight can act like a simple SMTP server and send messages directly to the recipient's receiving SMTP server. That
means a connection to the destination server via port 25 needs to be possible (sometimes Internet Service Providers block
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outgoing port 25 to help limit spam, but if PA File Sight is on the same network as your mail server, it will probably work). The
other requirement is that an MX DSN lookup returns a name for the target mail server that is resolvable from the machine
hosting PA File Sight.

The easiest way to determine if all the above requirements are met is to just try it. Click the "Send message directly..."
checkbox and then press the "Test Send" button. If the message is successfully sent, the configuration is complete. If it is not
sent, uncheck the checkbox and continue to configure the SMTP server settings.

Send via SMTP Server

SMTP server settings are shared among all E-mail Message Actions. You can specify a primary SMTP server and a backup
which will be used if sending via the primary fails. Unless using Direct Send, a primary SMTP server must be specified; the
backup is optional.

The settings for each SMTP server (primary and secondary) can be validated by the program. You can do this by pressing
the "Test Primary Server" and "Test Backup Server" buttons respectively. This test sends a short email message as a test to
the email address(es) that were entered in the "Email address" field at the top of the form. If sending the email succeeds and

you successfully receive the message, then the SMTP server settings that you have entered are correct. If the message is
not received but you are sure the settings are correct, see the Troubleshooting Missing Email Alerts FAQ for help.

The E-mail Message Action supports using SSL for logging into the SMTP server. If you don't
know which SSL option to use, leave the setting on Don't Know -- the Test button will figure it
out for you.

For sending via a Microsoft Exchange server, check the Exchange configuration to ensure
SMTP relaying is allowed from the Central Monitoring Service computer.

To send alerts using a Gmail account a security setting change is needed.
How To Enable Gmail Access

Troubleshooting

If email alerts are not showing up as expected, check out the Troubleshooting Missing Email Alerts FAQ for help.

Additional Configuration Options

137


#missingmails.aspx
https://www5/help/faqs/how-to-enable-gmail-access/
#missingmails.aspx

Advanced Options

The Advanced Options button will display the dialog below. Each of these options is specific to the E-mail Message Action
that you are currently configuring.

Advanced Email Options

These advanced options only apply to this email action. oK

¥ Enable 'Message Digests' for this address. Message Digests combine multiple alerts Cancel
that are received within a short period of time into a single message when reasonable.

Source Combining Options

|Or||y combine from the same server/device j

™ Send message as High Priority
¥ On delivery failure, broadcast message via all other notification actions
¥ ©On delivery failure, queue message to send later

I” Reverse the primary/backup SMTP servers that are used (ie try sending using the backup
first, and the primary second)

Action name
| E-mail Message to OtherUser@YourDomain.com

Max message body length in characters (0 means no limit)
li]
Mail encoding (global setting for all email actions)
|unicode (UTF-8) - utf-8 |

Messages Digests - To reduce possible message overload, you can specify that multiple messages to be sent within a short
time (about 1 minute) combine into a single message.

Send as High Priority - Self explanatory

Broadcast on Delivery Failure - If an alert can't be sent via the Primary or Secondary SMTP servers, this option instructs PA
File Sight to send the message out using all other configured notification mechanisms. Only notification actions (like SMS,
Pager, etc) will tried in this fallback scenario.

Queue for Later - If a message can't be sent (perhaps because there is no connection to the server), you can specify that the
message be queued for later delivery. Periodically PA File Sight will try to send any messages that are in the queue.

Reverse Primary/Secondary - For testing purposes it is sometimes desirable to send via the Secondary SMTP server just to
make sure it is working as expected.

If the message will be going to a device with limited capabilities (perhaps a pager via SMS for example), you can specify that
only the first 200 characters (for example) get sent.

Message Template

Pressing the Message button displays the configuration dialog below. This lets you customize message text, select different
templates to use, and to create new templates. This is most useful when sending alerts to devices like pagers and cell
phones which might only accept the first sentence or two of a message. Also, having the abillity to use different message
templates will help you get the right information to the right groups.
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[N Configure Action Text

Customize the text that should be used when a monitor activates this action. oK
The tokens below will be replaced with their correct values.
Selected message template: Cances
Message Template Name (not seen in the alert)
| = Default Alert Message Template
Edit Selected
Alert Subject Template
| Alert from $Machine$
Alert Text [T Message format is HTML Create New
¢Dates $Times Template
Computer: [$Machine$]
Monitor: [$MonitorTitle$]

Description: $Details$
P v b Delete Templates...

FMonitorMsg$
$AlertCharts$ .
$TimelnErrors Variables...

$SentFrom$

Select message template dropdown - Allows the option to use different message templates for individual actions that use
message templating.

Edit Selected Template - Select and then edit the message template that you wish to change.

Create New Template - Create a new template by supplying the new template with a template name, alert subject, and al
text.

Delete Templates - Delete templates that are no longer needed. Select the Delete Template button and then select the
templates that you wish to delete.

Variables - Using replacement variables allow you to insert details into your message templates.

You can also specify specify that the message is HTML, and enter an HTML message template. Enclose the template in
<html> tag. Don't bother with a <head> tag as most email clients will strip it out.

Some good hints and tips about HTML email are available here:
http://www.mailchimp.com/resources/guides/email-marketing-field-guide/

ert

an

You can also rename the action as it shows up in the various action lists (for example to give the email action a group name).

You can reset the action to its original/default name by simply clearing the name field.

A typical alert email could look something like this:
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03 Alert frem LOTSA - Google Chrome

18 Apr 2017 10:12:03 AM

Computer: [LOTSA]

Monitor: [System Performance Metrics]
Description:

CPU Usage = 25 (Currently 25.57 )

[Note: On multi-processor systems, the total can be much higher than

100%]
[Page File: 3%]
[Memory: 29%]

CPU Usage
100%%

-

2% —
%
10:10 AM 07:01 AM 03:42 AM
11 Apr 13 Apr 15 Apr

Just entered error state
Sent from PA Server Monitor on Q

Note: Actual message content will vary depending on the product being used, and the monitor which fires the actions.

Scheduling
If the action should not be used 24/7 you can use the Schedule button to specify when notifications should be sent to the

given pager. On off hours the action acts as though it isn't configured at all. The dark green below indicates 'on hours' and
the lighter grey specifies 'off hours'.

Specify Availability Times

&

Green squares indicate hours when this activity can be activated.

2a 1a Ja Ja 4a 58 53 7a

Select the times (in this computer's local time zone) when this action can be activated. Left-click (and
drag) to set or clear one or more hours.

QK
Cancel

p

Fri

Sat

Advanced: Scripting Options

Scripting the Recipients

The Email Action can determine who to send the email to on the fly by calling a script. To access that feature, click the ...
button next to the Email Address field.




Configure Email Notification

. Email Address | eps@yourdomain.com OK
(Multiple addresses can be comma separated)
¥ This email address should receive internal system alerts (intemnal errors, license expired,

Cancel

Here you can specify a script that will run. The results of the script must be assigned to the variable EmailList, and should
consist of a simple text string of one or more email addresses. Each email address should be on a separate line, or on the
same line and separated by commas. The script can do anything you want to get the email list, like reading from a database,
from a URL or from a text file. If the script determines that the email should not be sent, set the EmailList variable to the string
"NO_SEND".

Configure Dynamic Email List

Specify the email address(es) that will be used for this action. Separate multiple email oK
addresses with a comma or new line.
Cancel
" Use specified email addresses
OtherUser@YourDomain.com
' Run script to get email addresses. Final email address list should be assigned to
"EmailList". Separate addresses with a comma or new line.
Script Language: IVBSCFiDt j
1 'List from URL example: All of the same
2 EmailList = CallURL{"http://localhost/emailList.php™) values available to
3 " the Execute Script
4 'List from file example: action are
5 'Set oFSO = CreateObject("Scripting.FileSystemObject”) available here.
(=] 'Set oFile = oFSQ.0OpenTextFile(" C:\EmailList.txt", 1)

‘EmailList = oFile.ReadAll

[+

10

Test Script in Monitoring Service (Production)

Overriding the Subject or Body via Script
The Subject or Body of an email message can be changed on-the-fly as an alert email is going out. First select the templet to
edit from the dropdown and then click on the Edit Selected Template button.

E-mail Action Overriding the Subject or Body

Then to access this script click the ... button on the Message dialog.

[N Configure Action Text

Customize the text that should be used when a monitor activates this action. The tokens oK
below will be replaced with their correct values.

Selected message template: Cancel

|“ Default Alert Message Template j

Message Template Name (not seen in the alert)
I = Default Alert Message Template

Save Changes

Alert Subject
IAIert from $Machines

Alert Text [T Message format is HTML
Cancel Changes

This script has access to all of the same values and functions as the Execute Script action has. Assign the final output to the
variables Body and/or Subject. The variables are initialized with the current value to be used. You can change the value,
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replace it, or leave it alone.

Subject and Body Script

You can enter a script below to override the default Subject and Body that will be sent in
the alert.

Script Language:

1 ‘The existing values are in the variables AlertSubject and AlertBody
2 “Your script can read them and change them, or leave them alone
3

4 'Example:

5 ‘AlertSubject = "PRIORITY:" + AlertSubject

&

7 'Just like the Execute Script action, your script can:

[=] '- make a database connection

il '~ call @ URL

10 '- access the standard Execute Script action variables

11

12

Test Script in Monitoring Service (Production)

oK

Cancel

All of the same
values available to
the Execute Script
action are
available here.
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This help page is for version 7.3. The latest available help is for version 8.1.

Execute Script Action

The Execute Script Action allows you to receive action parameters that were sent from a monitor and handle them in your
own specific way.

The script is run using the computer's built-in VBScript, JavaScript or Powershell interpreter. This means you can make use
of the full scripting language as well as any installed 3rd party components that are installed on the system.

Near the top of the action dialog is a "Run script at" selection box. Here you can specify where the script should be run if you
have Satellite monitoring services. The default is to run the script on the Central Monitoring Service.

The next control simply allows you to select the language for your script. If the script window is empty or still showing the
default script, changing the current language will show a new default script in the language you speciy.

The script window is where you enter your script. The script can do anything that can be done in the select language
(including creating external components) with all the standard restrictions. A good VBScript reference is available at:
http://msdn.microsoft.com/en-us/library/d1wf56tt.aspx

Configure Action Script
Action Description | Test Script Action| oK
Run script at: |* Monitoring service on 127.0.0.1 L] S
Script Language: lVEIScript j
L This script will get executed in response to a monitor alert. To learn - Variables

gbout the wvariables that are available, press the Variables button. Ym
can write any kind of script that you'd like here. This script is run
using your system's VBScript interpreter.

VBScript Reference:

Warning: Don't show
MsgBox or any other
cause the script to

htep://madn.microsoft. com/en-us/library/dlwES6tt.asy

a user interface from the script (ie don't call
method that shows a user interface) since this will
freeze when running from within the monitoring

11 service.

; A

13  '"Example:

14 dim alertText

15 alertText = "Computer: " £ Machine £ ™ Type: ™ £ MonitorType £ " Title: Moni
16 for i =1 to Item.Count

21 alertText = alertText & Item({i) & " " & CurrentValue (i)

12 nest

15 v
£ >

Test Script in Console (Debug) Test Script in Monitoring Service (Production)

Ctrl-A=select all Ctrl-C=copy Ctrl-F=find Ctrl-R=replace Ctrl-V=paste Ctrl-X=cut

There are two Test buttons. One will run the script within the Console. The other will send the script to the monitoring service
that is monitoring the target computer (Central Monitoring Service or a Satellite) and run the script there. This helps find any
problems that might come up from the script possibly running on a different machine, or running as a different user (the
service Log As user).
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Keep in mind that when the script runs, it might run on a different computer than where you
are editing it. That means drive mappings, HKEY_CURRENT_USER registry hive, Internet
Explorer settings and the currently running user will often be different.

IMPORTANT: Do not show any user interface elements in the script -- they will not be visible in the monitoring service and
will block the script from ever completing.

Topics

Example scripts
VBScript
JavaScript
PowerShell

SSH

Additional Script Elements

Besides the scripting language's own objects and elements, the following additional global variables and methods are
available within each scripting environment:

VBScript

AlertType
This value indicates if the script is running because of an alert condition, a fixed condition, because an error was
acknowledged, or for a reminder of a still open error.
Possible values are:
1= Alert
2 = Fixed
3 = Acknowledged
4 = Reminder

Example:

if AlertType = 1 Then {do something ... }

CurrentValue
This is an array of string values, representing the current value (if any) for the item being tested. See Row Variables
from the "Variables..." button for the action.

Example:
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myStr = CurrentValue(1)

CustomProp
This function retrieves the named value of a custom property. It checks the Monitor first, and if not found, checks the
monitor's owning computer, and then the computer's group, and then the group's parent group, etc. Custom properties
can be set on Groups, Computers and Monitors by right-clicking on the item and choosing the Custom Properties menu.

Example:

myStr = CustomProp("NotifyGrouplID")

Details
This is a string value. This value is the content of the action being fired. It is sent from the monitor and typically contains
information about the alert.

Example:

myStr = Details

Description
This is an array of string values, representing a description of this particular item's status. The Details value (above) is
usually all of the Description values appended together.

Example:

myStr = Description(1)

Extra1
This is an array of string values, representing extra information that may be available from a particular monitor. See Row
Variables from the "Variables..." button for the action.

Example:

myStr = Extra1(1)

Extra2
This is an array of string values, representing extra information that may be available from a particular monitor. See Row
Variables from the "Variables..." button for the action.

Example:

myStr = Extra2(1)

Group
The name of the group that the computer the monitor is attached to belongs in.

Example:

145



myStr = Group

GroupPath

The name of the group that the computer the monitor is attached to belongs in, with child groups delimited with a > (ie,
Servers/Devices > Austin > Lab )

Example:

myStr = GroupPath

InventoryValue

ltem

Request an inventory value for the current computer, or a different one. An inventory propertylD must be used to specify
which inventory value to retrieve. An optional ComputerID value can be used to get the inventory value from a computer
other than the current computer. If a property can have multiple values (CPU Names for example), each one will have a
newline character appended.

Example:

'returns the Operating System (18) for the current computer myStr = InventoryValue(18)
'returns the Operating System (18) for the current computer (0 means use default) myStr = InventoryValue(18, 0)
'returns the Operating System (18) for computerlD 238 myStr = InventoryValue(18, 238)

The inventoryID values are given below. Note that not all computers/devices will have all inventory values, and some
may have none (especially if an Inventory Collector monitor is not added to the computer).

Anti-virus Version 38
Anti-virus Pattern File 39
Anti-virus Pattern File Date 40
Anti-virus Status 41
Operating System 18
OS Architecture 19
OS Version 20

OS Last Boot Time (_time_t UTC value)21
OS Current Time (_time_t UTC value) 22

CPU Count 13
CPU Name (multi value) 15
CPU Number of Cores (multi value) 16
CPU Clock Speed (multi value) 17
Display Name 6

Drive Status (multi value) 23
Domain 9

Manufacturer 10
Page File size in MB 24
RAM in MB 14
System Architecture 12
System Model 11
Time Zone Offset 8

Uptime % this month 28
Uptime % last month 29

This is an array of string values, representing the item being tested. See Row Variables from the "Variables..." button for
the action.

Example:
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myStr = Item(1)

ltemType
This is an array of string values, representing the type of item being tested. See Row Variables from the "Variables..."
button for the action.

Example:

myStr = ltemType(1)

LimitValue
This is an array of string values, representing the limit/threshold (if any) for the item being tested. See Row Variables
from the "Variables..." button for the action.

Example:

myStr = LimitValue(1)

Machine
This read-only string variable is the name of the computer that caused the script action to fire.

Example:

myStr = Machine

MachineAlias
This read-only string variable is the aliased name of the computer that caused the script action to fire.

Example:

myStr = MachineAlias

MachinelP
IP address text string of the computer that the firing monitor is attached to

Example:

myStr = MachinelP

MachinelD
Returns the numeric value that uniquely identifies this computer (Computer ID - CID) within the application. Useful in
conjunction with the External API.

Example:

myID = MachinelD

MonitorTitle
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This read-only string variable is the title of monitor that caused this script action to fire.
Example:

myStr = MonitorTitle

MonitorType
This read-only string variable is the type of monitor that caused this script action to fire.

Example:

myStr = MonitorType

RunAction
This method allows you to run other actions from within the script. The method takes an action ID to specify which
action to run. Action IDs can be viewed in the Console by enabling the View > Show Object IDs in Navigation Tree menu
item.

Example:

RunAction 12

SecondsInError
Number of seconds that the monitor has been in error.

Example:

inErrSeconds = SecondsInError

State
An array of string values that contain the OK or PROBLEM state for each item being reported on. See Row Variables
from the "Variables..." button for the action.

Example:

myStr = State(1)

SendMail
This method sends an email message to the recipient that you choose. This would be useful for sending the incoming
Details variable to a different email recipient based on some external factors (such as who is currently carrying the
pager)

Example:

SendMail "to_address@host.com", "from_address@host.com", "Subject of message", "Body of email message"

SetComputerCustomPropByID
Custom Properties can be used in directory paths, email messages, scripts and other places. Your script can set a
Custom Property on a computer by specifying its ID (first parameter), or use 0 to indicate the computer that the action is
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running for should be targeted.
Example:

SetComputerCustomPropByID(0, "DEVICEID", "BSQL")

The Custom Property DISPLAYED_NOTES is the value you can set by right-clicking a
computer and selecting Notes. Notes show up at the top of a Server Status Report.

Sleep
This method takes a single integer value, which is the number of milliseconds that the script should stop and sleep. Be
careful about using this -- causing too many actions to sleep for very long means other actions may get delayed

Example:

Sleep 1500

Status
A read-only string indicating the current status of the monitor. To see all possible values, See Row Variables from the
"Variables..." button for the action.

Example:

myStat = Status

StatusText
A read-only string indicating the current status of the monitor. This is a more human-friendly value than Status. To see
all possible values, See Row Variables from the "Variables..." button for the action.

Example:

myStat = Status

TimelnErrorStr
A text string of how long the monitor has been in error

Example:

myStr = TimelnErrorStr

TolLog
This method takes a string value and appends it to the service's log file (useful for debugging scripts). The line will start
with ACTION_SCRIPT_LOG.

Example:
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TolLog "Arrived at first loop"
TolLog resultVal

JavaScript

AlertType
This value indicates if the script is running because of an alert condition, a fixed condition, because an error was
acknowledged, or for a reminder of a still open error.
Possible values are:
1 =Alert
2 = Fixed
3 = Acknowledged
4 = Reminder

Example:

if(AlertType == 1) {do something ... }

CurrentValue
This is an array of string values, representing the current value (if any) for the item being tested. See Row Variables
from the "Variables..." button for the action.

Example:

myStr = CurrentValue(1);

CustomProp
This function retrieves the named value of a custom property. It checks the Monitor first, and if not found, checks the
monitor's owning computer, and then the computer's group, and then the group's parent group, etc. Custom properties
can be set on Groups, Computers and Monitors by right-clicking on the item and choosing the Custom Properties menu.

Example:

myStr = CustomProp("NotifyGrouplD");

Details
This is a string value. This value is the content of the action being fired. It is sent from the monitor and typically contains
information about the alert.

Example:

myStr = Details;

Extra1
This is an array of string values, representing extra information that may be available from a particular monitor. See Row
Variables from the "Variables..." button for the action.

150



Example:

myStr = Extra1(1);

Extra2
This is an array of string values, representing extra information that may be available from a particular monitor. See Row
Variables from the "Variables..." button for the action.

Example:

myStr = Extra2(1);

Group
The name of the group that the computer the monitor is attached to belongs in.

Example:

myStr = Group;

GroupPath
The name of the group that the computer the monitor is attached to belongs in, with child groups delimited with a > (ie,
Servers/Devices > Austin > Lab )

Example:

myStr = GroupPath;

InventoryValue
Request an inventory value for the current computer, or a different one. An inventory propertylD must be used to specify
which inventory value to retrieve. An optional ComputerID value can be used to get the inventory value from a computer
other than the current computer. If a property can have multiple values (CPU Names for example), each one will have a
newline character appended.

Example:

/Ireturns the Operating System (18) for the current computer myStr = InventoryValue(18);
/Ireturns the Operating System (18) for the current computer (O means use default) myStr = InventoryValue(18, 0);
/Ireturns the Operating System (18) for computerID 238 myStr = InventoryValue(18, 238);

The inventorylD values are given below. Note that not all computers/devices will have all inventory values, and some
may have none (especially if an Inventory Collector monitor is not added to the computer).

Anti-virus Version 38
Anti-virus Pattern File 39
Anti-virus Pattern File Date 40
Anti-virus Status 41
Operating System 18
OS Architecture 19
OS Version 20

OS Last Boot Time (_time_t UTC value)21
OS Current Time (_time_t UTC value) 22
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ltem

CPU Count 13

CPU Name (multi value) 15
CPU Number of Cores (multi value) 16
CPU Clock Speed (multi value) 17
Display Name 6

Drive Status (multi value) 23
Domain 9

Manufacturer 10
Page File size in MB 24
RAM in MB 14
System Architecture 12
System Model 11
Time Zone Offset 8

Uptime % this month 28
Uptime % last month 29

This is an array of string values, representing the item being tested. See Row Variables from the "Variables..." button for
the action.

Example:

myStr = Item(1);

ltemType

This is an array of string values, representing the type of item being tested. See Row Variables from the "Variables..."
button for the action.

Example:

myStr = ltemType(1);

LimitValue

This is an array of string values, representing the limit/threshold (if any) for the item being tested. See Row Variables
from the "Variables..." button for the action.

Example:

myStr = LimitValue(1);

Machine

This read-only string variable is the name of the computer that caused the script action to fire.

Example:

myStr = Machine;

MachineAlias

This read-only string variable is the aliased name of the computer that caused the script action to fire.
Example:

myStr = MachineAlias;
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MachinelP
IP address text string of the computer that the firing monitor is attached to

Example:

myStr = MachinelP;

MachinelD
Returns the numeric value that uniquely identifies this computer (Computer ID - CID) within the application. Useful in
conjunction with the External API.

Example:

myID = MachinelD;

MonitorTitle
This read-only string variable is the title of monitor that caused this script action to fire.

Example:

myStr = MonitorTitle;

MonitorType
This read-only string variable is the type of monitor that caused this script action to fire.

Example:

myStr = MonitorType;

RunAction
This method allows you to run other actions from within the script. The method takes an action ID to specify which
action to run. Action IDs can be viewed in the Console by enabling the View > Show Object IDs in Navigation Tree menu
item.

Example:

RunAction(12);

SecondsInError
Number of seconds that the monitor has been in error.

Example:

inErrSeconds = SecondsInError;

State
An array of string values that contain the OK or PROBLEM state for each item being reported on. See Row Variables
from the "Variables..." button for the action.
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Example:

myStr = State(1);

SendMail
This method sends an email message to the recipient that you choose. This would be useful for sending the incoming
Details variable to a different email recipient based on some external factors (such as who is currently carrying the

pager)
Example:

SendMail("to_address@host.com", "from_address@host.com”, "Subject of message", "Body of email message");

SetComputerCustomPropByID
Custom Properties can be used in directory paths, email messages, scripts and other places. Your script can set a
Custom Property on a computer by specifying it's computer ID, or use 0 to indicate the computer the action is bring run
for should be targeted.

Example:

SetComputerCustomPropByID(0, "DEVICEID", "BSQL");

The Custom Property DISPLAYED_NOTES is the value you can set by right-clicking a
computer and selecting Notes. Notes show up at the top of a Server Status Report.

Sleep
This method takes a single integer value, which is the number of milliseconds that the script should stop and sleep. Be
careful about using this -- causing too many actions to sleep for very long means other actions may get delayed

Example:

Sleep 1500;

Status
A read-only string indicating the current status of the monitor. To see all possible values, See Row Variables from the
"Variables..." button for the action.

Example:

myStat = Status;

StatusText
A read-only string indicating the current status of the monitor. This is a more human-friendly value than Status. To see
all possible values, See Row Variables from the "Variables..." button for the action.

154



Example:

myStat = Status;

TimelnErrorStr
A text string of how long the monitor has been in error

Example:

myStr = TimelnErrorStr;

Tolog
This method takes a string value and appends it to the service's log file (useful for debugging scripts). The line will start
with ACTION_SCRIPT_LOG.

Example:

ToLog("Arrived at first loop");
ToLog(resultVal);

PowerShell
PowerShell interaction happens via the $act object.

$act.AcknowledgeAlert
This Function will allow you to acknowledge the alert and to fire or not fire alerts. The three parameters are AlertID
($act.AlertlD), AckAlerts, and Acknowledged By. AckAlerts needs to be set to either 0 (doesn't fire achnowledge alerts)
or 1(fire achnowledge alerts), defaults is 1.

Example:

$act. AcknowledgeAlert($act.AlertID, 1, "Quinn")

$act.AlertType
This value indicates if the script is running because of an alert condition, a fixed condition, because an error was
acknowledged, or for a reminder of a still open error.
Possible values are:
1 =Alert
2 = Fixed
3 = Acknowledged
4 = Reminder

Example:

if($act.AlertType)

$act.ChangeMonitorStatus
SetMonitorStatus is a function that sets the status of any monitor. This function takes three values: Monitor ID, Monitor
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Status, and Status Text. The Monitor ID is assigned in the monitoring service and you can find the ID value by showing
the IDs from the View menu and then looking in the navigation colunm. If you use 0 for the Monitor ID the function will
change the staus of the monitor the action is attached to. There are four statuses that are available: msOK, msAlert,
msError, and msDISABLED. The Status Text is the message that you can supply that is listed for the monitor and will be
shown in reports.

Example:

$act.ChangeMonitorStatus(43, $act.msAlert, "Status changed for monitor")

Possible values:

Monitor Status Values

OK $act.msOK

Alert $act.msAlert

Error $act.msError
Disabled $act.msDISABLED

Alert Show as Green $act. nsALERT_GREEN
Alert Show as Red  $act.msALERT_RED
$act.CurrentValue

This is an array of string values, representing the current value (if any) for the item being tested. See Row Variables
from the "Variables..." button for the action.

Example:

myStr = $act.CurrentValue[0]

$act.CustomProp
This function retrieves the named value of a custom property. It checks the Monitor first, and if not found, checks the
monitor's owning computer, and then the computer's group, and then the group's parent group, etc. Custom properties
can be set on Groups, Computers and Monitors by right-clicking on the item and choosing the Custom Properties menu.

Example:

myStr = $act. CustomProp("NotifyGroupID")

$act.Details
This is a string value. This value is the content of the action being fired. It is sent from the monitor and typically contains
information about the alert.

Example:

myStr = $act.Details

$act.Extra1
This is an array of string values, representing extra information that may be available from a particular monitor. See Row
Variables from the "Variables..." button for the action.

Example:

myStr = $act.Extra1[0]
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$act.Extra2
This is an array of string values, representing extra information that may be available from a particular monitor. See Row
Variables from the "Variables..." button for the action.

Example:

myStr = $act.Extra2[0]

$act.GetMonitorList
GetMonitorList is a function that uses the Server ID to return a list of monitors assigned to the server and the monitor's
attributes. The server ID can be for any server and if no server is given the default will be the current server that this
monitor is assigned to. The returned value is a Hashtable that can be iterated through to find the value needed.

Example:

$myTable = $act.GetMonitorList(1)

The monitor's attributes values:

Status status

Error Text enmText
Dependency depends_on
Title title

Error Action IDs errActionIDs

Scheduled Next Run Time nextRun
Time in Error (seconds) inErrSeconds

Fixed Action ID fixedActionlDs
Last Run Time lastRun
$act.GetServerList

GetServerList is a function that returns a list of servers assigned to a group and the server's attributes. Two parameter
are needed for this function; GroupID and include Child Groups. If no GrouplD is used the default 0 is used, which is the
entire list of servers at the root level. The second parameter is a switch used to return or not return servers that are in
child groups under the starting group. Use to O to return all servers and 1 to return servers at the parent level only. The
returned value is a Hashtable that can be iterated through to find the value needed.

Example:

$myTable = $act.GetServerList(2, 1)

The server's attributes values:

Server Name name
Group Level  group

Group ID grouplD

Status status

Alias for Serveralias
$act.Group

The name of the group that the computer the monitor is attached to belongs in.
Example:

myStr = $act.Group
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$act.GroupPath
The name of the group that the computer the monitor is attached to belongs in, with child groups delimited with a > (ie,
Servers/Devices > Austin > Lab )

Example:

myStr = $act.GroupPath

$act.InventoryValue
Request an inventory value for the current computer, or a different one. An inventory propertylD must be used to specify
which inventory value to retrieve. An optional ComputerID value can be used to get the inventory value from a computer
other than the current computer. If a property can have multiple values (CPU Names for example), each one will have a
newline character appended.

Example:

lIreturns the Operating System (18) for the current computer myStr = $act.InventoryValue(18)
/Ireturns the Operating System (18) for the current computer (0 means use default) myStr = $act.InventoryValue(18, 0)
/Ireturns the Operating System (18) for computerlD 238 myStr = $act.InventoryValue(18, 238)

The inventorylD values are given below. Note that not all computers/devices will have all inventory values, and some
may have none (especially if an Inventory Collector monitor is not added to the computer).

Anti-virus Version 38
Anti-virus Pattern File 39
Anti-virus Pattern File Date 40
Anti-virus Status 41
Operating System 18
OS Architecture 19
OS Version 20

OS Last Boot Time (_time_t UTC value) 21
OS Current Time (_time_t UTC value) 22

CPU Count 13
CPU Name (multi value) 15
CPU Number of Cores (multi value) 16
CPU Clock Speed (multi value) 17
Display Name 6
Drive Status (multi value) 23
Domain 9
Manufacturer 10
Page File size in MB 24
RAM in MB 14
System Architecture 12
System Model 11
Time Zone Offset 8
Uptime % this month 28
Uptime % last month 29
$act.ltem
This is an array of string values, representing the item being tested. See Row Variables from the "Variables..." button for
the action.
Example:

myStr = $act.ltem[0]
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$act.ltemType
This is an array of string values, representing the type of item being tested. See Row Variables from the "Variables..."
button for the action.

Example:

myStr = $act.ltemType[0]

$act.LimitValue
This is an array of string values, representing the limit/threshold (if any) for the item being tested. See Row Variables
from the "Variables..." button for the action.

Example:

myStr = $act.LimitValue[0]

$act.Machine
This read-only string variable is the name of the computer that caused the script action to fire.

Example:

myStr = $act.Machine

$act.MachineAlias
This read-only string variable is the aliased name of the computer that caused the script action to fire.

Example:

myStr = $act.MachineAlias

$act.MachinelD
Returns the numeric value that uniquely identifies this computer (Computer ID - CID) within the application. Useful in
conjunction with the External API.

Example:

myID = $act.MachinelD

$act.MachinelP
IP address text string of the computer that the firing monitor is attached to

Example:

myStr = $act.MachinelP

$act.MonitorTitle
This read-only string variable is the title of monitor that caused this script action to fire.
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Example:

myStr = $act.MonitorTitle

$act.MonitorType
This read-only string variable is the type of monitor that caused this script action to fire.

Example:

myStr = $act.MonitorType

$act.RunAction
This method allows you to run other actions from within the script. The method takes an action ID to specify which
action to run. Action IDs can be viewed in the Console by enabling the View > Show Object IDs in Navigation Tree menu
item.

Example:

$act.RunAction(12)

$act.SecondsInError
Number of seconds that the monitor has been in error.

Example:

inErrSeconds = $act.SecondsInError

$act.SendMail
This method sends an email message to the recipient that you choose. This would be useful for sending the incoming
Details variable to a different email recipient based on some external factors (such as who is currently carrying the

pager)
Example:

$act.SendMail "to_address@host.com”, "from_address@host.com", "Subject of message", "Body of email message"

$act.SetComputerCustomPropByID
Custom Properties exist on groups, computers and monitors. This function lets you set the custom property on a
computer. You can specify the computer ID in the first parameter, or set it to 0 to indicate the computer the actions is
running for should be targeted.

Example:

$act.SetComputerCustomPropByID(0, "DEVICEID", "BSQL")
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The Custom Property DISPLAYED_NOTES is the value you can set by right-clicking a
computer and selecting Notes. Notes show up at the top of a Server Status Report.

$act.State
An array of string values that contain the OK or PROBLEM state for each item being reported on. See Row Variables
from the "Variables..." button for the action.

Example:

myStr = $act.State[0]

$act.Status
A read-only string indicating the current status of the monitor. To see all possible values, See Row Variables from the
"Variables..." button for the action.

Example:

myStat = $act.Status

$act. StatusText
A read-only string indicating the current status of the monitor. This is a more human-friendly value than Status. To see
all possible values, See Row Variables from the "Variables..." button for the action.

Example:

myStat = $act.Status

$act. TimelnErrorStr
A text string of how long the monitor has been in error

Example:

myStr = $act. TimelnErrorStr

$act.ToLog
This method takes a string value and appends it to the service's log file (useful for debugging scripts). The line will start
with ACTION_SCRIPT_LOG.

Example:

$mon.ToLog "Arrived at first loop"
$mon.TolLog $resultVal

Sleep
This is a PowerShell cmdlet that takes two parameters and is not part of the $act object. The first parameter specifies
timer in seconds (-s) or milliseconds (-m) and the second is an integer that specifies period of time.
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Example:

Start-Sleep -s 10

SSH

The SSH script works using replacement variables. You can use the variables below which will be replaced with the real
values from the monitor. Then the finished script is set to the target computer to be executed.

$AlertiD$
A unique integer value representing this error. If Event Deduplication is enabled, this value will represent the latest error of this type.
$CustomProp(propName)$
$CustomProp(propertyName)$ will be replaced with the value of propertyName which came from from the source monitor, source
computer or a parent group. It will be blank if the property is not defined.
$Date$
Date in a human-readable format
$Details$
Details of the alert, meaning the text that is normally seen in an email alert for example.
$Details_Single_Line$
Same as $Details$ above, but all new lines and carriage returns have been removed
$Group$
Name of the group that the owning monitor is in (i.e. could be a value like "Routers").
$GroupPath$
Full path name of the group that the owning monitor is in (i.e. could be a value like "Servers/Devices > Boston > Routers")
$Machine$
Name of the target server
$MachineAlias$
Alias of the target server if one has been set. There will be no value (meaning an empty string) if no alias has been set.
$MachinelD$
Internal ID representing the target server. These IDs can be obtained using the External API.
$MachinelP$
IP address of the target server
$MonitorType$
Textual name of the monitor type (i.e. "Event Log Monitor")
SNL$
Value that gets turned into a carriage return-newline pair.
$Status$
Text representing the monitor status. To see all possible values, See Row Variables from the "Variables..." button for the action.
$StatusText$
A text value that is more human-friendly that $Status$ above. To see all possible values, See Row Variables from the "Variables..." button
for the action.
$Time$
Human readable time on the monitoring server.
$TimelnError$
Human readable amount of time the monitor has been in an error/alert state.

Example VBScripts

Connect to a database

Delete log files

Connect to a database

Option Explicit
Dim objconnection
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Dim objrecordset
Dim strDetails

Const adOpenStatic = 3
Const adLockOptimistic = 3

Set objconnection = CreateObject("ADODB.Connection")
Set objrecordset = CreateObject("ADODB.Recordset")

objconnection.Open _
"Provider=SQLOLEDB;Data Source=;" & _
"Initial Catalog=;" & _
"User ID=;Password=;"

objrecordset.Open "", objconnection, adOpenStatic, adLockOptimistic

Delete Log Files

DirToCheck = "C:\Logs"
ExtensionToDelete = "txt"

set oFSO = CreateObject("Scripting.FileSystemObject")
set oFolder = oFSO.GetFolder(DirToCheck)
For Each aFile In oFolder.Files
if(oFSO.GetExtensionName(aFile.Path) = ExtensionToDelete) then
oFSO.DeleteFile(aFile.Path)
end if
Next

Example PowerShell

Check files in a directory

Delete Log Files

$TargetFolder = "D:\Testing Dir\"
$strFileName = "*.txt"

get-childitem $TargetFolder -include $strFileName -recurse | foreach ($_) {remove-item $__.fullname}

Your Script

If you would like to share your script, please contact us.
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Message Box Action

This action can be used when you want a message box to pop-up on the machine that is running the monitoring service with
details about a recent anomaly. The Message Box Action keeps track of how many more message boxes are waiting to be
shown, and lets you cancel them all at once if you choose to.

The dialog shown below is displayed when you add or edit a message box action. PA File Sight fills this dialog with a
standard message box title and message. You may customize the message box that is displayed when this action is taken
when the error occurs by editing the Title or Message Text.

Message Box
| Configure the title and text used in the Message Box action below. oK
' Title
o Cancel
Message Text
$Datesd 3Times
Computer: [$Machine$] h?gsasnaggee
Maonitor: [$MonitorTitles] Template
Description: $Detailss
$MonitorMsgs
$AlertChartss
$TimelnErrors
$SentFroms
Variables...
Display Message Box at:
|’= Manitoring service on 127.0.0.1 j

The button titled "Variables" will open a screen that displays the replacement variables that are available for use.

Note that you can choose where the Message Box is displayed. By default it will be displayed on the Central Monitoring
Service computer, but you can choose to display it on a remote Satellite computer as well.
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Directed-Email Action

The Directed-Email Action is similar to the E-mail Message Action in that it sends SMTP email messages with the alert text in
the message body. What makes it different is that the monitor that calls this action specifies who the emails should be sent to
(instead of the email address being set at configuration time).

This action is typically used with monitors where end users might need to receive alerts (like the various Quota monitors for
example).

Configure Email Motification

» This notification action sends email alerts. It receives email addresses from the oK
= originating monitor. Typically it is used to send alerts to end users.
¥ Enable 'Message Digests' for alert recipients. Message Digests combine multiple Cancel
alerts that are received within a short period of time into a single message when
reasonable.

Email From: I OtherUser@YourDomainl.com

(Single valid email address)

SMTP Server Settings will be the same ones used for the normal Email Notification.
Please be sure and set them there.

Like the E-mail Message Action, the Directed-Email Action also supports Message Digests. Message Digests combine all
messages that arrive within a short amount of time for a email address into a single message.

The SMTP server settings (which are global to all email actions) are also used by this action to send the message. To
change them, go to an E-Mail Message action and change them there.
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Network Message Action

The Network Message Action is equivalent to doing a "net send" from the command line. It allows you to direct a message
box pop-up to any particular user or computer on the network.

Network Popup Configuration

% | Action description: oK
L - 1
" Send alert to user Cancel
User name |
Message...

& Send alert to server Send Test Alert

Server name ]

Recause the Windows network message pop-ups do not have an easy way to
cancel many messages, you can throttle the number of messages sent per minute

in case of wide-spread failure alerts.

Maximum pop-up alerts to send per minute 10

If the maximum is reached, subseguent alerts during that minute are ignored.

MNOTE: To receive and display these messages, the client computer must be
running Microsoft's Messenger service. Because of security concerns, this service
i15 no longer started by default on most operating systems.

The client machine must be running Microsoft's Messenger service to receive and display
these messages. Because of spam and security concerns, the Messenger service is not
started by default on most systems.

Message Template

Pressing the Message button displays the configuration dialog below. This lets you customize message text, select different
templates to use, and to create new templates. This is most useful when sending alerts to devices like pagers and cell
phones which might only accept the first sentence or two of a message. Also, having the abillity to use different message
templates will help you get the right information to the right groups.
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o}

(o}

Q

o

(o}

W Configure Action Text

Customize the text that should be used when a monitor activates this action. oK
The tokens below will be replaced with their correct values.
Selected message template: Cances
Message Template Name (not seen in the alert)
1 = Default Alert Message Template
Edit Selected
Alert Subject Template
] Alert from $Machine$
Alert Text [T Message format is HTML Create New
$Dates $Times Template
Computer: [$Machine$]
Monitor: [$MonitorTitle$]
Description: $Details$

Delete Templates...

FMonitorMsg$
$AlertCharts$ .
$TimelnErrors Variables...

$SentFrom$

Select message template dropdown - Allows the option to use different message templates for individual actions that use
message templating.

Edit Selected Template - Select and then edit the message template that you wish to change.

Create New Template - Create a new template by supplying the new template with a template name, alert subject, and alert

text.

Delete Templates - Delete templates that are no longer needed. Select the Delete Template button and then select the
templates that you wish to delete.

Variables - Using replacement variables allow you to insert details into your message templates.

You can also specify specify that the message is HTML, and enter an HTML message template. Enclose the template in an

<html> tag. Don't bother with a <head> tag as most email clients will strip it out.

Some good hints and tips about HTML email are available here:
http://www.mailchimp.com/resources/guides/email-marketing-field-guide/

You can also rename the action as it shows up in the various action lists (for example to give the email action a group name).

You can reset the action to its original/default name by simply clearing the name field.

A typical alert email could look something like this:
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0% Alert from LOTSA - Google Chrome

18 Apr 2017 10:12:03 AM

Computer: [LOTSA]

Monitor: [System Performance Metrics]

Description:

CPU Usage = 25 (Currently 25.57 )

[Note: On multi-processor systems, the total can be much higher than
100%]

[Page File: 3%]

[Memory: 29%]

CPU Usage
100%%
8% —
S0 _:
4%
A e b et e (et e
poy | i1l
10:10 AM 07:01 AM 03:42 AM 12:22 AM
11 Apr 13 Apr 15 Apr 17 Apr

Just entered error state
Sent from PA Server Monitor on Q

Note: Actual message content will vary depending on the product being used, and the monitor which fires the actions.
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Send Pager Alert Action

The Send Pager Alert action can send monitor details to an SNPP pager. You will need to get the SNPP server name from
your SNPP provider.

Configure Pager

. s oK
Action Description ]|

Cancel

SNPP Server Name: ]

Pager Number: ] Message...

Maximum Characters to Send 100 Sthedule...

¥ Send Condensed Alert Information

Test

Some pager providers have an SMTP gateway. It is often easier to configure an E-Mail Action
to send to a pager than the Send Pager Alert action. See the related FAQ about sending SMS

alerts.

Message Template

Pressing the Message button displays the configuration dialog below. This lets you customize message text, select different
templates to use, and to create new templates. This is most useful when sending alerts to devices like pagers and cell
phones which might only accept the first sentence or two of a message. Also, having the abillity to use different message
templates will help you get the right information to the right groups.
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o}

(o}

(o}

Q

(o}

[N Configure Action Text

Customize the text that should be used when a monitor activates this action. oK
The tokens below will be replaced with their correct values.
Selected message template: Cances
Message Template Name (not seen in the alert)
| = Default Alert Message Template
Edit Selected
Alert Subject Template
| Alert from $Machine$
Alert Text [T Message format is HTML Create New
¢Dates $Times Template
Computer: [$Machine$]
Monitor: [$MonitorTitle$]

Description: $Details$
P v b Delete Templates...

FMonitorMsg$
$AlertCharts$ .
$TimelInError$ Variables...

$SentFrom$

Select message template dropdown - Allows the option to use different message templates for individual actions that use
message templating.

Edit Selected Template - Select and then edit the message template that you wish to change.

Create New Template - Create a new template by supplying the new template with a template name, alert subject, and al
text.

Delete Templates - Delete templates that are no longer needed. Select the Delete Template button and then select the
templates that you wish to delete.

Variables - Using replacement variables allow you to insert details into your message templates.

You can also specify specify that the message is HTML, and enter an HTML message template. Enclose the template in
<html> tag. Don't bother with a <head> tag as most email clients will strip it out.

Some good hints and tips about HTML email are available here:
http://www.mailchimp.com/resources/guides/email-marketing-field-guide/

ert

an

You can also rename the action as it shows up in the various action lists (for example to give the email action a group name).

You can reset the action to its original/default name by simply clearing the name field.

A typical alert email could look something like this:
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03 Alert frem LOTSA - Google Chrome

18 Apr 2017 10:12:03 AM

Computer: [LOTSA]

Monitor: [System Performance Metrics]

Description:

CPU Usage = 25 (Currently 25.57 )

[Note: On multi-processor systems, the total can be much higher than
100%]

[Page File: 3%]

[Memory: 29%]

CPU Usage

100%%

B0%

0% ”

PO ettt S it

%

10:10 AM 07:01 AM 03:42 AM 12:22 AM
11 Apr 13 Apr 15 Apr 17 Apr

Just entered error state
Sent from PA Server Monitor on Q

Note: Actual message content will vary depending on the product being used, and the monitor which fires the actions.

Scheduling

If the action should not be used 24/7 you can use the Schedule button to specify when notifications should be sent to the
given pager. On off hours the action acts as though it isn't configured at all. The dark green below indicates 'on hours' and

the lighter grey specifies 'off hours'.

Specify Availability Times

Select the times (in this computer's local time zone) when this action can be activated. Left-click (and oK
@ drag) to set or clear one or more hours.
Green squares indicate hours when this activity can be activated. Set All Clear All Cancel
. 2a 1a 2a 3a 4a G Ba 7a 8a 9a 10a 1a 12 fp _ 8p Sp  10p  11p
un

Mon

Tue

Wed

Thu

Fri

Sat
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PagerDuty Action

PagerDuty is a popular incident management platform that accepts alerts and helps your team handle them. With the
PagerDuty Action, alerts from PA File Sight can be sent to PagerDuty for handling.

Configure PagerDuty
. This action will send alerts to your PagerDuty account. oK
iption: PagerDuty for monitorsw
Description: o[= SW(] Cancel

You will need a Service API Key from PagerDuty. To get a Service API Key:

1. In your account, under the Services tab, click "Add New Service". Message...
2. Select "Generic AP1" for the Service Type.
3. Click the "Add Service” button. Schedule...

4. Once the service is created, you'll be taken to the service page where
you will see "Service key".

Service API Key:

Send Test Message

As is shown in the screenshot above, you just need to get a Service APl Key from your PagerDuty account and paste it into
the action. The action will then be able to send alerts directory to PagerDuty. Use this action like you would an email action
or any other notification action.

Message Template

Pressing the Message button displays the configuration dialog below. This lets you customize message text, select different
templates to use, and to create new templates. This is most useful when sending alerts to devices like pagers and cell
phones which might only accept the first sentence or two of a message. Also, having the abillity to use different message
templates will help you get the right information to the right groups.
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o}

(o}

Q

Q

(o}

[N Configure Action Text

Customize the text that should be used when a monitor activates this action. oK
The tokens below will be replaced with their correct values.
Selected message template: Cances
Message Template Name (not seen in the alert)
| = Default Alert Message Template
Edit Selected
Alert Subject Template
| Alert from $Machine$
Alert Text [T Message format is HTML Create New
¢Dates $Times Template
Computer: [$Machine$]
Monitor: [$MonitorTitle$]

Description: $Details$
P v b Delete Templates...

FMonitorMsg$
$AlertCharts$ .
$TimelInError$ Variables...

$SentFrom$

Select message template dropdown - Allows the option to use different message templates for individual actions that use
message templating.

Edit Selected Template - Select and then edit the message template that you wish to change.

Create New Template - Create a new template by supplying the new template with a template name, alert subject, and al
text.

Delete Templates - Delete templates that are no longer needed. Select the Delete Template button and then select the
templates that you wish to delete.

Variables - Using replacement variables allow you to insert details into your message templates.

You can also specify specify that the message is HTML, and enter an HTML message template. Enclose the template in
<html> tag. Don't bother with a <head> tag as most email clients will strip it out.

Some good hints and tips about HTML email are available here:
http://www.mailchimp.com/resources/guides/email-marketing-field-guide/
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You can also rename the action as it shows up in the various action lists (for example to give the email action a group name).

You can reset the action to its original/default name by simply clearing the name field.

A typical alert email could look something like this:
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03 Alert frem LOTSA - Google Chrome

18 Apr 2017 10:12:03 AM

Computer: [LOTSA]

Monitor: [System Performance Metrics]

Description:

CPU Usage = 25 (Currently 25.57 )

[Note: On multi-processor systems, the total can be much higher than
100%]

[Page File: 3%]

[Memory: 29%]

CPU Usage

100%%

B0%

0% ”

PO ettt S it

%

10:10 AM 07:01 AM 03:42 AM 12:22 AM
11 Apr 13 Apr 15 Apr 17 Apr

Just entered error state
Sent from PA Server Monitor on Q

Note: Actual message content will vary depending on the product being used, and the monitor which fires the actions.

Scheduling

If the action should not be used 24/7 you can use the Schedule button to specify when notifications should be sent to the
given pager. On off hours the action acts as though it isn't configured at all. The dark green below indicates 'on hours' and

the lighter grey specifies 'off hours'.

Specify Availability Times

Select the times (in this computer's local time zone) when this action can be activated. Left-click (and oK
@ drag) to set or clear one or more hours.
Green squares indicate hours when this activity can be activated. Set All Clear All Cancel
. 2a 1a 2a 3a 4a G Ba 7a 8a 9a 10a 1a 12 fp _ 8p Sp  10p  11p
un

Mon

Tue

Wed

Thu

Fri

Sat
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Phone Dialer (DTMF/SMS)

The Phone Dialer action is used to make calls over a normal phone line via a modem. This action doesn't need an ISP, but
rather calls a phone (a human who would recognize the Caller ID), perhaps an automated system, or an attached cell phone
through which SMS messages can be sent.

The Phone Dialer can also optionally send DTMF tones (touch-tones) which could be useful for automatically navigating a
phone menu system, and any other characters such as SMS message text.

The timeout values are important. Since there isn't a well defined audio protocol with humans and/or phone systems on the
other end, you'll need to build in delays. This includes delays for the other party to answer. Be sure to specify enough pause
after dialing the number for the number to go through, the other phone to ring and be answered.

Configure DTMF Dialer

Description: ‘| OK
COM port the modem is on: 3 Cancel
Phone number to dial: | Schedule...
Pause after dialing: 10 seconds Test
Optional DTMF codes (0-9 # *) to send. Indicate a 1 second pause with a
comma , character. USahics

Variables are useful when

Seconds to wait before hangingup: |0 gitr?adcpgdsg‘lhsgﬁ: 2L

Complete command to send to modem:

You can Google for "Hayes
AT commands” for a
complete list of typical
commands. Consult your
modem's handbook for
modem-specific
information.

For sending control
characters use {VAL:x}
for decimal x or {VAL:#x}
for hex x. Example:
{VAL:10} or {VAL:#A}

[~ Allow editing of command directly

Computer to dial from:
|“ Monitoring service on 127.0.0.1 _'J

The modem script is shown at the bottom of the dialog, and will work with most modems since it is built on the basic Hayes
AT command set. Your modem may have other features and/or require other commands. Your modem documentation will list
the commands it accepts. If you need to modify the script to work with your specific modem, check "Allow editing of command
directly".

For sending SMS messages via a directly connected cell phone, you'll need to modify the script directly. Look in your phone
manual for the commands for sending messages. In general you'll be using some form of the AT+CMGS command. Your

script might look something like the following example:

AT
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ATZ

ATEO

AT+CMGF=1
AT+CMGS="number _to_dial"
message text

{VAL:26}

Note that the {VAL:26} is how you send a Ctrl-Z (End of Message character). The value 26 is an ASCII value that maps to
Ctrl-Z. The {VAL:x} pattern is how you send arbitrary ASCII codes. There are many ASCII charts on the Internet. Wikipedia's
shows Ctrl-Z as 26 (decimal) here. If you want to format the value as hex instead of decimal, use {VAL:#x}, ie {VAL#1A}to
send Ctrl-Z.

In addition, you can have the action send the text of replacement variables. The variable names and their values are shown
in the action by pressing the Variables button. An example would be:
$Details$ which expands to the alert descriptive text. So your script might look like this:

AT

ATZ

ATEO

AT+CMGF=1
AT+CMGS="number_to_dial"
$Details$

{VAL:26}

Scheduling

If the action should not be used 24/7 you can use the Schedule button to specify when notifications should be sent to the
given pager. On off hours the action acts as though it isn't configured at all. The dark green below indicates 'on hours' and
the lighter grey specifies 'off hours'.

Specify Availability Times

Select the times (in this computer's local time zone) when this action can be activated. Left-click (and oK
E g ) drag) to set or clear one or more hours.
Green sguares indicate hours when this activity can be activated. Set All Clear All Cancel
Za_ 1a 23 3a 43 58 53 7a 2a 93 103 11a 13 ip _ 8p 9p  10p  1p

Sun

WMon

Wed

Thu

Fri

Sat

Experience from the field

At least one customer found that having any extra lines (even blank lines) after the {VAL:26} would cause the message to not
send (this is likely phone specific). Also, ATEO turns off local echo, which will prevent the system from interpreting echoed
outgoing text as response commands from the phone/modem.

We have a few customers in Europe that have connected a cell phone to their computer to send SMS messages without an
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Internet connection.
A customer in the U.S. did the same thing and gives some tips:

Phone used: AT&T Go Phone - Samsung SGH-a177
The phone powers/charges through the USB cable

Get the data cable. The box doesn't come with a CD so you have to go online at Samsung and get the drivers at
http://www.samsung.com/us/support/search/supportSearchModelResult.do

The drivers won't load the modem. You have to download the Samsung Studio (used for transferring data and backing up
your address book). After you download and install the 95 MB program and connect to the phone, the drivers will load.

Check your COM port in Control Panel - Modems, and use that in the Phone Dialer action settings.
ALSO, When | disconnect and reconnect the phone, the COM port used by the phone jumps from 4 to 5 and back. So be
aware that if you have to cycle power on the box, check the COM port or you won't get notified. One option around this is to

setup two Phone Dialer actions -- one goes to COM4 and another one to COM5 and just put up with the email on the failed
alert.

Thanks Tim.
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Play Sound File Action

The Play Sound File action will play the specified .wav file when the action is triggered.

Play Sound Configuration

5 Select the wave file (L\WAV) to be played

Test

OK

Cancel

The sound is played on the Central Monitoring Service computer.

178



Contents

This help page is for version 7.3. The latest available help is for version 8.1.

Reboot Computer Action

The Reboot Computer action causes a computer to reboot or shutdown when it is run. You can specify which computer using
the radio button options. By default the monitored computer will be rebooted when this action is run.

To shut down the local computer, the user that is running the service must have the SE_SHUTDOWN_NAME privilege (also
known as the "Shut down the system" policy). To shut down a remote computer, the user must have the
SE_REMOTE_SHUTDOWN_NAME privilege on the remote computer.

Configure Shutdown/Reboot

When the shutdown/reboot action is fired, it will wait the specified number of seconds before the oK
shutdown/reboot occurs. Any users logged onto the server will see a Windows shutdown message

with a count down timer. Cancel

Setting the timer to 0 seconds will cause the shutdown/reboot to happen immediately without
displaying any messages.

Seconds before shutdown/reboot (0 - 60)
& Reboot the monitored server  Shutdown the monitored server
" Reboot the specified server " Shutdown the specified server

Server to shutdown/reboot

192.168.7.12 |
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Run Report Action

Building on PA File Sight's incredible flexibility, now you can have a monitor trigger the generation of a Scheduled Report with
the Run Report Action.

Configure Run Report Action

This action will run the specified Scheduled Report. oK

Cancel
The Scheduled Report will behave normally, including sending the report via email

and/or creating external .CSV or .PDF files.

Select report to run:

| =

As is shown in the screenshot above, you just select an existing Scheduled Report. When this action is triggered, the
Scheduled Report will run, including sending any specified emails and saving external PDF or CSV files.
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SMS Text Message Action

This action can send alert messages via SMS to your phone or mobile device. The message is sent through an SMS
Gateway via the SMPP protocol.

Finding out your phone company's SMPP server is often challenging. It's usually easier to
send SMS messages to phones and mobile devices via SMTP with the E-mail Message
action. (See the SMS FAQ for details).

If you want to send via SMPP, it might be necessary to get a third party SMS account if your
service provider doesn't have a public SMPP server. One company offering this service is
Clickatell.

Configure SMS Alert Destination

- [NOTE: 1t's usually easiest to send SMS messages via SMTP (via the E-Mail oK
|action). See the link below for more info.
SMS Alert Hints Cancel

Description | SMS to MyPhone

SMPP Gateway Server l rviceprovider.gatewayservercom Message...

Gateway Server Port ] 2775 Schedule...

System Type (if needed) 1

Device Address/Number | 1234567890

Username (if needed) I 123456

Password (if needed) I ““““““““““““

Maximum Characters to Send ] 100

Sender Address (optional) |

Test

Message Template

Pressing the Message button displays the configuration dialog below. This lets you customize message text, select different
templates to use, and to create new templates. This is most useful when sending alerts to devices like pagers and cell
phones which might only accept the first sentence or two of a message. Also, having the abillity to use different message
templates will help you get the right information to the right groups.
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o}

(o}

Q

o

(o}

[N Configure Action Text

Customize the text that should be used when a monitor activates this action. oK
The tokens below will be replaced with their correct values.
Selected message template: Cances
Message Template Name (not seen in the alert)
| * Default Alert Message Template
Edit Selected
Alert Subject Template
| Alert from $Machine$
Alert Text [T Message format is HTML Create New
¢Dates $Times Template
Computer: [$Machine$]
Monitor: [$MonitorTitle$]

Description: $Details$
b v b Delete Templates...

FMonitorMsg$
$AlertCharts$ .
$TimelInError$ Variables...

$SentFrom$

Select message template dropdown - Allows the option to use different message templates for individual actions that use
message templating.

Edit Selected Template - Select and then edit the message template that you wish to change.

Create New Template - Create a new template by supplying the new template with a template name, alert subject, and al
text.

Delete Templates - Delete templates that are no longer needed. Select the Delete Template button and then select the
templates that you wish to delete.

Variables - Using replacement variables allow you to insert details into your message templates.

You can also specify specify that the message is HTML, and enter an HTML message template. Enclose the template in
<html> tag. Don't bother with a <head> tag as most email clients will strip it out.

Some good hints and tips about HTML email are available here:
http://www.mailchimp.com/resources/guides/email-marketing-field-guide/

ert

an

You can also rename the action as it shows up in the various action lists (for example to give the email action a group name).

You can reset the action to its original/default name by simply clearing the name field.

A typical alert email could look something like this:
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03 Alert frem LOTSA - Google Chrome

18 Apr 2017 10:12:03 AM

Computer: [LOTSA]

Monitor: [System Performance Metrics]

Description:

CPU Usage = 25 (Currently 25.57 )

[Note: On multi-processor systems, the total can be much higher than
100%]

[Page File: 3%]

[Memory: 29%]

CPU Usage

100%%

B0%

0% ”

PO ettt S it

%

10:10 AM 07:01 AM 03:42 AM 12:22 AM
11 Apr 13 Apr 15 Apr 17 Apr

Just entered error state
Sent from PA Server Monitor on Q

Note: Actual message content will vary depending on the product being used, and the monitor which fires the actions.

Scheduling

If the action should not be used 24/7 you can use the Schedule button to specify when notifications should be sent to the

given pager. On off hours the action acts as though it isn't configured at all. The dark green below indicates 'on hours' and
the lighter grey specifies 'off hours'.

Specify Availability Times

Select the times (in this computer's local time zone) when this action can be activated. Left-click (and oK
@ drag) to set or clear one or more hours.
Green squares indicate hours when this activity can be activated. Set All Clear All Cancel
. 2a 1la 2a da da Sa 5a Ta Ba Ga  10a  11a 13 Tp 2p Sp  10p  11p
un

Mon

Tue

Wed

Thu

Fri

Sat

See the FAQ on other ways to send alerts to phones and pagers at: SMS Hints
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Set Server Maintenance Mode Action

This action can be used to put a server or a group of servers into immediate maintenance mode. It can also be set to remove
server(s) from immediate maintenance.

The dialog shown below is displayed when you add or edit a set server maintenance mode action. You may select either to
put servers into maintenance or remove them but not both in the same action.

Configure Maintenance Action

% Description | Set Server Maintenance oK

Cancel
= Set the following servers into maintenance mode (no monitors for those
servers will run)

Immediate maintenance period I 1 |Hour(s) j

¢ Remaove the following servers from maintenance mode (start running the
monitors on their normal schedule again)

™ * Server that monitor was checking *
[1Servers/Devices : Q
[15ervers/Devices : RANCOR

Enter the name of the action making it something that will be meaningful to you. Then select the option to set how the
maintenance will occur and then select the servers to include. The top server option can be used to select the server that is
currently being monitored.
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SNMP Trap Action

The SNMP Trap action will take values, descriptions, etc from a monitor and fire them off as an SNMP Trap. You can
configure the action to send the Trap to any server/device on the network, using any port (port 162 is the default SNMP Trap
port).

Configure SMMP Trap Action

r%"*. SNMP Trap Target (host name or IP address)
e | 102.168.32.67

oK

Cancel
Trap Port

162

Version
v2c hd

Community string
| public

Test Send

PowerAdmin.mib is available for interpreting the Trap
fields in the MIBs folder.

Traps will have the following fields:

alertSummary A human readable summary of the alert condition.
computerName  Source Computer Name

monitorName Source monitor name.

monitorStatus Monitor status.

monitorMessage A custom message from the monitor. This field is often empty.
alertTimestamp A string representing the time of the error in YYYYMMDDHHMMSS format. This is in the local time of the reporting agent.
monitorType Source monitor type.

monitorStatusID  Monitor status ID.

computerlD "Source computer ID within the Power Admin monitoring product.
monitorlD “Source monitor ID.

monitorTypelD  Source monitor type ID.

monitoriDasOID  “Source monitor ID as an OID

computerlDasOID "Source computer ID as an OID

" You can view the IDs in the Console by setting
HKEY_LOCAL_MACHINE\software\PAFileSight, [DWORD] xShowIDs = 1
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A MIB file exists in the C:\Program Files\PA File Sight\MIBs folder which describes the format of the Traps that will be sent.

You can download that same MIB file here.
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Start Application Action

This action will start a program and run it on the Central Monitoring Service, or on a remote Satellite computer.

The application is started on the specified monitoring computer (where the monitoring service
is being run), not on the target computer that is being monitored.

To launch an application on a remote computer, we recommend having the Start Application
Action run Microsoft's PsExec, and direct it to launch your target application remotely. More
information on PsExec

Launch Program Action

’ Action Description l| OK
Run program on: Cancel
1" Monitoring service on 127.0.0.1 j

Select the program that you would like to run. NOTE: The program will be launched
under the same user account which is running the service.

Program Path

Command Line Parameters

Command Line Parameters can use variables which will be expanded
before the application is launched.

Variables...

= Launch from the Shell (this is roughly the same as double-clicking the file from Explorer).
File associations can be taken advantage of.

& Launch via operating system CreateProcess call. This is a lower-level operating system call.

Replacement variables can optionally be passed on the command line to the program that is being launched.

It is important to remember that the application is being launched by the monitoring service, which quite often runs as a
different user account than you. It which might not have the same HKEY_CURRENT_USER registry hive, mapped drives,
Internet settings, etc as you do. You can configure the account that the service runs as from Preferences in the Console
application, or configure which user is used to monitor a particular computer by right clicking on that computer in the
navigation panel and choosing Type & Credentials -> Set Login Credentials.
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Start, Stop or Restart a Service Action

As the name implies, the Start, Stop or Restart a Service action can control the running state of a Windows service.

This action can operate on a specified serivce on a specified server, or it can default to operating on the service and server
that is passed in by a monitor (the Service Monitor passes this information when it finds a service is down).

Start a Service

ﬁéo Operation: oK
(\;‘ ' Start the service
" Stop the service Cancel

" Restart the service
" Pause the service
" Continue the service

" 1. Pause the service

2. I 5 second wait

3. Continue the service

Target Server:
& The monitored computer

" The following computer:

Target Service:
* The service specified by the Service Monitor that uses this action
" Selected service:

Refresh Service List
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Syslog Action

The Syslog action will send a summary description of a monitor's findings as a Syslog event. You can configure the action to
send the log event to any server/device on the network that is listening for syslog events.

You can indicate just a hostname or IP address, in which case port 514 will be used. Or you can use a hostname:port or IP
address:port format to target a different port.

Configure Syslog Action

Server name or IP address to send alerts to: oK

Cancel

Send using the following facility:

|Localo (18) =

Severity that Alert (yvellow) events should be sent as:
|Warning (4) j

Severity that Error (red) events should be sent as:

|Error (2) j

Send Test

You configure which syslog facility should be used when sending the log event, as well as the severity that should be used.

Multiple Syslog Actions could be set up to send different logs to different Syslog servers. Some monitors could then use one
Syslog Action, and other monitors could send alerts through a different Syslog Action.
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Write to Event Log Action

The Write to Event Log Action writes details of a monitor's findings to the Windows Application Event Log.

Select Event Type

%! Description || OK
Specify the options used when creating the event log entry. The event log Cancel
entry will be created in the Application Event Log.

Event Type " Information
& Warning
 Error
Event Source | PA_Server_Monitor ;I
Event ID | 1
Event Category I 0
Description $Dated $Time$ 7
Computer: [$Machine$] Change
Monitor: [$MonitorTitles] Message
Description: $Details$ Template
$MonitorMsg$
SAlertChartss
£TimelnErrorg
o Variables...
Destination I" Monitoring service on 127.0.0.1 |

You can specify whether to write the event as an Error, Warning or Information event, the Source, ID and Category to use,
and specify the event description.

The event will be written to the specified monitoring service's Application Event Log.
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Write to a Text Log File Action

The text logging action writes to a text log file the details of a problem found by a monitor. You specify where the log file goes,
and how often a new file is started.

Configure Leg File

" 4 Directory for log files I C:\TEMP oK

Name of log file I ServerEvents.txt Cancel

Example log file name for chosen option:
C:A\TEMP\ServerEvents_2017-04-18.txt

@ Write to a new file daily (appends Yy¥y¥-MM-DD to filename)
i~ Write to a new file weekly (appends Yvvv-Wax to filename)
" Write to a new file monthly (appends YyYY-MM to filename)
" Always write to the same file (appends nothing to filename)

Max log file size in KB I 5000

 Write as UTF-8
* Write a Unicode

¥ Include appropriate Byte Order Mark (BOM) for above format

[~ Allow new line character in output
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Ad Hoc Reports

Ad hoc reports can be generated at any time to quickly gather historical and current data on your systems. Simply click

through each tab and make the selection that is presented on that tab. Note that the reports present in your application may
differ from those shown in the image below.

In the example below, the user is on the top Report Data Type tab. Report Types are defined by the monitors installed on the
system (the monitors are what store the data, and they also create the reports). In this case, the user has selected the Free

Disk Space report type, and specifically the Free Space Percent report. The remaining tabs have turned green to indicate
that they still need to be visited.

Report Data Type  cpggge 3 report type

1 -

1] [System Summary Reports] ~
.l Active Directory Login Monitor

te Bandwidth Objects

[&] citrix Performance

|F] Database Statistics

.| Directory Quotas

E Environment Measures

%5 Event Log

| Execute Script

il File & Directory Changes

“"| File/Directory Size

E-8a Free Disk Space

i -[2 Disk Space Summary

|£] Free Space

|£] Free Space On All Scanned Drives

B

[£] Free Space Percent On All Scanned Drives
[#] Used Space

Report Display Type

Source Data

Filters and
Parameters

On the Report Display Type we see that this particular report can be represented as a Bar Chart, CSV Export, Line Chart or
Tabular Report. The Tabular Report will create a dynamic HTML table with sortable column headers. The CSV Export is a
.csv file which can easily be imported into Excel and other applications. Some report display types won't make sense for
some data types -- in that case, the display type will not be shown.

Report Data Type
5 L Choose a display type

. Chart: Bar
Report Display Type  |Chart: Line

, |File Export: Comma Separated Values (CSV)
File Export: Tab Separated Values
Source Data Table: Dynamic (sortable columns

. |Table: HTML

Filters and
Parameters

After having selected the report type and the display format, it's time to choose which data to report on. This is done on the
Source Data tab. This tab will display all of the data that is available for the chosen report type. In this case we are shown
drives that can be reported on. The radio buttons at the top display the available data sets in different ways. In addition, the

Filter box will filter the displayed items down to entries that contain text that you enter. This makes finding a particular data
set from a very large list quick and easy.
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Check the box next to the data set(s) that you want to report on. You can also place the check at a higher level in the data set
tree and all data sets below it will also get checked.

NOTE: Most data sets can be deleted. Although not shown in this screenshot, there is a "Delete selected data sets" button
near the bottom of this dialog. Clicking that button will delete the data for the checked data sets from the database.

Report Data Type i s =
B i Select the specific data to use (press CTRL while selecting for

Report Display Type | Display: ¢ Alphabetically « By Owner S

Filter: |

Source Data 5
[®] *Automatic Configurations
B [¥] ABCLIVEDEMO
C:
[JARCHIVE
Bl [v] BALROG
C:
[JBANTHA
[ CLEANZO016
M 1 ATas

The final tab is Filters and Parameters. The filters and parameters shown depend on which report type you are creating.
Most data sets have the ability to specify a time span for the report. Many report types also have summarization abilities like
the example below. Summarizing allows you to take a large data set and summarize it into a smaller amount of data. That is
done by taking a set of values (an hour, day, week or month's worth) and computing the minimum, maximum or average value
for that period.

Filters and
Parameters

Report Data Type T 2 :
" = Fill in the parameters (click the value and edit)
Report Display Type Starting date Today

. | Ending date 7 days ago

Source Data Summarize data by Daily Average
1| Show trend line (for line charts) No

Filters and - 3

Parameters Threshold line (for graphical output)
|

When you press the Generate Report button you will be taken to a "Report Generation in Progress" page, and then
automatically forwarded to the finished report.

Since the reports are HTML pages, you can open a report in a regular browser, print the report, generate a PDF, etc. To see
the URL for the finished report, scroll all the way to the bottom.

Report Troubleshooting

If a report doesn't show the data that you expect, check the following:

Check the time frame the report is using (bottom tab in the graphic above). Often the time frame excludes available data.

Consider when the report is run and when data collection happens. If you run a report at 1am, but the monitor first collects
data at 2am, a report for Today won't have anything to display.

Double-check the Filter and Parameters tab for other settings. Some times the parameters end up excluding data that you
want.

Make sure the data set selected in the Source Data tab is what you expect.
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Report Branding

Managed Service Providers are always looking for ways to add value for their customers and build their brand. PA File Sight
can help by making it easy to brand reports that you give customers.

Create a graphic file (any image format that can be displayed by a browser will work). Copy that graphic file to:
C:\Program Files\PA File Sight\Reports\Shared

Example "my_logo.png"

The World's Best I.T. Support

Next, go to Settings -> Report Settings and indicate the graphic file name (just the file name, not the full path). The graphic
file will be shown in a band at the top of the report. If the graphic doesn't fill the whole space, you can choose what
background color to show in the rest of the band (use HTML colors like #FFFFFF for white for example).

Report Settings

s st s A C: \Program Files (x86)\PA Server Monitor\Reports) ... | The built-in HTTP server can only serve oK
content from the reports directory
Days before reports are cleanad up: I 14 Clean all Reports Mow Cancel
Server name to use in report URLs: I Clean2016.office.poweradmin.com

[~ Require login to view reports (configure logins via Settings -> Remote Access)

[T all Scheduled Reports should use a unique directory and unique URL (never overwrite existing report)

Time format: & 12 hour (AM/PM) 24 hour

¥ Use a custom report logo
Copy the logo graphic file to C:\Program Files (x86)\PA Server Monitor\Reportsshared
Filename HTML backaround color
config_report_branding2.png #FFFFFF

Status Reports

Status reports are updated on the fly if they are served from the embedded HTTP server. If you are publishing them via
a separate web server, then you will need to generate them in the background.

How often do you want to update the status reports in the background? (Note that this does use CPU resources)

Every |Update when viewed (don't update in the background) j

Reports will then appear like the example below
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# PA Server Monitor Ultra Console - v7.0.0.308 [ Connected to CLEAN2016 as menitorsve |

File View Configuration Settings Licensing Help Quietl..
Licensed to:
erver ONITOR P Server Monitor Ukia Tiial License (17 daps lef]
_ @ Stop Service Settings h‘ Smart Cor .5 Bulk Confii |ﬂ Licensas I“{i Exit
Servers/Devices < Back Open in Browser Print
=44 Servers/Devices
#-d% *Automatic Configurat
m-dy Office m el Eol Group S All Serve- Executiv- Current - Status O~ Monitori—
@2 BANTHA = Updated 18 Apr 2017 02:20 PM
i Servers/Devices o g
&2 CLEAN2016 . AlReports | [ PDF
- Q Group Overview wiersion
@& RANCOR Server Status Counts Monitor Status Counts
&2 LOTSA 6 Alert 15 Alert | 5 Error
=& ARCHIVE
@& BALROG
[+ 4& ABCLIVEDEMO
- 192.168.7.3 S
- 5 —
(] - 0 3
192.168.73 | & ~ 1 00
192.168.7.40 | &
BANTHA !
< , © ©%| 0|0 o O
All Actions Q @ @ @ A, @ 0 @
Advanced Services ascLivinemo | @ | » | QD | 9 | QO 1 O | O | &
Updates @ ARCHIVE Q& & &2 A G ¥
Reports ‘ - = - = B i I
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Group Report Settings and Delivery

Contents

The Group Report Settings and Delivery dialog allows you to change some attributes of Group Reports. Group Report are

shown when you select a group in the navigation pane. They can also be shown in a browser.

To display the Group Report Settings and Delivery dialog, go to "Report Settings" and select the "Group Settings" command

item for the group whose group report options that you wish to work with, as shown.

Servers/Devices

E‘"'!;!-,I T e L R
[]"'!5'!-.! Add Mew Computer/Device ...
™
[]"'!:;"’ Create New Group
e o
o Create New Dynamic Group
= Rename Group
e Maove Group to Different Group
B Set Group lcon
-
- Report Settings > Group Settings ...
[ Custom Properties ... Server bettings ..
-

Add Monitoring Templates

Next, you will see the Group Report Settings and Delivery dialog displayed, as shown.

Group Report Settings and Delivery

r oK

Cancel
Reports to generate for this group
WAl Servers A
Wl Current Errors
(Wl Custom Reportl (Custom Report)
[1Custom Report2 (Custom Report)
[]Custom Report3 (Custom Report)
WlExecutive Summary (Executive Summary - Servers/Devices)
WIGroup Overview
Wl Groun Summary

Edit Report
Settings

Report to show when this group is selected in the Console
|Gr0up Summary j

[T Automatically navigate to next report after | 60 seconds.

Group Report Delivery

Select the Email actions to send the reports to

[C1E-mail Message to OtherlUser@yYourDomain.com
[1E-mail Message to User@YourDomain.com

Select the reports that will be emailed

1Al Servers & Delivery
[1Current Errors Schedule...
[1Custom Reportl w

Add Email...

Here you can change the appearance and some characteristics of the Group Reports displays.
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To change characteristics of the Visual Status Map, select the report in the list box at the top of the display and press the Edit
Report Settings button.

To change the report that is initially displayed when the group is selected by the user, select the report in the dropdown list
labeled "Report to show when...".

The check box labeled "Automatically navigate..." allows you to enable the feature that rotates the Server Group display
through the various types of Server Group reports. When this check box is selected, the display will show each of the report
types in succession, and will pause at each report type for the number of seconds that have been specified in the box to the
right.

"Select the Email Actions to send the reports to" allows you to specify which email addresses that the reports will periodically
get sent to. You can add new email addresses, in addition to the pre-configured email addresses that are already available.

"Select the reports that will be emailed" allows you to select which of the three types of group reports that will be emailed at
intervals by the program.

If you are an IT service provider and want to mail reports to your clients, be sure and set:

HKEY_LOCAL_MACHINE\software\PAFileSight
[DWORD]Reports_DisableNavButtons = 1

This will remove navigation links from the reports so clients won't be able to browse to other
clients' reports. Naturally navigation within the Console will be unaffected.

Status Map Editor Dialog

The Status Map Editor dialog is displayed when you choose the Visual Status Map item in the list and press the Edit Report Settings button. A
variety of map graphics are available by default, and you can add your own.
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[N Status Map Editor x

Select the map to use for the background of your report. Resize the dialog so the map image is the size you 0K
want., Remove group and server indicators by dragging them off the map.

Add... Cancel
I Let the browser stretch the graphic to fill the window in reports views
Zoom Whem zoomed in, you can grab and drag the mnage to lhow you it © o€ 5t2tus bohts

" Use status icons

" Label on left
@ Label on nght
" Mo text label

w2 Servers/Devices -
=y *Automatic Confi
=g All Devices - i
& 192.168.7.
@ 192.168.7.
@ 192.168.7.
@ ABCLIVEDE
@ ARCHIVE
& BALROG
& BANTHA
@ CLEANZOL
@ LOTSA
#@Q
@ RANCOR
=@ All Devices - P
& 192.168.7.
& 192.168.7.
&l 192.168.7.
@ ABCLIVEDE
@ ARCHIVE
@ BALROG
@ BANTHA
# CLEAN201
& LoTsA

< Add Status Icon

The Status Map Editor allows you to select one of a number of included graphical maps of the world and of world regions
that can be used as a background for the server status lights.

You need to manually place the groups or servers that you want on the map graphic. They do not show up automatically.
The functions provided by the Status Map editor are as follows.
You can select a background map for this group's Visual Status Map display from one of a number of public domain and

government provided maps that are installed with PA File Sight.

Alternatively, you can use the "Add" button next to the background map selection list in order to provide your own map
graphic file. Your map file must be in one of the common graphical image file formats: BMP, GIF, JPEG, PNG, and TIF are
supported.

The "Zoom" Slider allows you to set the zoom of the background map.
You can move the map image by left clicking and dragging the image.

The "Use Status Lights" and "Use Status Icons" selection allows you to customize the way PA File Sight displays the status
indicators. Status lights are simple light images that can appear green, grey, yellow or red. Status icons are round images
that have the same color coding as the status light but add an icon symbol inside each image: green contains a check, yellow
is a triangle and contains an exclamation, and red is round with an exclamation.

The list of Servers/Devices allows you to select a computer in the group whose status indicator should be added to the map.

Pressing the "Add Status Icon" button with a computer selected in the Servers/Devices list will cause a status indicator for the
computer to be added to the map.

To remove a status indicator from the map, drag it back to the Servers/Devices list.

The three radio button selections: "Label on left", "Label on right", and "No Label", allows you to select the text labeling style
that is to be applied to each status indicator. You should set these radio buttons to choose the style for the indicator that you
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place next. You can "flip" the label in a certain direction so that a city name or feature on the underlying map is clearer. You
can also not apply a label to certain indicators.

When viewing the status map with a browser or in the Console, the map graphic will be stretched or shrunk as needed to fill
the browser window that holds it. The icons will be moved appropriately so they remain in the same relative location on the
map.

The following report display for a properly configured Status Map is typical. In this example, the map indicator and
background map display was configured using the settings shown in the Status Map Editor figure above.

Network Map Group Overview Group Summary All Serve

Servers/Devices
Visual Status Map
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Web Report Access
PA File Sight can optionally require a user login in order to view reports via HTTPS. This is configured in Report Settings.

Once reports are password protected and SSL is enabled, you manage who can view reports via Remote Access Users. This
is the same place where remote Console access is configured as well.

If you are an IT service provider and want to give your clients web access to their reports, set:

HKEY_LOCAL_MACHINE\software\PAFileSight
[DWORD]Reports_DisableNavButtons = 1

This will remove navigation links from the reports so clients won't be able to browse to other
clients' reports. Naturally navigation within the Console will be unaffected.
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Satellite Status Report

The Satellite Status Report is a quick way to check basic stats on a remote Satellite Monitoring Service.

BOb'S De“tal oﬁice Updated 18 Apr 2017 03:16 PM

PDF

% “rsion

Satellite Status Report All Reports

Server Status Counts Monitor Status Counts
0 Alert 0 Other 1000 OK 0 Alert 0 Error 0 Other

230 OK 0 Error

Satellite Details

Et?;“S: Connected Source Address: 192.168.7.49

Ca tact: 18 Apr 2017 03:16:47 PM Local Address: 192.168.7.49

V"'" — 7.0.0.21 Local Computer  RANCOR

Rﬁ?:’:‘ OFFICE\monitorsvc Name: 8003

A t Forwarding Data, Up: 6d  Satellite Port: e2e0fd48-cabe-4a3d-994b-

Ir‘:'i::r“n’:a'tion_ sh 57m ID: a202ad4daass
©192.168.11.1 ©192.168.11.10 192.168.11.100
€ 192.168.11.101 €192.168.11.102 192.168.11.103
©192.168.11.104 ©192.168.11.105 ©192.168.11.106

Like many reports, there is a timestamp showing the report generation time in the upper right, along with buttons to take you
to the table of contents, and to generate a PDF of the report.

Below the report header is a row of boxes giving quick counts of servers and monitors that are run by that particular Satellite
Monitoring Service, and their status.

The blue Satellite Details box gives information about the Satellite, it's status, remote (at the remote site) computer name and
IP address, etc.

Below the Satellite Details box will be a group of colored boxes, where each colored box represents a computer being
monitored by this Satellite. This group of boxes is show the individual servers' status and operates just like the All Servers

Report.

If the Satellite still needs to be accepted, a large yellow box will indicate that status and give instruction on how to accomplish
that task.
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Satellite Status Report

There are two reports to show the status of multiple Satellites at once: The All Satellites Summary, and the All Satellites
Status. You can switch between these two reports via the two links in the grey bar above the blue title bar.

These reports are accessed by clicking on the SATELLITE SERVERS node in the Satellite Services category on the left of
the Console.

Advanced Services

1)) satellite Services

. RANCOR

AII Satellites Summary

This report lets you quickly see the status of all of your remote Satellite Monitoring Services, and easily shows if they are all
on the same software version (sort by the Version column to quickly find Satellites with different versions).

All Satellites Status  All Satellites Summary

Created 27 Jul 2010 16:58:28

All Satellites Summary

All Reports

Description Local Computer Name Version Last Contact Status ~

Cable Pros CP14 3.9.99 (Build 258) 27 Jul 2010 Disconne...
16:57:52

A1 Plumbing CLEANS 3.9.99 (Build 257) 26 Jul 2010 Connected
16:47:52

Amazon EC1 IP-0ACAODS7 3.9.99 (Build 257) 27 Jul 2010 Connected
16:57:52

Amazon EC1 IP-0ACAODGS 3.9.99 (Build 257) 27 Jul 2010 Connected
16:56:52

Bob's dental office DouUG2 3.9.99 (Build 257) 27 Jul 2010 Connected
16:57:52

OFSMONOZ remote COPFSMONDZ 3.9.99 (Build 257) 27 Jul 2010 Connected

satellite 16:58:27

All Satellites Status

This report uses the familiar metaphor of showing each Satellite as a separate box. The color of the box indicates the
Satellite's connection status (green = connected, yellow = disconnected). Disconnected Satellites will automatically float to
the top to draw your attention to them.
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All 5atellites Status

All Satellites Status

5 Connected

Satellite Status Counts

1 Disconnected 0 Error

All Satellites Summary

Updated Jul 2010 16:51:01
PDF

version

All Reports

0 New

6 Cable Pros

Disconnected
Last Contact: 26 Jul 01:10 PM

6 A1 Plumbing

Connected
Last Contact: 27 Jul 04:51 PM

6 Amazon EC1

Connected
Last Contact: 27 Jul 04:51 PM

e Amazon EC2

Connected
Last Contact: 27 Jul 04:40 BM

6 Bob's dental office

Connected
Last Contact: 27 Jul 04:50 BPM

e OPSMONOZ remote satellite

Connected
Last Contact: 27 Jul 04:50 PM
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Scheduled Reports

Scheduling the automatic generation of reports is similar to creating ad hoc reports. To create a Scheduled Report, go to
Reports and right-click on the Scheduled Reports item.

Reports

"~ Generate Ad Hoc Report

= E_r -P,
O : Add New Scheduled Report ... |
Vie

& View System Activity

Creating a new Scheduled Report or editing an existing one will show the dialog below. (Note: The displayed Report Types
may be different depending on which product you are using)

Just like with ad-hoc reports, you choose a monitor-type that sourced the data you want to report on, a report type (chart,
tabular, CSV). You also choose a specific dataset to report on. Near the bottom of the dialog you specify reporting
parameters that are unique to that report. More detail is given in the Ad Hoc Reports section which is exactly the same. In
fact the only difference between the two is fifth Delivery/Archiving tab, and the Schedule button.

Configure Scheduled Report

oK
Report Data Type Choose a report type

7-{[7] [System Summary Reports] A Cancel
&, Active Directory Login Monitor
i-'te Bandwidth Objects

]E Citrix Performance

13| Database Statistics

=-4%| Directory Quotas

[
Report Display Type [
[
[
[
[
[ZI--GE Environment Measures
[
[
[
[
[
[

Source Data

Filters and Parameters

73 Event Log

#-[£] Execute Script

74 File & Directory Changes
7 File/Directory Size

1- 2y Free Disk Space

78 FTP Server Response
=8 Inventory

...[3 Inventory Details
(7 Mail Server Response
B8 Performance Counters

583 Ping Response A

Delivery / Archiving

Schedule...

The Delivery / Archiving tab lets you specify whether to email the report when it has run. The report email will contain a PDF
as well as an image of the report (raw HTML isn't sent because of varying support in email clients).

You can also specify that a PDF copy of the report get saved in a location that you specify. If specifying a remote path, use

UNC paths since mapped drives often aren't available to services. When the report is archived, a unique name containing the
date and time will be created if there is already a report with the same name.
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At the bottom of the dialog you will see the familiar Schedule button. It works the same way as the Schedule buttons in the
monitors. You can easily specify how often the report is run.

Configure Scheduled Report

Report Data Type

Report Display Type

Source Data

Filters and Parameters

Delivery [ Archiving

Select the E-mail actions that the finished report will be sent to

[JE-mail Message to OtherUser@yourDomain.com
[CE-mail Message to User@YourDomain.com

Add...
[~ Save a PDF copy of the report

Directory to save in: | C:\Users\MONITO~ 1\AppData

Name of PDF file: | Report

];llwa'_«s overwrite - append nothing __1
;'Cf\Users'\MONITOnaf@ppDaté\Locél\:i'emp\Report.pclr )

[T Save a CSV copy of the report data
Directory to save in: l C:\Users\MONITO~ 1\AppDat

Name of CSV file: | Report

|,-;-I'w;a'_«s overwrite - append nothing _J
[cr\Users\MONITO~1\AppData\Local\Temp'\Report.csv

[” Print report to default printer

QK

Cancel

Schedule...

Scheduled reports always write to the same location on disk, so the URL to the report is always the same, and viewing the

report in the browser will show the latest generated version of that report. This makes it easy to save the URL in your

browser's Favorites list. If you want to change this behavior, see Report Settings.

Reports that have already run are available in two locations:

o In the Console. Click the Reports button on the right side of the navigation pane. Expand the View Existing Reports node to

see all report types. Expand a report type to see existing reports of that type.

Reports

[l = Scheduled Reports

------- "L Generate Ad Hoc Report

=" | view Existing Reports

' Used Space

o The top right of every report contains a button labeled All Reports. This button will take you to a table of contents page

------- & View System Activity

' Monitoring Coverage
‘@ [25 Apr 10:02 AM] Mc
' Monitoring System Audit

showing all available reports.

Report Troubleshooting

If a report doesn't show the data that you expect, check the following:

o Check the time frame the report is using ("Filters and Parameters" tab in the graphic above). Often the time frame excludes
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available data.

o Consider when the report is run and when data collection happens. If you run a report at 1am, but the monitor first collects
data at 2am, a report for Today won't have anything to display.

o Double-check the Filter and Parameters tab for other settings. Some times the parameters end up excluding data that you
want.

o Make sure the data set selected in the Source Data tab is what you expect.
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Server Status Report

Contents

The Server Status Report is a quick way to check basic stats on your server.

At the top right of the report are buttons to show you the reports for the group the server is part of, the index of all reports,
and a button to get a PDF version of the report.

ESX [192.168.7.12]

System Information

Updated 30 Jul 2014 03:05:20 PM

Group Reports All Reports L POF

wersion

-
%a Processor Time Disk Used - /datastorel
100% 100%
8% 0%
e e .
105 4% 0% —
2:: — Frae 40 GB
- [ used 53168
. 03506 PM 10:35 M 06:04 AM 01:38 PM
_J 29 Jul 2 Jul 30 Jul 30 2 Jun 13 Pl Total size: 391G )
Ping - 192.168.7.12 Device vmnicO at 10:00.0 1000
£ NMbes
Soms SaMbps | M fimn
40 g f - I|l out
it 1 |
30ms 30M | | | |i q
- 20Mbgs | . | | | H'I. o J
i 10M J | ! ! }
- outes W11 bt AT
03106 PM 09:26 BM 03:39 AM 09:54 AM 03:06 PM 09:30 PM 04100 AM 10:35 AM
B 29 1ul 303u 303l 29 1ul 293u 30 Jul 3]

r

In the System Information area are some optional charts. The graphs will probably be different than the ones shown above.
The charts are automatically created based on data collected by the running monitors. That means if you want to see a Disk

Space chart for example, a Disk Space monitor needs to be added to the server to collect the data for the chart.

Uptime

204 days, 0 hours, 11 minutes

July: 100%
) June: 100%
System Details
Memaory
Physical: 18,430 MB
Monitor Status

Monitor
Bandwidth monitor

[Device vmnicO at 10:00.0 1000 In: 189454]
[Device vmnicO at 10:00.0 e1000 Qut: 675266]

Disk Space Monitor

Operating System

VMware ESXi 5.5.0

[o=11]

Intel(R) Core(TM) i7 CPU 230 &
2.80GHz

Model

Gigabyte Technology Co., Ltd.X58A-
UD3R

Last Status Next Check

OK 7/30/2014
3:09:23 PM

oK 7/30/2014
5:13:38 PM
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System Performance Metrics b
[CPU: 11%)
[System\System Up Time: 17600000]

Recent Alerts

Full History: 1 day | 5 days | 15 days | 30 days | 60 days

Error Err Maonitor Title Details Acknowledged
7/28/2 1 Bandwidth monitor Device vmnicl at 10:00.0 1000 Out > 8750000 N

2:39:07 ({Currently 8988937). Outside threshold for 5m 45s

PM

Acknowledge: | All for Computer/Device | [ All Shown Above | [ Refresh |
When you scroll down past the charts, there may be a System Details section. The data for System Details is collected via
WMI on Windows servers. If that section is missing, look at the very bottom of the report for WMI hints. (Note: Getting WMI
working can be tricky. Many customers opt to disable WMI polling completely, with the only side-effect being that the blue
System Details block above is not shown. Monitoring and alerting does NOT depend on WMI at all).

The next section is Monitor Status. All monitors on the server are shown here, along with the most recent status and the next
run time for the monitor. If you want to see the Last Run Time, right-click on the monitor in the navigation panel on the left
side of the application.

The Recent Errors section shows alerts that have recently been fired. On the right side is an optional column labeled Ack,
short for Acknowledge. The Ack column is part of the Error Auditing system. You can hide or show the column and make
other adjustments to the Error Auditing settings by right-clicking the computer and going to Report & Delivery Settings ->
Report Settings.

If you are using an Ultra, Pro or Lite license, you can also schedule the status reports to be emailed to you. Simply right-click
on the server and choose Report Delivery Settings -> Delivery Settings.

2 BANTHA |

& CLEAMN Add Mew Monitor ...

- Q Delete BANTHA
& RANC( Set Server Alias ...
‘ﬁ_ LOTSA Maove Device to Different Group
B4 ARCHI
(-4 BALRC Maintenance Period >
& ABCLI Disable monitering of server/device
-y 192,10

Configuration ¥
Custom Properties ...
Prevent Template Propagation

Block Auto Configuration

Type & Credentials >
Report & Delivery Settings > Delivery Settings ...
Uperations > Report Settings ...

If you are a Managed Service Provider, use Filter User Access at Settings -> Remote Access
to control which servers and devices your customers can see.

Configuring Server Reports
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In this menu you can select the sections of the server report that you want to appear, and configure aspects of each section
(i.e. which charts show up.)

To start, you select the Group for which all contained servers reports will be edited, and right-click to choose Report Settings
-> Server Settings...

o-da W I :
B =Aut Add Mew Computer/Device ...
-y Offic Create New Group
&4 BAN SR -
B4 CLEZ reate Mew Dynamic Group
- Q Rename Group
[ RANC Move Group to Different Group
B LOTE Set Group lcon
[l ARCE
-4 BALR [Repnrl Settings ] » Group Settings ...
E-d ABCL Custom Properties ...

. or;elect a specific computer and choose Report & Delivery Settings -> Report Settings.

© BANTHA |
Add New Meonitor ...

Delete BANTHA
Set Server Alias ...

Move Device te Different Group

Maintenance Pericd >

Disable monitoring of server/device

e IO OO e O e O e OO e O e O OO

Configuration ¥
Custom Properties ...
Prevent Template Propagation

Block Auto Cenfiguration

Type & Credentials >
|Fepnrl& Delivery Settings > Delivery Settings ...
Report Parts

Opening either menu entry will show you the dialogue below. Here you can drag and drop the different report sections to
control whether they are displayed or not, as well as their displayed order. In this example, the Custom HTML part of the
chart will not be displayed.

Configure Status Report

Drag and drop the types of data you want on the report. Double-click an individual oK
item to configure it. Drag to change report data orden
Cancel

Displayed Report Items Available Report Items

Charts Rt_acent_l\_f Acknow_lgdged Alerts

= e E S =
| S e e o [T o mr = ] = |
System Details Custom HTML

= <htmli> <body=>...

Monitor Status

Recent Alerts
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Double-click on a report item to configure settings for that report item.

Configuring Charts

Double-clicking the Charts report type will show the dialogue below. This is where you have great flexibility in defining the
charts that are displayed for a server/device. Similar to the Report Parts dialog, you can drag and drop items back and forth
between the right and left lists. You can also change the order of the items on the left side by dragging and dropping them.

Note: If a chart is defined, but that particular type of data is not available for a server/device, the chart will not be displayed.
It's OK to define charts that some servers will and wonAfA~ A A; A A%t have.

(Available chart types will vary based on the product and license you are using)
Configure Status Report Charts x

Draa chart types from the right Available list to the left Displayed list. Double-click an individual oK
item to configure it. Draato chanae chart order. Draa from the left Displayed list to the right
Available list to delete a chart type. cancel

Available Chart Types
Error Count ~ Citrix Connect Response A

Displayed Period: 7d Om Citrix Login Response

Summarize by: Hourly Maximum CPU Usage %
T g v Unit: Numbar Custom Performance Counter

Custom Script value
Custom SNMP Counter
Database Log Percent Used
Database Log Size
Database Percent Used
Database Plus Index Size

Displayed Chart Types

Source: Database Monitor
Displayed Period: 7d Om
Summarize by: Hourly Maximum

Database Log Size Free Disk Space

Free Disk Space (%)
FTP Response
Humidity

| unit: GB Luminescence

Mail Response
lie o = 2= | Memory Usage %
Combining Tag: DB_SIZE + Grouping Network: Bandwidth - In
MNetwork: Bandwidth - Multi Port
Network: Bandwidth - Out
MNetwork: Broadcast Count - In
: Ei MNetwork: Broadcast Count - Multi Port
glusrﬁ!'ﬁ;ﬁiepEQPngﬂyorE‘lnaximum Network: Elroadcast Count - Qut
: i . Network: Discards Count - In

B unit: GB Network: Discards Count - Multi Port

So=EEsioos Network: Discards Count - Out
) e ) . Network: Error Count - In
Combining Tag: DB_SIZE + Grouping Metwork: Error Count - Multi Port

Database Plus Index Size
Source: Database Monitor

MNetwaork: Error Count - Qut
Database Log Percent Used MNetwork: Multicast Count - In
Source: Database Monitor Network: Multicast Count - Multi Port
Displayed Period: 7d Om Network: Multicast Count - Qut
Summarize by: Hourly Maximum Network: Non-Unicast Count - In
[ ] [ unit: % Network: Non-Unicast Count - Multi Por
Network: Non-Unicast Count - Out

-y Metwork: Unicast Count -In
Combining Tag: DB_PCT_USED + Groupin Metwork: Unicast Count - Multi Port
Network: Unicast Count - Qut

1 o,
Database Percent Used Eﬁjgge L s

Source: Database Monitor
: p Port Response
Displayed Period: 7d Om Tempera@ure

Summarize bwe Honrhe Mavimom

The above Configured Status Report Charts menu is an example of how the menu will appear when you select the menu
from the Servers/Devices node. All of the chart types listed at this level are available to all servers/devices under this node.
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Configure Status Report Charts

Drag chart types from the right Available list to the left Displayed list. Double-click an individual oK
item to confioure it. Draato chanae chart order. Drag from the left Displayed list to the right
Available list to delete a chart type.

Cancel
Displayed Chart Types Available Chart Types
Error Count ~ Citrix Connect Response

Displayad Period: 7d Om Citrix Login Respanse

-
_Summarize bv_: Hourly Maximum EROIsage) Charts Set at

Unit: Number W
: O alue E
—"Custom SNMP Counter thls Ievel

Database Log Percent Used
Database Log Size
Database Percent Used
Database Plus Index Size

Database Log Size Free Disk Space
Source: Database Monitor Free Disk Space (%)
Displayed Period: 7d Om FTP Response . .
Summarize by: Hourly Maximum Humidity
. ol e = Charts inherited
Mail Response
Farwrwd Memory Us3e€ %% from above
Combining Tag: DB_SIZE + Grouping NetwogpkerBandwidth - In
: Bandwidth - Multi Port
- : Bandwidth - Out
Er:tr:]:'saesr:lﬂlslj’??m:i Size / Metwork: Broadcast Count -In
Cource: DatEbase Monkoy / Network: Broadcast Count - Multi Port

MNetwork: Broadcast Count - Out
Network: Discards Count - In

) Network: Discards Count - Multi Port
Il Unit: GB Network: Discards Count - Out
MNetwork: Error Count - In

MNetwork: Error Count - Multi Port
Network: Error Count - Qut

Displayed Period: 7d Om
Summarize by: Hourly Maximum

Cnmhininn Tan* NR SI7F & Gronninn

From Servers/Devices MNetwork: Multicast Count - In
Database Log Percent Used MNetwork: Multicast Count - Multi Port
Source: Database Monitor MNetwork: Multicast Count - Out
Displayed Period: 7d Om MNetwork: Non-Unicast Count - In
Summarize by: Hourly Maximum MNetwork: Non-Unicast Count - Multi Por
W unit: % Network: Non-Unicast Count - Out
Network: Unicast Count - In
Network: Unicast Count - Multi Port
amhinina Tan* DR BCT 1ISEN 4 Gronninag MNetwork: Unicast Count - Out
Page File/Swap Used %

From Servers/Devicas Ping
Database Percent Used Port Response

Source: Database Monitor T
= : emperature
Nicnlavad Perind- 7d Nm v .l P " or - oy b

The above Configured Status Report Charts menu is an example of how the menu will appear if you select the Configured
Status Report Charts menu at a group or server/device level. Note the different shaded chart types. The darker shaded
charts are inherited from a group above. The lighter shaded charts are charts set at this level and will be available to
servers/devices below this level.

Adding Charts - To add charts to the server status report, choose one of the chart types from the Available Chart Types and
drag it to the left side. Remember that if you add a chart, there needs to be a monitor that collects the data to be able to
display the chart. Edit the parameters as needed.

Editing Charts - Double-click on any individual chart type to change its properties, including the number of days to display,
the granularity of individual data points, line color and more.

Inherited Charts - If you want to change an inherited chart type you should navigate to a higher node where it was created.
If you want to disable this chart for this node and below, double click on it and check the Disable Chart check box. If you find
later that you want this chart to be shown again, simply drag it off to the right side and it will be inherited again.

Custom Charts - To create custom charts, choose one of the Custom chart types (depending on which monitor is collecting

the data that you want) and drag it to the left side. Be sure to fill in the Filter parameter -- this is a simple piece of text that will
be matched to all statistics being monitored on the target server, and if it matches, that statistic will be charted.
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Define Chart

Chart Type: Ping

QK
Source Monitor Type: Ping Maonitar Cancel
Displayed Period: |Dav(s) j
Summarize by: |Minute Maximum j
Unit: |ms j
Display: Line
-
) [” Wide chart
Line Color: .
[~ Do not use 0 baseline

Combining Tag:

[~ Disable chart

Configuring System Details

The blue System Details box can be customized to show any fields that the Inventory Collector monitor puts into the
database. Drag and drop to show or hide, and to change the order of displayed fields.

Configure Status Report

Displayed Inventory Items

Drag and drop the types of data you want displayed in the System Details box.
Drag to change item order. Items that begin with an asterisk are Custom Properties.

Available Inventory Items

0S: Up Time

Uptime % (this month)
Uptime % (last month)
0S: Name

0S: Version

CPU: Name

CPU: Core Count

Memory: Total RAM (in MB)
Memory: Total Swap (in MB)
Model

Manufacturer

Anti-Virus Pattern File Date A
Anti-Virus Pattern File ID
Anti-Virus Product
Anti-Virus Status
Anti-Virus Version
Architecture

CPU: Clock Speed

CPU: Count

Date Added for Monitoring
Description

Domain

Drive: Health

IP Address

Is Domain Controller
Maintenance Schedule
Network Distance (Hops)
0S: Architecture

0S: Current Time

0S: Last Boot Time

SSL Cert Expiration

Time Zone Offset b

QK

Cancel

Configure Monitor Status

The Monitor Status grid displays monitors for a server and their current status. You can configure whether a monitor's errors
have to be acknowledged before it is allowed to show green after having been yellow. Also, you can select to either show the
monitor's "Next Run Time" or "Last Run Time". This is part of the Error Auditing system.
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Server Status Report Settings

I~ Monitors should use the yellow "Unacknowledged Alerts” status if oK
everything is OK and there are still unacknowledged alerts

Cancel
[~ Show monitor Next Run Time

¥ Show monitor Last Run Time

Configure Recent Alerts
Here you specify what columns appear in the alert grid, how many recent errors to show, and whether the errors should be
acknowledged or not as part of an Error Auditing procedure you might use at your location.

Recent Alerts Settings

Columns to show in the Recent Alerts grid oK

Midcknowledged By =
[JAcknowledged Time Cancel
[]Collection Server

[Deduplication ID

W Details

[JErrID

[CJError Count

[WIError Time

CIFacility

C1Group v

¥ Once an alert is acknowledged, it should no longer be shown in the
status report.

[~ Once the underlying monitor is OK, its older alerts should no longer be
shown in the status report.

Max number of errors to show in the status I 25
report

Configure Recently Acknowledged Alerts
This menu works the same as the Recent Alerts menu with the exception that you can't select either of the two options on the
bottom of the menu.

Recently Acknowledged Alerts

Columns to show in the Recent Alerts grid oK

[Acknowledged By o
[JAcknowledged Time Cancel
[]Collection Server

[Deduplication ID

W Details

C1ErrID

[C]Error Count

WIError Time

CIFacility

[1Group v

[T Once an alertis acknowledged, it should nao longer be shown in the
status report.

[T Once the underlying monitor is O, its alder alerts should no longer be
showen in the status report,

Max number of errors to show in the status I o
report

Configure Custom HTML

When this menu is double clicked a text file will open. This text will allow you to enter HTML code that will be placed on the
server status page in the position listed on the left side of the Configure Status Report. To save the file, select the save
option in your text editor and the page will be saved to the correct location.
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Viewing System Activity

The View System Activity item is the place to go if you ever want to see what the monitoring service is currently working on.
You can choose to show or hide the following activity types:

Monitors, with the ability to filter on monitor state (running, completed OK, fired actions, or internal error)

Actions that have been fired

Monitoring service start and stop events

License events (new licenses found, license mode being used, etc)

Reports generated (automatic or ad hoc)

When you view the running system, you'll notice that running monitors have a start time, but no duration since it hasn't

finished yet.

The activity log is purely for your information and can be cleared at any time. When it grows to a length of 5000 items it
begins to automatically remove the oldest items.

Servers/Devices

Show:
All Actions ¥ Monitors Statuses: W Runnin¢hy OK [ Actions fire W Errors
Advanced Services W Actions
Updates @ ¥ Monitoring service events Filter
¥ License events
Reports
™ Reports
&] Generate Ad Hoc Report Clear Activity Log
= Scheduled Reports
2-[[] View Existing Reports Activity [ Stat... | Start Time Durat... | ~
[ view System Activity [ABCLIVEDEMO] Core - Windows P... Runn... 18 Apr 2017 04:2...
[Q] Server Temperature Monitor Runn... 18 Apr 2017 04:2...
[{Global Monitors}] Dynamics CRM OK 18 Apr 2017 04:2... <1 sec
[{Global Monitors}] Active Directory  OK 18 Apr 2017 04:2... <1 sec
[{Global Monitors}] Disk Space QK 18 Apr 2017 04:2... <1 sec
[RANCOR] Core - Ping Monitor oK 18 Apr 2017 04:2... <1 sec
[{Global Monitors}] ASP.NET OK 18 Apr 2017 04:2... <1 sec
[ABCLIVEDEMO] Core - Ping Monitor 0K 18 Apr 2017 04:2... 1 sec
[CLEANZ2016] Core - Ping Monitor QK 18 Apr 2017 04:2... <1 sec
[BANTHA] Core - Ping Monitor OK 18 Apr 2017 04:2... <1 sec
IMCLEANZ2016]1 Monitoring Svstem Pe [8]74 18 Apr 2017 D42 2 gsar
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Standard Report Tabs

Running a report in PA File Sight is very easy. You start by going to the Reports node, and then to either Generate Ad Hoc
Report, or right-click on Scheduled Reports.

Servers/Davices

All Monitors Report Data Type
All Actions | Choose a report type
Advanced Services Report Display Type [F]- [System Summary Reports]
Updates El{:['_'_.—Tn Active Directory Login Monitor
Reports =tce Dol - ™ Bandwidth Objects

)
[ = Generate Ad Hoc Report Report Group

m
View Existing Reports Filters and Parameters
On the right side are all of the different report types. In general you would want to go to the monitor that is collecting the data
that you want to run a report on. In this example we'll select the Active Directory Login Monitor. You might have different
monitor/report types listed based on your product and license.

=c) Scheduled Reports El‘g;ln Database Statistics

E
H
Eﬂ---m Citrix Performance
E
E

3----!' Directory Quotas

Report Data Type
Choose a report type

Report Display Type [System Summary Reports]

EG'_'—.-T. Active Directory Login Monitor]|

Source Data - g Failed Logins

- § Login Events

Report Group
! . 4 Logins By User

Filters and Parameters @ Logins to Domain Controllers
! 2 m = et el
Once you've selected the report type, visit each of the tabs on the left to make selections.

Report Display Type

The Report Display Type tab lets you select the output format for the report. The "Table: Dynamic" is a popular report format
that shows a dynamic table in the output. For very large reports (thousands of lines of output), the CSV report might be
preferred as Excel usually handles large amounts of database better than a browser.
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Report Data Type
Choose a display type

File Export: Comma Separated Values (CSV)

Report Display Type

Source Data
Report Group

Filters and Parameters

Source Data

The Source Data tab is where you select which data set to use. For some report types there might only be a single selection.
For the image below we chose the Bandwidth monitor report type in order to show how this looks when there are multiple
data sets to choose from.

Report Data Type
Select the specific data to use (press CTRL while selecting for multiple)

Report Display Type . .
Display: " Alphabetically (+ By Owner ( Selected

Source Data

] E | Servers/Devices
B [m] NETWORK DEVICES
2w 192.168.7.11
i [] Eth0:In Bandwidth % [in_port_pct.Eth0]
Filters and Parameters Eth0:In Bandwidth [in_port.Eth0]
[] Eth0:Out Bandwidth % [out_port_pct.Eth0]
| Eth0:0ut Bandwidth [out_port.Etho]

Report Group

Report Group

Report Groups are an easy way to get similar reports grouped together. This is purely for your organizational use. If the value
is left blank the reports will get added to the Ad Hoc group. This is most useful for cases where there are many Scheduled
Reports that a group of people will refer to often.

uuuuuuu ;e

All Monitors Report Data Type
All Actions | Choose an existing reprt group, or enter a new name.
Advanced Services Report Display Type AD HOC j

Updates
Reports

------- "_'= Generate Ad Hoc Report Report Group

[m %3 Scheduled Reports I

=} | View Existing Reports Filters and Parameters

=| ! apHoc

- ! Error Audit Report
' Bandwidth Objects

' Configuration Audit

Filters and Parameters

The most important tab for most reports is Filters and Parameters. This is where you really define what the report should
show. The list of fields shown will be different for each report type. Most reports have a few fields in common:
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Report Data Type
Fill in the parameters (click the value and edit)

Report Display Type Starting date Today
1 Ending date Today
Source Data Summarize data by Raw Data
1 Scale data by Click to edit
Report Group Unit Mbps
Filfére andiParcanetess I Show trend line (for line charts) No
| Hours/days filter No filtering
| Threshold line (for graphical output)  Click to edit

Starting Date
Ending Date

These two fields specify the time frame for the report. The order of the times doesn't matter - they will automatically be re-ordered if
needed. Clicking the date gives the typical date selector control, and clicking the Advanced box expands the selection so also specify
specific times, or relative times from today.

¥ Advanced OK | | Cancel
o = :57: =)
@ |11,r 2/2018 J |10.5?.50 AM =
" Current time = I 5 IDay(s) j
e, |First day of previous month j

Once you've made your selection, the date is converted into a relative date from today so the report can be run on any
date to give the desired results.

Fill in the parameters (click the value and edit)

Starting date -7 days ago
Ending date Today

Hours/days filter
If you need a report to only a specific part of the week (only work hours for example), you can do that with this field. The green/dark cells are
the period of time the report will show.

Hours/days filter o filtering " Generate ==
Select the time penods for which data should be used in the report. oK
. ’ Cancel
Green squares indicate hours when data will be used for the report. Set all Clear All
28 B 28 F] Il 73 28 - ] 108 118 129 10 i) a5 £ 1] i p []] L[]

Delivery / Archiving

If you choose to create a Scheduled Report ran than running an Ad Hoc Report, there is an additional tab for emailing the
report and/or saving the report data.
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Report Data Type

Report Display Type

Source Data

Report Group

Filters and Parameters

Delivery / Archiving

Select the E-mail actions that the finished report will be sent to

! [DEmMail -
C1E-mail " s

Add...
[~ Save a PDF copy of the report
Directory to save in: I H:\TEMP
| Name of PDF file: I Report
|;:-I'.ﬂ;a'_«s overwrite - append nothing j
|H:\TEMP\Report.pdf
[~ Save a CSV copy of the report data
Directory to save in: I H:\TEMP
Name of C5V file: I Report
|;:-I'.ﬂ;a'_«s overwrite - append nothing j

H:\TEMP\Report.csv

[ Print report to default printer

If saving a CSV or PDF file, it is recommended to save it to a local drive. If it must be a remote drive, specify the folder using
a UNC path as mapped drive letters are not available to service processes.
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PA File Sight - All Changes Report

The All Changes report is a quick way to see everything PA File Sight has recorded in an environment during a specified time
frame. Because it uses few filters it is most often useful in testing, or in environment where only a few activities are being
monitored.

Report Data Type Choose a report type

! [#H-" ' [System Summary Reports]
- File sight

"R Al Changes

Custom Data Set

Report Display Type

Source Data

Report Group File Changes

. Type of Change
Filters and Parameters

| : User Activity Level
This monitor has the standard report tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the
monitors, and as usual, the most important settings are on the Filters and Parameters tab.

Report Data Type Fill in the parameters (cdlick the value and edit)
1 Starting date Today
Report Display Type Ending date Today
Sort data by Event Time
Source Data
| Server D2
Report Group Qutput Fields =all=

i Hide Empty Columns  Yes

Filters and Parameters Hours/days filter Mo filtering

|
You can control which fields are shown in the output via the Output Fields column. Data from only a specific server can be
selected using the Server field.

Changed Files on D2 Created 01 Mov 2018 OLi38 PM

Al Reports

Summarized Data
Data shawn for 18 Oct 2018 12:00 AM b5 D1 Nov 2018 11:58 PM, 7 records
Summarized Data

Event Ti. User Operal File Name File . User Addr.. User .. Server Process =
10/26/2018  OFFICE\doug Deleted 1\audited folder\Copy of 10.bit.dat D2 192.168.7.28  deved system or network
9:02:22 AM

10/18/2018 OFFICE\dsug Read T:\sudited folder\FS_TRACING_FILES. bt D2 127.0.0.1 pa_db explerer.exe
10:10:59 aM
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PA File Sight - Custom Data Set Report

Contents

The Custom Data Set Report is a very flexible report which offers the most filtering options to see exactly what you are

searching for.

Report Data Type
Report Display Type
Source Data

Report Group

Choose a report type

[System Summary Reports]
=T Fle sight
& All Changes

["J Custom Data Set

- @ File Changes

This monitor has the sténdard rebort tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the

monitors, and as usual, the most important settings are on the Filters and Parameters tab.

Report Data Type

Report Display Type

Source Data

Report Group

Filters and Parameters

Fill in the parameters (click the value and edit)

Starting date
Ending date

File Name (enter part of file name)
File or Directary
Type of Change
Server

User

User Address

User Computer
Server Process

Sort data by

Qutput Fields

Hide Empty Columns
Hours/days filter

The fields that can be set include:

Starting date:
Ending date:
Hours/days filter

See the standard report tabs for information

File Name

7 days ago
Today

File
<any>
<any>
<any>
<any>
<any:=
<any=
Event Time
<all>

Yes

Mo filtering

This field will be used to match against the full path of files and directories in the database. It accepts the * wild-card. You do not have to

specify the full path for matching files - if the text you enter is found anywhere in the path, that is a match.

You can use a comma to separate multiple file names. You can put an exclamation mark (!) in front of a file to indicate

NOT that file.

Some examples:
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.mp3 - return any file that contains .mp3 anywhere in the full path of the file

*.mp3 - the same as above

.docx, .xIsx, .pdf - return any files that contain .docx, .xIsx or .pdf anywhere in the full path

\DOCS\ - return any files that contain \docs\ anywhere in the filepath (checks are not case sensitive)
lauthorized - return any files that do NOT contain 'authorized' in the full path

.docx,lauthorized - return all .docx files unless 'authorized' is in the full path

File or Directory
Indicate whether the search should work on just files, just directories, or both.

Type of Change
Filter the files by the operation that was performed on them. The change can be one or more of:
Audit Changed (file security setting)
Copy (detected by the PA File Sight Endpoint)
Created
Deleted
Failed to Change Audit
Failed to Change Group
Failed to Change Owner
Failed to Change Permission
Failed to Create
Failed to Delete
Failed to Move
Failed to Read
Failed to Rename
Failed to Write
Group Changed (file security setting)
Moved
Owner Changed
Permission Changed
Read
Renamed
Wrote
Server
Select the server from which file activity is being reported on
User
Select a specific user for which file activity is being reported. A list of users seen will be loaded from the database.
User Address
Select a specific user IP address for which file activity is being reported. A list of user IP addresses that have been seen will be loaded
from the database.
User Computer
Select a specific user's computer name for which file activity is being reported. A list of user computer names that have been seen will be
loaded from the database.
Server Process
A list of all server processes will be loaded and shown from the database. Specify those that you want to report on. The special System or
Network entry is used when the server operating system was the source of a file operation, OR when the operation came from a remote
computer (a request from the network).
Output Fields
Control the size of the report by only showing the columns you are interested in
Hide Empty Columns
Depending on the report settings and the information available, some fields might be empty. This setting can automatically hide columns
where all values within the column are empty.
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Craatad 01 New

Custom Data Set

Summarized Data All Reports

Drata shown for 18 Oct 2018 12:00 AM to 01 Nov 2018 11:5% PM, 7 records
Summarized Data

Event Ti-. User Operat..  File Name File Se.. User Ad-. User C.. Server Proc.
10/26/2018  OFFICE\dsug Deleted sudited folder\Copy of 10.txt.dat D2 192.1668.7.. deved system o
9:02:22 AM network
10/18/2018  OFFICE\doug Read :\audited folder\FS_TRACING_FILES.kxt D2 127.0.0.1 pa_db explorer.ee
10:10:59

aM

10/18/2018 OFFICE\dcug Deleted I:\audited folder\FS_TRACING_FILES. txt D2 127.0.0.1 pa_db explorer.exe
10:11:02

AM
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PA File Sight - File Changes Report

This report is useful to quickly find out what activities happened to a specific file. In the example below, everything that
happened to the budget.xls file will be shown.

Report Data Type Choose a report type
1 [System Summary Reports]
=T Fie sight

Report Display Type

Source Data & Al Changes

& Custom Data Set

"W File Changes

This report is a subset 6f the mofe powerful Custom Data Set Report.

Report Group

This monitor has the standard report tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the
monitors, and as usual, the most important settings are on the Filters and Parameters tab.

Report Data Type Fill in the parameters (click the value and edit)
1 File Name (enter part of file name) budget.xls
Report Display Type .
p play Ivp Starting date 7 days ago
I Ending date Today
| Sort data by Event Time
Report Group Server Click to edit
1 Qutput Fields <all=
Filters and Parameters Hide Empty Columns Yeg
Hours/days filter No filtering

The fields that can be set include:

File Name
This field will be used to match against the full path of files and directories in the database. It accepts the * wild-card. You do not have to
specify the full path for matching files - if the text you enter is found anywhere in the path, that is a match.

You can use a comma to separate multiple file names. You can put an exclamation mark (!) in front of a file to indicate
NOT that file.

Some examples:
.mp3 - return any file that contains .mp3 anywhere in the full path of the file
*.mp3 - the same as above

.docx, .xIsx, .pdf - return any files that contain .docx, .xIsx or .pdf anywhere in the full path
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\DOCS\ - return any files that contain \docs\ anywhere in the filepath (checks are not case sensitive)
lauthorized - return any files that do NOT contain 'authorized' in the full path

.docx,lauthorized - return all .docx files unless 'authorized' is in the full path

Starting date:
Ending date:
Hours/days filter
See the standard report tabs for information
Server
Select the server from which file activity is being reported on
Output Fields
Control the size of the report by only showing the columns you are interested in
Hide Empty Columns

Depending on the report settings and the information available, some fields might be empty. This setting can automatically hide columns
where all values within the column are empty.
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PA File Sight - Type of Change Report

The Type of Change report is a good way to see all changes of a specific type within a time frame. For instance, this is a
good way to quickly see all files that have been deleted within a time range.

Report Data Type Choose a report type

1 [System Summary Reports]
- File sight
All Changes

Report Display Type

Source Data
Custom Data Set

Report Group File Changes

Type of Change

! - g User Activity Level
This report is a subset of the more powerful Custom Data Set Report.

Filters and Parameters

This monitor has the standard report tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the
monitors, and as usual, the most important settings are on the Filters and Parameters tab.

Report Data Type Fill in the parameters (click the value and edit)
i Type of Change Created, Moved
Report Display Type i
Starting date 7 days ago
|
Ending date Toda
Source Data g i
| Sort data by Event Time
Report Group Server D2
1 Qutput Fields <all=
Filters and Parameters Hide Empty Columns  Yes
Hours/days filter No filtering

The fields that can be set include:

Type of Change
Filter the files by the operation that was performed on them. The change can be one or more of:
Audit Changed (file security setting)
Copy (detected by the PA File Sight Endpoint)
Created
Deleted
Failed to Change Audit
Failed to Change Group
Failed to Change Owner
Failed to Change Permission
Failed to Create
Failed to Delete
Failed to Move
Failed to Read
Failed to Rename
Failed to Write
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Group Changed (file security setting)
Moved
Owner Changed
Permission Changed
Read
Renamed
Wrote
Starting date:
Ending date:
Hours/days filter
See the standard report tabs for information
Server
Select the server from which file activity is being reported on
Output Fields
Control the size of the report by only showing the columns you are interested in
Hide Empty Columns
Depending on the report settings and the information available, some fields might be empty. This setting can automatically hide columns
where all values within the column are empty.

227



Contents

This help page is for version 7.3. The latest available help is for version 8.1.

PA File Sight - User Activity Level Report

This report lets you search for any users that have done more than some number of specific operations. For example, you
could search for users who have deleted for than 100 files in the past 7 days.

Report Data Type Choose a report type

i [System Summary Reports]
5-@® File sight
All Changes

Report Display Type

Source Data

Custom Data Set

Report Group File Changes

& Type of Change

| el " ] User Activity Level

This monitor has the standard rebort tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the
monitors, and as usual, the most important settings are on the Filters and Parameters tab.

Filters and Parameters

Repaort Data Type Fill in the parameters (click the value and edit)
i Starting date 7 days ago
CEiiilenl s Ending date Today
I Type of Activity Deleted

Source Data
Minimum Mumber of Specified Activities 100

Report Group Server D2

1 Hours/days filter Mo filtering
Filters and Parameters

1
The fields that can be set include:

Starting date:
Ending date:
Hours/days filter
See the standard report tabs for information
Type of Activity
Filter the files by the operation that was performed on them. The change can be one or more of:
Audit Changed (file security setting)
Copy (detected by the PA File Sight Endpoint)
Created
Deleted
Failed to Change Audit
Failed to Change Group
Failed to Change Owner
Failed to Change Permission
Failed to Create
Failed to Delete
Failed to Move
Failed to Read
Failed to Rename
Failed to Write
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Group Changed (file security setting)
Moved
Owner Changed
Permission Changed
Read
Renamed
Wrote
Minimum Number of Specified Activities
All activities of the specified types will be counted within the given time frame for each user. Any user that is over this limit will be listed in
the report.
Server
Select the server from which file activity is being reported on
Output Fields
Control the size of the report by only showing the columns you are interested in

User ACti\fity Level on D2 Created 01 Nov 2018 03:11 PM

All Reports

Summarized Data

Data shown for 01 Aug 2018 12:00 AM to 01 Mov 2018 11:59 PM, 2 records
Summarized Data

User Activity Count
OFFICE‘\doug 222
OFFICE\quinn 11
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PA File Sight - User Block List Report

As part of the Blocked User List system, this report is a convenient way to see all users that are blocked or that are white-
listed.

Report Data Type Choose a report type
} i ' [System Summary Reports]
Report Display Type | Em File Sight
Source Data - 4 All Changes

i - g Custom Data Set

Report Group - 4 File Changes
Type of Change
Filters and Parameters _ °

- @ User Activity Level

‘ RNl User Block List

This monitor has the standard report tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the
monitors.

Unlike most monitors, this report does not have any settings on the Filters & Parameters tab. Rather you select the data you
want on the Source Data tab.

Report Data Type Select the spedific data to use (press CTRL while sele

Display: & Alphabetically & By Type O By Owiie
Report Display Type

=l [#] All Data Sets
User Block List
! White List

Source Data

Report Group

User Block List Created 01 Nov 2018 03:19 PM

5. PDF
User Block List, White List All Reports 7 \ersion
3 total records
User Block List

Account Time Added Expiration Time Added By

This list is empty

White List
Account Time Added Added By
OFFICE\doug 11/1/2018 3:19:38 PM doug [127.0.0.1]
OFFICE\moniterSvc 11/1/2018 3:19:38 PM doug [127.0.0.1]
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PA File Sight - User Changes Report

This report is best for quickly determining what file activities a particular user account has performed. For example it can
answer "What files has George operated on in the past week?"

Report Data Type Choose a report type
i ! [System Summary Reports]
Report Display Type | E|® File Sight
Source Data | | @& All Changes

I & Custom Data Set

Report Group | | & File Changes

1 | Type of Change
Filters and Parameters _ ’
------- & User Activity Level
------- & User Block List

....... " User Changes

------- & User Read/Write Amounts

This report is a subset of the more powerful Custom Data Set Report.

This monitor has the standard report tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the
monitors, and as usual, the most important settings are on the Filters and Parameters tab.

Report Data Type Fill in the parameters (click the value and edit)
i User OFFICE\doug
Report Display Type .
p play vp Starting date Today
S Ending date 7 days ago
| Sort data by Event Time
Report Group Server D2
1 Qutput Fields <all=
Filters and Parameters Hide Empty Columns ~ Yes
Hours/days filter No filtering

The fields that can be set include:

User
Select a specific user for which file activity is being reported. A list of users seen will be loaded from the database.
Starting date:
Ending date:
Hours/days filter
See the standard report tabs for information
Server
Select the server from which file activity is being reported on
Output Fields
Control the size of the report by only showing the columns you are interested in
Hide Empty Columns
Depending on the report settings and the information available, some fields might be empty. This setting can automatically hide columns
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where all values within the column are empty.

ted 01 Newv 2018 02:53 pa |9

Custom Data Set » POF

Al Reporte

\ersian

Summarized Data
Data shown for 18 Oct 2018 12:00 AM to 01 Nov 2018 11:59 PM, 7 records
Summarized Data

Event Ti-. User Operat-  File Name File Se.. User Ad. UserC.. Server Proc.
10/26/2018 OFFICE\doug Deleted I:\audited folder\Copy of 10.txt.dat D2 192.168.7.. deved system or
9:02:22 AM network
10/18/2018 OFFICE\dsug Read Is\audited folder\FS_TRACING_FILES.txt D2 127.0.0.1 pa_db explorer.exe
10:10:59

AM

10/18/2018 OFFICE'doug Deleted I:\audited folder\FS_TRACING_FILES.txt D2 127.0.0.1 pa_db explorer.exe
10:11:02

AM
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PA File Sight - User Read/Write Amounts Report

Find user accounts that have read, written, or both more than a specified amount of data within a date range.

Report Data Type Choose a report type
] ! ' [System Summary Reports]
Report Display Type | Ew File Sight
Source Data - @ All Changes

| - @ Custom Data Set
Report Group File Changes
Type of Change
Filters and Parameters = °
User Activity Level
User Block List

User Changes

= ' User Read/Write Amounts

This monitor has the standard report tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the
monitors, and as usual, the most important settings are on the Filters and Parameters tab.

eeecee

Report Data Type Fill in the parameters (cdlick the value and edit)
i Starting date 7 days ago
REEE S Ending date Today
I Type of Activity Bytes Read

Source Data
Minimum Amount in MB 100

Report Group Server D2
1 Hours/days filter Mo filtering
Filters and Parameters

|
The fields that can be set include:

Starting date:
Ending date:
Hours/days filter
See the standard report tabs for information
Type of Activity
This field indicates whether to sum all reads, all writes, or reads and write.
Minimum Amount in MB
The specified data transfer types (read/write) will be summed, and any user over this threshold will be displayed.
Server
Select the server from which file activity is being reported on
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User ACtiVity Level on Dz Created 01 Nov 2018 03:35 PM

All Reports

Summarized Data
Data shown for 25 Oct 2018 12:00 AM to 01 Nowv 2018 11:59 PM, 1 records
Summarized Data

User Total MB

OFFICE\doug 853
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All Errors Report

The All Error Report shows you all errors that have recently happened on all monitors, on all computers/devices, within a
group. The report columns can be clicked to sort the errors for better understanding of what is happening on your network.

Executive Sum- SR ClId s i Status Overvie-- Monil

All Servers

Metwork Map  Group Overview mmar-
Updated 18 Apr 2017 01:44 P

Servers/Devices

Current Errors Summary All Reports

Current Errors

Last Checked Group Server/Device Monitor Last Error
4/18/2017 BANTHA Core - Windows Event Log Failed to open the Application event log
1:29:34 PM Errors on machine W\BANTHA. OS Reports: A

security package specific error
occurred, Troubleshooting Hint: Make
sure the Remote Registry service is
running on the target computer, and
that remote management rules are
enabled in Windows Firewall.
[ErrmOx721 (1825),
CurrUser=manitorsve, Imps]

[Truneated]
4/18/2017 Office 192,168.7.40 Core - Hardware Manitor Unable to gather hardware status
1:40:32 PM values, Unrecognized errar 130 from

ipmi prabe [in error for 13d 22h 2m]

4/18/2017 ARCHIVE Core - Windows File Chang Files deleted:

9:55:07 AM \WARCHIVE\CS \WINDOWSA\SYSTEM32\D..
WARCHIVE\CS\WINDOWS\SYSTEM32\D..
WARCHIVE\CS\WINDOWS\SYSTEM32\D..

[Truncated]
4/18/2017 CLEAN2016 Core - Windows Service The service "Windows Modules Installer”
1:42:34 PM Monitor is not running on computer CLEANZ016

Group status reports can be configured to auto-rotate among reports. See Group Report Settings.

For a more detailed error report, with the ability to control what errors are shown and which columns are displayed, see Error
Auditing.
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All Servers Report

This report shows each server in a group as a colored box, with the color of the box representing the 'worst' state of all the
monitors on that server. The servers with the 'worst' state float to the top, so keeping an eye on the state of your data center

can be done at a glance.

For IT departments that mount a large screen on the wall for everyone to keep track of server
status, this report is the most popular for display.

Group status reports can also be configured to auto-rotate among reports. See Group Report
Settings.

The display will add additional columns as the browser window gets wider in order to show as many servers as possible. At
the very bottom of the report is a URL that can be used for displaying the report in browsers or on different computers.

Network = Group Ov- Group Su- GRS Executive Custom R Current E- Status Ov- Monitorin--
Updated 18 Apr 2017 01:55 PM
PDF

 “irsion

Servers/Devices
All Servers Report
Server Status Counts
3 Alert

All Reports

Monitor Status Counts
7 Alert 2 Error 3 Other

760 OK 2 Error 1 Other 2583 OK

(J192.168.7.12

©192.168.7.13
SNMP://192.168.7.13/dev/shm >
10 % free soace (Currenth: 99 %.

Can not monitor databases on Q -
failed to get list of databases.

ESX://192.168.7.12/datastore? <
10 % free space (Currenthv 6 %,

(D HP printer 1192, 168.7.11]
Black Ink == 10 (Currently 527 }

O WAMPA
Registry entry does not exist -
PowerAdminServerMonitord

(JCLEAN 2008

192.168.7.3

©192.168.7.7

©192.168.7.40

©192.168.8.1

192.168.8.2

©192.168.8.3

€ 192.168.8.13

©192.168.8.14

©192.168.8.15

€ 192.168.8.16

©192.168.8.17

©192.168.8.18

[— = — =

| =

| =

Clicking on any computer will take you to that server's server status report.
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Custom Group Report

By right clicking a group and going to Report Settings -> Group Settings you will see three Custom Group reports and an
Executive Summary report. They both allow you to add your own fields, charts and custom HTML blocks to the report to
customize it to your needs.

Edit Executive Summary Report

Draag and drop the types of data you want displayed in the Executive Summary report. oK
Drag to change item order. Double-click to edit an individual item.
Report Title Report Tab ks
Executive Summary - Servers/Devices Executive Summary
Displayed Report Items Available Report Items
HTML: HEAD Taa All Servers Summary
HTML: Report Header Custom Charts 1
HTML: Introduction Custom Charts 2
Uptime Pie Chart Custom Charts 2
Uptime Table Custom Charts 4
Monitor Coverage Summary Custom Charts 5
Top CPU Chart Custom Charts 6
Top Memory Chart Custom Charts 7
Top Ping Chart Custom Charts 8
Anti-Virus: Status Error Audit Report
Anti-Virus: Windows Computers Without HTML: Custom Block 1
Disk Space Summary HTML: Custom Block 2
Disk 5.M.A.R.T. Health Status HTML: Custom Block 3
System Summary Table HTML: Custom Block 4
HTML: Report Footer HTML: Custom Block 5
Network Map
Top CPU Table
Top Disk Space Chart
Top Memory Table
Top Ping Table

A variety of report parts can be chosen. Some are pre-built charts while others let you specify counters that should be
charted. To add a report part, drag the part from the right side and drop it on the left side. Double-click the report part on the
left side to set parameters for that part.

Most of the report parts are self-explanatory. The Custom Charts parts are more complex and powerful and deserve some
explanation.
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Group Charts >

Data Source (Monitor Type): oK
|Performance Monitor j

Cancel
Statistic Type
|Counter Values j

Included Statistics:

% Processor Time Any statistic that contains any
% Privileged Time| orl: tfljte Elext specified will be
charted.

Excluded Statistics:
Total Any statistic that contains any
- of the text specified will NOT
be charted.

{* Chart the statistics on the same chart
5 Maximum number of lines on one chart

" Put statistics on separate charts

Displayed Period: Summarize by:

| 3 |Hour(s) j |5 Minute Average j
unit: ]

|Number j [ Wide chart

[~ Do not use 0 baseline

[~ Disable chart

The top box labeled Included Counters is where you will specify which counters should be charted. Any counter that contains
text from any line in that box will be selected for charting. Since this is a group-level report, the statistic also has to come from
a server within the group or sub-groups.

If you need to exclude a particular counter, you can enter some text and if that text is found in the counter name, that counter
will be excluded.

For example, imagine you have the following counters:

\SERVER\Processor(_Total)\% Processor Time
\SERVER\Processor(0)\% Processor Time
\SERVER\Processor(1)\% Processor Time

To show processor time for CPUs 0 and 1, but not for _Total, you would use:

Included Counters: % Processor Time

Excluded Counters: _Total

Once counters are specified, you need to choose how they should be displayed. If there are many servers in the group, the
number of matching counters might be large, so there are simple settings to help you control the layout, how many charts are
created, how many statistics are combined onto one chart, etc.

The Wide Chart setting will create a chart that is the full width of the report, instead of the smaller default chart size.

The y-axis on most charts starts at 0, but you can indicate the y-axis minimum value should be dynamically computed based
on the data to be displayed. Sometimes this makes changes in large values easier to see.

If the chart is disabled, it won't be shown, but will be left as part of the report for future editing.
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Group Summary Report

The Group Summary Report is a great way to get a detailed view of many servers at once. Like all group-based reports,
there is a grey menu bar at the top that will take you to the other reports for the current group. Below and to the right is a
button to go to an index of all reports, and a button to get a PDF of the report as it looks currently.

Next are two small tables indicating the number of servers and monitors that are OK (green), in Alert state (yellow), in error
(red), or disabled/maintenance/etc (grey). A server is red if there is at least one monitor that is red, or yellow if there is at
least one monitor that is yellow.

Moving downward you come to the group title bar for the current group. Within the group are the individual servers within the
group, and optionally child groups will also be shown if there are any. Each server is represented as a line, with individual
monitors on that server represented by boxes. The box color indicates the monitor's status. Green is OK, yellow is a warning,
red is an error and grey means not monitoring (disabled, maintenance period, monitor dependencies not met). See below for
changing the box size.

You can click on any server name to be taken to that server's server status report.
< Back Qpen in Browser Print
Executive Su~ Current Error- Status Overvi- Monitoring Co-

Network Map  Group Overvi-—-Jeol] =011ly] All Servers

Updated 31 Mar 2017 11:11 AM

Devlopement Netwrok

w PDF
Group Summary Parent Group All Reports A s
Server Status Counts Monitor Status Counts
43 0K 207 Alert 0 Error 0 Other 1026 OK 224 Alert 0 Error 0 Other
Deviopement Netwrok
9 Disk Space Monitor e Inventory Collector e Ping Monitor
[CS 8.6 GB Free / 11.1 GB Used] Probe methods: System Details [Last response: 7 ms]
orogaram
192.168.9.1 = 2 2 2
Service Monitor System Performance Metrics
All services running [CPU: 3%4] [Page File: 69%]
IMemorv: 63% 1 [(Record uptimel:
% Disk Space Monitor e Inventory Collector e Ping Monitor
[CS 8.6 GB Free / 11.1 GB Used] Probe methods: System Details [Last response: 2 ms]
orogram
192.168.9.10 2 2 2
0 Service Monitor 6 System Performance Metrics
All services running [CPU: 3%4] [Page File: 69%]
[Memorv: 63% 1 [{Record uptimel:
% Disk Space Monitor y Inventory Collector Ping Monitor
[C5 8.6 GB Free / 11.1 GB Used] Probe methods: System Details [Last respanse: 1 ms]
oroaram Failed to retrieve svstem
192.168.9.100 2 2 E
O Service Monitor System Performance Metrics
All services running [cPu: 3%:] [Page File: £9%]
[Memorv: 63% 1 [{Record uptimel:
6 Disk Space Monitor 6 Inventory Collector 6 Ping Monitor
[C5 8.6 GB Free / 11.1 GB Used] Probe methods: System Details [Last response: 1 ms]
orogram
192.168.9.101 2 2 -
Service Monitor System Performance Metrics
All services running [CPu: 3%:] [Page File: £9%]
[Memorv: 63% 1 [{Record uptimel:
Disk Space Monitor 6 Inventory Collector 6 Ping Monitor
[C5 8.6 GB Free / 11.1 GB Used] Probe methods: System Details [Last response: 1 ms]
orogaram
192.168.9.102 R Camden Manitare £ Curtbann Dafarmm anen Mabeiee
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Group status reports can be configured to auto-rotate among reports. See Group Report Settings.

If you are using a Ultra, Pro or Lite license, you can also schedule the status reports to be emailed to you. Simply right-click
on the group and choose Report & Delivery Settings.

Servers/Devices
E‘"'!;!-,I T e L R
Fl-i Add Mew Computer/Device ...
™
[]":; Create New Group
-
o Create New Dynamic Group
= Rename Group
B Maove Group to Different Group
B Set Group lcon
[
- Report Settings > Group Settings ...
- Custom Properties ... Server settings .
B

Add Monitoring Templates |
To see an even higher level view of the servers within the group, try the All Servers Report or customize the Visual Status
Map report.

Customizing the Report

Some people like the level of detail available with a larger monitor box. Others want to get status about more servers on the
screen. You can configure the size of the the monitor box by right-clicking the group and going to Report & Delivery Settings.
Select the Group Summary Report and click Edit Report Settings. You will be able to choose whether to show the title and
additional details as shown above, or just the title, and how wide the title should be.

Group Report Settings and Delivery

r oK
Cancel

Reports to generate for this group

[l Custom Report2 (Custom Report) ~ )

[1Custom Report2 (Custom Report) Edit Report

[VlExecutive Summary (Executive Summary - Servers/Devices) Settings

WIGroup Overview
Group Summary

WIMonitoring Coverage
WINetwork Map
[WlStatiis Overview e

To see the most server statuses on the screen at once, use the All Servers Report
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Visual Status Map
The Visual Status Map is one of the available group level reports. The map display allows you to easily see the status of
servers and server groups that you have placed on a map or other graphic. This type of display can beneficial in determining

network problems that are geographically significant due to server locations.

To see the Visual Status Map, select a group in the Navigation Window and click the "Map" link in the gray menu bar at the
top of the report.

The following report is what a typical Visual Status Map might look like:

Network Map Group Overview Group Summary All Servers

Servers/Devices
Visual Status Map

The map appearance and the positions and style of the status indicators can be configured in the Status Map Editor Dialog.
There are several maps of different areas around the world, and you can also add your own map grapic.

The map graphic and the server icons will stretch to fit the available browser window space.
The colors displayed by the status indicators correspond to the "worst" monitor state of all monitors on the computer (or for

all monitors within the computer group). In other words, the presence of one monitor in an alert state for a given computer will
cause its indicator to display in yellow. A "green" status indicates that the computer has no detected problems.
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Group status reports can be configured to auto-rotate among reports. See Group Report Settings.
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Configuration Audit Reports

This report shows PA File Sight's current configuration, including Groups, Servers, Monitors, and Actions. The report
generates a text file listing the Groups with their server and devices. Each server/device will have a list of monitors assigned
to them. You can optionally add the monitor's configuration and/or the actions that are attached to the monitors.

Watch the training video on how to create a Configuration Audit Report.

In the example below, the user selects the Configuration Audit report on the top Report Data Type tab. The Configuration
Audit report can be found under the System Summary Reports node.

Report Data Type  chppge report type

|| =-[Z] [System Summary Reports] al
Report Display Type ; ieatl i55I0Ns

E Configuration Audit

[£] Error Audit

[£] Monitor Status Summary
[£] Monitoring Scope Summary
[£] Monitoring System Audit
[£] System Statistics

[-&,] Active Directory Login Monitor
- Bandwidth Objects

The Filters and Parameters tab is most important. A few options let you select what is included in the report; which monitor
types, their actions, the monitor's configuration, and source group.

Source Data

Filters and
Parameters

Report Data TvPe | )l in the parameters (click the value and edit)

. Source Group Servers/Devices ™
Report Display Type
Custom Property Click to edit

Custom Property2 Click to edit
y | Custom Property3 Click to e

Filters and R
Parameters Custom Propertyd Click to

Source Data

Custom PropertyS Click to edit

Show monitors Yes

4

Show monitor configuration (can be  Yes
Show 'monitor from template' arrow  Yes

Show Custom Properties Yes

Show 'Monitored By' Service No
Pressing the Generate Report button will display a link indicating where the report was created. You can click the link to open

the report in your browser.
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https://www.poweradmin.com/products/file-sight/support/video-library/?VID=6xCzdTb1Q1I

Configuration fudit for Group Servers,/Devices
04/18/17 14:28:48

[GROUFP] Servers/Devices
[DEVICE] DOMATNZ
HMCNITCRS:
Critically Low Disk Space Check
Every 3 Hour (s)
ACTICHNS:
Do Immediately:
Write to ServerEvents.txt log file
Event Log Monitor
Every 1 Hour (=)
ACTICNS:
Do Immediately:
Write to ServerEvents.txt log file
Inventory Collector
Every & Hour (s)
ACTICHS:
Monitor services on DOMAINZ
Every 5 Minute (s)
ACTICHS:

Data Summarization
The Configuration Audit report is organized in the same order as Servers/Devices in the Console:

Groups
Servers/Devices
Monitors
Settings
Actions
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Connected Sessions

Contents

The Connected Sessions report is a simple report that takes no parameters. It shows all currently connected sessions,
including Console, mobile applications and Satellites.

Connected Sessions

Created 02 Nov 2018 11:16

All Reports
3 records
Addre ersio o
doug 192.168.7.22 7.2.0.344 | User - Console | 02 Nov 2018 11:16
TEST-2 remote satellite 192.168.7.15 7.2.0.344 | Satellite 02 Nov 2018 11:16
LAB-remote satellite 192.168.8.1 7.2.0.344 Satellite 02 Nov 2018 11:16
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Error Audit Report

The Error Audit report is a powerful report that lets you view current and past events that have been detected by the
monitoring service. There are a large number of parameters that can be used for filtering.

This report is part of the Error Auditing system.

Report Data Type
Choose a report type

Report Display Type = [System Summary Reports]

- § Application User Permissions
Fanze ot - 4 Configuration Audit
- 4 Connected Sessions

(")l Error Audit

Filters and Parameters - @ Monitor Status Summary

Report Group

This monitor has the standard réport tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the
monitors, and as usual, the most important settings are on the Filters and Parameters tab.

Any field can be set, or leave it blank or set to <any> to indicate that field should not be filtered on.
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Fill in the parameters (click the value and edit)

Start Time = Today ~
End Time = -1 days ago

Qutput Columns = <all>

Sort order = Severity

Source Group(s) = <all>

Source Computer/Device(s) = <all>

Monitor Type(s) = zall>

Monitor Title contains  Click to edit

Manitor = <all>

Recorded Monitor Status(es) = <all=

Current Monitor Status(es) = <all=

Still In Error = <all=

Still Deduplicating = <all= =
ErrlD = Click to edit

DedupelD = Click to edit

Facility = <all>

Severity = zall>

Already Acknowledged = zall=

Acknowledged By = Click to edit

Custom Property(ONEQOFAKIND) = Click to edit

Custom Property2 = Click to edit

Custom Property2 = Click to edit

Custom Property4 = Click to edit

Custom Propertys = Click to

Number to Show = 100

Show Deleted Monitors = Yes v

An example report is shown below. Note it can show who acknowledged an issue, as well as show a check box for the viewer
to click to indicate they are acknowledging the issue.

= Created 02 Nov 2018 11:28
Error Audit Report —
Error Audit aufenorts,
97 records
Error Audit
Err Time Last Err.. OK Time Server Monitor Status Details Acknowledged By
11/2/2018  11/2/2018 192.168.7.243 Core - Fing Monitor  Alert (Red)  132.168.7.243 is not responding to ping requests within 300 ms. DOUG
10:41:56 11:27:49 Received no response from 192.168.7.243
AM AM
Second-opinion diagnostic ping result from D2:
"C:\Windows'\system32\ping.exe” -n 3 -4 192.1638.7.243
Pinging 192.168.7.243 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out,
Ping statistics for 192.168.7.243:
Packets: Sent = 3, Received = 0, Lost = 3 (100% loss),
11/1/2018 11/2/2018 192.168.6.212 Service Monitor Alert The service "Windows Modules Installer” is not running on computer
9:21:00 PM 11:24:29 192.168.6.212

AM
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Monitoring Scope Summary Report

The Monitoring Scope Summary Report is a report that shows all the monitoring work being done from a particular group
(which includes all child groups and devices). This report is useful for showing stakeholders the a high level overview of the

monitoring being done.

Created 02 Nov 2018 12:49
PDF

sion

Monitoring Scope Summary

Monitor scope for group LAB All Reports

1 records
Monitor scope for group LAB

Scope Report

1177 Servers/Devices

1025 Disk Space Monitors
Tracking 70 disks on 1024 servers

1 Event Log Monitor
Watching 0 Event Logs on 1 server [1 monitor disabled]

1024 Service Monitors
Monitoring approximately 14945 services on 1024 servers

1024 Performance Monitors
Monitoring 245 performance counters on 1024 servers

1020 File & Directory Change Monitor (IDS)s
Tracking file changes in 251 directory structures on 1029 servers

10320 Ping Monitors
Pinging 251 server/devices

10320 Inventory Collectors
Collecting approximately 0 inventory data items on 0 davices

109 Inventory Alerters
Monitoring approximately 218 inventory values on 109 davices

Total Items Monitored
15980 Items ("sensors”)
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Monitoring Status Summary Report

Contents

This report lets you quickly see the current status of a set of monitors you define.

Report Data Type

Report Display Type

Source Data

Report Group

Filters and Parameters

Choose a report type

' [System Summary Reports]

------- & Application User Permissions
------- & Configuration Audit

------- & Connected Sessions

------- & FError Audit

------- (") Monitor Status Summary

------- & Monitoring Coverage

This monitor has the standard report tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the

monitors, and as usual, the most important settings are on the Filters and Parameters tab.

You can choose to see all monitors that are in error, or that have a specific status (those in Dependency Not Met for

example), or even a specific monitor type. The filters will work based on monitors that are within a specific group that you

select.

Report Data Type

Report Display Type

Source Data

Report Group

Filters and Parameters

Fill in the parameters (click the value and edit)

Source Group
Monitor status

Sort order

Monitor types to show  All Types

Servers/Devices
*Any Status

Alphabetically by owning computer/device
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Created 02 Nov 2018 12:57

Monitor Status Summary

All Reports POF

Maonitor status from group Office, all monitor types

Data shown for most recent scans, 15 records

Monitor status from group Office, all monitor types

Monitor Group Computer/Device Status Last Checked
Ping 192,168.13.3 Servers/Devices > Office 192.168.13.3 OK 11/2/2018
[Last response: 4 ms] 12:56:34 PM
Disk Critically Low Servers/Devices = Office 192.168.13.4 0K 11/2/2018
Cheek [C$ 17.9 GB Free / 11.7 GB 11:50:19 AM
Used]
Disk Low Check Servers/Devices = Office 192.168.13.4 QK 11/2/2018
[C$ 17.9 GB Free / 11.7 GB 12:42:52 PM
Used]
Ping 192.168.13.4 Servers/Devices = Office 152.168.13.4 OK 11/2/2018
[Last response: 1 ms] 12:56:00 PM
System Performance Servers/Devices > Office 192.168.13.4 oK 11/2/2018
Metrics [Memory: 71%] 12:56:08 PM
[Page File: 43%]
[CPU: 0%)
[CPU: 0%]
[(Record uptime):
1,791,000 ]

[\£192.168.13.4\Network
Interface(Microsoft Hyper-v
MNetwork Adapter)yCurrent
Bandwidth: 10,000,000,00
[Truncated]
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System Statistics Report

System Statistics Report shows top level statistics about the monitoring system, including details about connections and
HTTPS server information.

Report Data Type
Choose a report type

Repaort Display Type =~ ' [System Summary Reports]

N I T & Application User Permissions
SoucER-t | . & Configuration Audit

Connected Sessions

Report Group b
I I R & Error Audit

Filters and Parameters | | : .. & Monitor Status Summary
------- & Monitoring Coverage

------- & Monitoring Scope Summary
------- & Monitoring System Audit

------- ") System Statistics

This monitor has the standard report tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the
monitors, and as usual, the most important settings are on the Filters and Parameters tab.

Unlike most reports, this report does not have any fields to fill in on the Filters & Parameters tab.
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Created 02 Mov 2018 13:05
PDF

‘wersion

System Statistics

All Reports

HTTP Bandwidth per Minute (averaged over last 15 minutes), ...
35 total records
System Statistics

Statistic Value
Mumber of Servers/Devices 1221
Mumber of Connected Satellites 2
Mumber of Monitors 6641
Mumber of Actions 28
Mumber of Sessions 5
Mumber of Held HTTP Connections 2
Process Memeory (KB) 743544
Process Handles 4220
Mumber of Queued Stats to Write 49

HTTP Bandwidth per Minute (averaged over last 15 minutes)

Client Number of Requests KB Received from Client KB Sent to Client
127.0.0.1 1.4 3.3 0.6

192.168.7.15 4.4 16.3 5.4

152.168.7.22 35.1 171 275

192.168.8.1 5.8 5.4 3

[Total] 46.7 42.1 250

HTTP Server Statistics

Statistic Value
Collection Peried (secs) 900
Number of Idle HTTP Threads 5
Mumber of Worker HTTP Threads 6

m D7 agues’  C=geivr 524
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System Audit Report

The System Audit Report is a pulled from a database of activities that have happened in the monitoring system.

System Activity Types
Email Alert Sent

User Logged In

User Logged Out

User Login Failed

Server Start Maintenance
Server End Maintenance
Central Service OS Boot
Central Service Start

Central Service Stop

Central Service Abnormal Stop
Satellite Service OS Boot
Satellite Service Start

Satellite Service Stop

Satellite Service Abnormal Stop
Satellite Connect to Central

Satellite Down

Group Created

Group Deleted

Computer Created
Computer Deleted
Monitor Created

Monitor Changed

Monitor Deleted

Monitor Template Created
Monitor Template Deleted
Action Created

Action Deleted

This data is collected and stored automatically - nothing needs to be configured.

Report Data Type Choose a report type

| |=2-[[] [System Summary Reports]
Report Display Type i.[4] Application User Permissions
! [£] Configuration Audit
Source Data [£] Connected Sessions
[£ Error audit
[
~
=
=
|z
|

Filters and Monitor Status Summary

Parameters

MerrteriT-SeopreSammrany

Monitoring System Audit

SystenT Statistts
@& Active Directory Login Monitor

The report is located at [System Summary Reports] > Monitoring System Audit.
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Fill in the parameters (click the value and edit)

Start Time
End Time Today

Internal Audit Event Type  Central Server OS5 Boot, Satellite Server OS Boot

Configuring the report is as simple as choosing a date range, and the type of events you would like to see.

Item Selection x

Select the parameters to use for the report

Display: (¢ Alphabetically ¢ By Type By Owner

" Selected

Filter:

= [|] Selections
Central Server OS5 Boot
[] Central Service Abnormal Stop
[] central Service Start
[] Central Service Stop

[] Created Action

[] Created Computer

[] Created Group

[ Created Monitor

[ Created Monitor Template
[ Deleted Action

[] Deleted Computer

[ Deleted Group

[ Deleted Monitor

[] Deleted Monitor Template
[ Monitor Changed

[ satellite Connect
[l eatallita Mnwn

Accept

[] Changed Auto Configuration Setting

Cancel
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Application User Permissions Report

This report shows all defined users within the monitoring application, what they have access to, and what permissions they
have.

Report Data Type
. Choose a report type

' [System Summary Reports]

(") Application User Permissions

- & Configuration Audit

Report Display Type

Source Data

O e i i f Connected Sessions
This monitor has the standard report tabs: Report Display Type, Source Data, and Report Group tabs as the rest of the
monitors, and as usual, the most important settings are on the Filters and Parameters tab.

Unlike most reports, this report does not have any fields to fill in on the Filters & Parameters tab.

Application User Permissions il ey

All Reports i

10 records

Username Top Graup R:’i[:::w.wrr:-'. Maintenance TI(-I:::F:G
administrator | Administrator | Servers/Devices Yes Yes Yes Yes
[uL]
amir [UL] Administrator | Servers/Devices Yes Yes Yes Yes
brian [UL] Administrator | Servers/Devices Yes Yes Yes Yes
dan [UL] Administrator | Servers/Devices Yeg Yaes Yes Yas
doug [UL] Administrator | Servers/Devices Yes Yes Yes Yes
dougtest Run Reports Servers/Devices > Testing > VIRTUAL SERVERS Yes
[uL] Servers/Devices = PRODUCTION > Amazon AWS

> US-EAST = subgroup Servers/Devices >
PRODUCTION > Amazon AWS Servers/Devices >
PRODUCTION > Amazon AWS > EU-IRELAND >
subgroup Servers/Devices > LAB »

jon [UL] Run Reports Servers/Devices Yes Yes

martin [UL] Run Reports Servers/Devices
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Remote Server Monitoring

PA File Sight can monitor the server it's installed on. It can also monitor other servers on the LAN by installing a Satellite
Monitoring Service on them.

The Satellite will do the monitoring at the remote location and report statistics and status information back to the Central
Monitoring Service as shown in the image below.

The Satellite is normally installed on servers on the local LAN, but it can also be installed on servers across firewalls
(including across the Internet) as long as a single incoming port is opened to the Central Monitioring Service (so the Satellite
can make a secure HTTPS connection).

NOTE: The Satellite Monitoring Service is only available in Ultra product editions.

The Ultra version can manage all configuration
from a central console.

... 5ends alerts

-

... logs access to a database

PA File Sight
Central Service {

/. / ,\ (Uttra version)

Alerts and report data are forwarded to the Central Service. ... generates reports
Audit logs can be kept at the Satellites or the Central Service. {Ultra version)

The steps to monitoring additional servers are:
1. Install a Satellite Monitoring Service on the additional servers. This is usually easiest done via Easy Deploy, though it
can be installed manually as well.
2. Configure the Satellite Monitoring Service (not necessary if Easy Deploy was used)

3. Once the computers have been added, add new monitors to watch the servers. You will be able to add the new monitors
as though the computers they belonged to were on the local LAN -- PA File Sight takes care of everything else.

257



Contents

This help page is for version 7.3. The latest available help is for version 8.1.

Remote Installation Prerequisites

You must complete the following steps before installing either PA File Sight Consoles on a remote computer or Satellite
Monitoring Services. These steps not needed for the initial installation.

Note: You only need to complete these steps one time. You do not need to repeat them if you install additional Consoles or
Satellite Monitoring Services.

1. Open the PA File Sight Console that was installed on the same computer as the Central Monitoring Service.

2. Connect to the local host.

3. Select the HTTP Server Settings command on the Settings menu. The HTTP Server Settings window appears.

HTTP Server Settings

The monitaring service uses an embedded HTTP server to deliver reports for oK
viewing, and to communicate with Congsoles and Satellite Monitoring Services.

HTTP port for reports and commands: 51 Cancel

Use SSL/TLS for all HTTP communicatan
" Use normal SSL/TLS security (S5Lv2 disabled, S5Lv3 enabled, medium ciphers)

* Use high security (SSLv2 and S5Lv3 disabled, only TLS, strong ciphers)
Note: Windows XP/2003 (IE 6) will not be able to connect, or possibly have
Inventory collected

4. Select the Use SSL for all HTTP communication option and note the HTTP port number.

5. Ensure the port is accessible from the remote servers. A firewall exception might need to be created if Consoles or
Satellite Monitoring Services will be installed across the Internet from the Central Monitoring Service. This is the only
incoming port that might need to be opened.

6. Filter Settings
= Report Serving - for remote console use select "Serve reports to everyone" or enter the IP addresses needed.

= Command/Request Processing - for ALL remote requests select "Service requests from everyone" or enter the IP
addresses needed.
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You can filter access to the HTTP server below. To control access to Consoles and reports, see
Settings -> Remote Access.
Report Serving

" Disable all report serving functionality

" Serve reports only to requests from this machine

IP addresses should be comma
" Serve reports only to the following IP addresses

separated, and can use the = wild

card character. Examples:
| ki 192.168.%.%,10.10.5.2
127.0.0.1,1.2.3.%,10.10.10.10
|f‘“ Serve reports to everyone

Command / Request Processing (from Consoles, Satellite Services, Worker Processes)

~
" Service requests only from this machine P addresdses Sdh0U|d be CﬂmTa "
" Service requests only from the following IP addresses SERTELIEH, E @D UEE IS ™ UL

card character. Examples:
| = 192.168.%.%,10.10.5.2
127.0.0.1,1.2.3.%,10.10.10.10

|(3“ Service requests from everyone

7. Click OK to restart the monitoring service.

Note: If you are using SSL for all HTTP communication, and browser certificate alerts appear, click the SSL Certificate
Hints link for information about how to resolve the alerts for your browser.
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Installing a Satellite Monitoring Service

To install a Satellite Monitoring Service

1. Be sure that you have completed the Installation Prerequisites before installing your first Satellite Monitoring Service.

2. On the computer on which you want to install a Satellite Monitoring Service, open a browser, and connect to your Central
Monitoring Service using the following URL:

https://[computername]:[port number]

where computername is the name of the computer where the Central Monitoring Service is installed, and port number is
the HTTPS port that the service exposes (See Installation Prerequisites).

3. On the main reports page, near the bottom, is a "Product Installer” link for the Setup program. Download and run the
setup program.

4. The License Agreement page will appear.

® Setup - PA File Sight Ultra

License Agreement ' ‘
Please read the following important information before continuing. L }J

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END USER LICENSE AGREEMENT A
Software License Agreement for PA File Sight (Ultra, Pro or Lite)

IMPORTANT- PLEASE READ CAREFULLY: BY INSTALLING THE
SOFTWARE (AS DEFINED BELOW), COPYING THE SOFTWARE
ANDYOR. CLICKING ON THE T ACCEPT THE AGREEMENT” BUTTON
BELOW, YOU (EITHER ON BEHALF OF YOURSELF AS AN
INDIVIDUAL OF. ON BEHALF OF AN ENTITY AS ITS AUTHORIZED
FEPRESENTATIVE) AGREE TO ALL OF THE TERMS OF THIS END

TTCED T TAENEE ANDPTEMENT A ANDTEMMTATH DERA BTN, VNAT TR TTEE

@ 1 accept the agreement
(01 do not accept the agreement

5. Click Next to advance through the wizard, accept the license agreement, select a destination location, and then display
the Select Components page.

6. Select the Satellite Monitoring Service option.
Note: If you don't have access to a remote Console, select the Console User Interface option as well.

7. Click Next repeatedly while accepting all the defaults.

8. Ensure all options are selected on the Completing the PA File Sight Setup Wizard page, and then click Finish. The
Configure Satellite Monitoring Service window will appear.

Next, Configuring a Satellite Monitoring Service.
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Configuring the Satellite Monitoring Service

Contents

To configure the Satellite Monitoring Service

Configure Satellite Manitoring Service - [a176d60c-1cda-4e7d-87ab-d77d13a8260b]

Satellite service is running - connected and active Exit
Central monitoring service address: Enter the external server name or IP Cancel
| 0:721 address, and port, of the central monitoring
service.
: - Ex: 192.168.1.5:81
ilEStoonnection Lo Seavee The port can be found in the Console in Database
Settings -» HTTP Server Settings. Settings...

Satellite description: . This is what you will see in the Console and
CLEANZ2016 remote satellite on reports. Example: Kansas City Office

Save the above values to be used the next

Apply Settings time the satellite starts.

After changing values above, stop and restart | advanced...

Stop Satellite Service the service so they take effect.

. Enter the computer address and port of the Central Monitoring Service in the Central monitoring service address box.
This was determined during the Installation Prerequisites.

2. Click Test connection to service. The Success window appears if the the connection is successful. If there is a
problem, several troubleshooting tips will be shown to help fix the problem.

3. Click OK to close the Success window.
4. Enter a name in the Satellite description box.

5. If there are multiple network paths to the Central Monitoring service, you can give additional addresses for the server.
Click the Advanced ... button which will display three additional places for host:port settings. Any time the Central
Monitoring service can't be accessed using the primary host:port settings above, each of the Backup host:port settings
will be tried to try and find a connection to a Central Monitoring service. This is useful if you are using Automatic Fail
Over as it allows the Satellites to find the Fail Over Slave server if the main Central Monitoring Service is down.

6. Click the Advanced ... button which will display settings for the Satellite Monitoring Service. It is recommended to have
the service use an account that has access to the computers that it will be monitoring. The default Local System account
cannot access remote computers. See Remote Monitoring Account Hints for more information.
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#remotemonitoringhints.aspx

Configure Satellite Monitoring Service - [a176d60c-1cda-4e7d-87ab-d77d13a8260b]

|Satellite service is running - connected and active Exit
Central monitoring service address: Enter the external server name or IP Cancel
| Q:721 address, and port, of the central monitoring
service.
= £ Ex: 192.168.1.5:81
ISt connection 10 Seiies: The port can be found in the Console in Database
Settings -> HTTP Server Settings. Settings...

Satellite description: - This is what you will see in the Console and
CLEANZ2016 remote satellite on reports. Example: Kansas City Office

Save the above values to be used the next

Apply Seftings time the satellite starts.

After changing values above, stop and restart| | advanced...

Stop Satellite Service the service so they take effect.

If the Central Monitoring service can't be contacted at the address above, these optional
backup host:ports wi jed:

Backup 1: I 10.12.51.6.81 Test Connection...
Backup 2: ] Test Connection...
Backup 2: | Test Connection...

The PA Storage Monitor Satellite service is set to run as:
" Local System (an internal account that can only access this computer)

* The following user: ] userMame Remotehm?nitoring
ints

et | P ———————————— (user account

’ considerations) ...
Domain: | YourDomain| ~]

Target average CPU usage: 40%  10% - j o Q0%

Log files | C:\Program Files (x86)\PA Storage Monitor\Logs' | ... Show Folder
Mumber of days to keep | 3 [" Enable Debug I" Enable Data

4 P logaing logaing

7. Click Apply Settings to save your changes.

8. Start a Console GUI, and then connect the console to the Central Monitoring Service. The main PA File Sight Console
window will appear:

9. Click Satellites Services in the left navigation panel, and then select the Satellite you just installed. If it is not displayed,
wait a few moments and then click the Satellite Services node to refresh the list.

10. Right-click the Satellite that was just installed, and select Accept Satellite.... This will allow the Satellite to connect to
the Central Monitoring Service.

Advanced Services

Delete Satellite record ...

Satellite down notification ...

Rename remote Satellite ...

Restart remote Satellite service

Now that the Satellite is connected to the Central Monitoring System, the system will add the computer to Servers/Devices in
the Navigation Panel. You can now add and configure monitors on that computer via the Console just like you would add a
monitor from the Central Monitoring System.
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Satellite Operations

From within the Console, you can right-click a Satellite and see a variety of options that are described below.

L_—_|....-.'
- Monit
- Globz
[+ & Failov
- 4 Acknc
i alert
¥ Event
g +. Advar

Advanced Services
Satellite Services

- S RANCOR

Accept Satellite ...
Delete Satellite record ...

Satellite down notification ...

Rename remote Satellite ...

Restart remote Satellite service

Upgrade remote Satellite service ...

Uninstall remote Satellite service ...

Retrieve Satellite log file to Central Maonitoring Service

Custom Properties ...

Remote Desktop to Satellite Service computer
Create SNAP Tunnel ...
Show existing SMAP Tunnels

Satellite 5tatus: Connected

Last Contact: 25 Apr 2018 02:12:59 PM

Satellite Version: 7.1.0.108

Satellite ID: e2elfd48-cabe-4a3d-994b-a202ad4daadl
Source Address: 192.168.7.49

Local Address: 192.168.7.49

Lecal Computer Name: RANCOR

Local Satellite Port: 8003

Satellite service Run As account: OFFICE\monitorsve

Lock Status: Service can be stopped

Contents

Accept Satellite - This allows a newly added Satellite to communicate with the Central Monitoring Service as mentioned in
Configure Satellites.

Delete Satellite record - This removes the Satellite from the Central Monitoring Service. Computers that are monitored by

the Satellite service will not be automatically removed. If the Satellite service is still installed and running on a remote
computer, it will need to be accepted again before it is able to communicate with the Central Monitoring Service.

Satellite down notification - When a Satellite is created, you can specify if you want to be notified if the Satellite stops
reporting in to the Central Monitoring Service. This menu item lets you change that notification setting at a later time as well.
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Configure Satellite Down Motifications

For Satellite: ~ RANCOR oK

v Alert if the Satellite has not connected for a while Cancel

5 Minutes to wait before notifying

Iv¥ Alert when the Satellite is communicating again

Ignore Satellite disconnected issues during the following maintenance
periods:

Add
Edit
Remove

Notify using the following CHECKED alert actions:

Wl E-mail Message to User@YourDomain.com
[IHigh Priority

[ILow Priority

[IMessage Box

[C1Write to ServerEvents.txt log file

[CJwrite to ServerEvents.txt log file

Advanced Actions... Message Template...

Rename remote Satellite - This option simply renames the Satellite as it appears in the Console GUI and in reports.

Restart remote Satellite service - This command will instruct the remote Satellite service to stop and restart itself. The
computer hosting the Satellite service will NOT be rebooted.

Upgrade remote Satellite service - Using the Satellite Status Report you can see which software version each Satellite is
running (this is also available at the bottom of the Satellite's pop-up menu in the status area). This option will upgrade the
Satellite to the current PA File Sight software version that the Central Monitoring Service is using (the setup file is
downloaded from the Central Monitoring Service). The remote Satellite service will stop and restart as part of the process,
but the remote computer hosting the Satellite service will NOT be rebooted.

Retrieve Satellite log file ... - A request is sent to the remote Satellite to send its internal log file to the Central Monitoring
Service. The file will be saved along with the other product log files as specified at the bottom of the Settings dialog. The
request is sent immediately, but it could take a minute or two (especially if the log file is large) before it shows up in the Log

directory.

Custom Properties - Custom Properties are name-value pairs that can be set on a Satellite, Group, Computer/Device or
Monitor.

Remote Desktop to Satellite Service computer - A SNAP Tunnel will be created to the remote Satellite using a
dynamically chosen source port. The Remote Desktop client application will be launched and connected to the remote
Satellite computer automatically.

Create SNAP Tunnel - See SNAP Tunnels.

Show existing SNAP Tunnels - All existing SNAP Tunnels are displayed. You can select an existing SNAP Tunnel and
close/delete it. Any application that might have been using the SNAP Tunnel will see its connection terminated.

Satellite Status - Various Satellite status values are shown here.
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SNAP Tunnels

NOTE: The features described below require a Satellite Monitoring Service, and thus are only available in Ultra
product editions.

Secure Network Access Portal Tunnels, or "SNAP Tunnel" for short, are a means of securely tunneling arbitrary TCP/IP data
from the Central Monitoring Service to a remote Satellite Monitoring Service, and vice versa. This enables point to point
network connections among LANSs, even if separated by firewalls or the Internet.

SNAP Tunnels are defined by choosing a direction (from Central Monitoring Service to Satellite, or the reverse), a destination
IP address, and source and destination ports. Once defined, data arriving at the source port will be securely forwarded to the
destination port. A timeout value can also be specified to automatically close the SNAP Tunnel after the given amount of
inactivity time expires.

SMNAP Tunnel Definition X

You can define SNAP Tunnels between the Central Monitoring Service and oK
any Satellite Service(s). This allows third-party applications (like Remote
Desktop) to securely communicate from one side to the other.

Cancel
Specify the SNAP Tunnel direction:

@+ Connect from the Central Monitoring Service computer to the Satellite computer

" Connect from the Satellite computer to the Central Monitoring Service computer

Central Monitoring
Service
Buoyuop enjeies

Client App Remote Service

Port that the Central Monitoring Service will expose and forward | g2
to the Satellite Monitoring Service (any unused port will work)

Port that the Satellite Service will forward data on to the final 3380
application service.
Example ports: Remote Desktop=3289, VNC=5200

Address that the Satellite Service will 192 . 168 . 7 . 49
forward received data to (Satellite's local
address is 192.168.7.49)

Inactivity period: The SNAP Tunnel will automatically close after &0
not being used for this many minutes:

In the diagram above, the red arrow indicates the direction that connections take place. The destination port is 3389 which is
the typical Remote Desktop port. So a client that connects to the computer where the Central Monitoring Service is running,
on port 82 as shown above, will actually get forwarded to and connect to the remote network's 192.168.2.200 on port 3389.
That means the Remote Desktop client can connect to port 82 on the local computer and actually have an RDP session with
a remote computer, even though the remote computer has not opened any ports in the firewall.
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Existing SNAP Tunnels can be seen by right clicking a Satellite and choosing Show Existing SNAP Tunnels as described in
Satellite Operations.

Security
SNAP Tunnels have a couple of factors that make them very safe:

All data going through a tunnel is SSL encrypted. This is a requirement for using remote Satellites and can not be
circumvented.

The remote Satellite contacts the Central Monitoring Service via a single HTTPS port. No ports are opened to the remote
Satellite computer (see remote scenario image). No ports in remote firewalls need to be created. This means there is no way
for an outsider to access the tunnel. Only computers on the local LAN on the source side of the SNAP Tunnel can access the
tunnel.

Inactivity timeouts automatically close the SNAP Tunnel when not being used

If you don't ever want to use SNAP Tunnels, they can be disabled completely by setting the
following registry value on the Central Monitoring Service:

HKEY_LOCAL_MACHINE\software\PAFileSight
SNAP_AllowTunnel =0

With this value set, all SNAP Tunnels will be blocked.

Usage

The most common usage for SNAP Tunnels is for remote support, via Remote Desktop, VNC or another remote control
client. Other applications can be used as well -- just point the destination port at the remote service's listen port and IP
address. Then connect the client application to the local side of the tunnel.

For example, if you want to connect using VNC to a computer at a client's office, and the client's computer IP address is
192.168.5.12, set up the SNAP Tunnel as follows:

Direction: Connect from Central Monitoring Service to Satellite computer (top radio button)

Source port can be any unused port: 9000 (for this example)

Destination port: 5900 since that is VNC's default listen port (this assumes the VNC listener is installed on the client computer
and using the default port)

Address: 192.168.5.12. Note that this address does not need to be accessible from the Central Monitoring Service -- it just
needs to be accessible from the Satellite.

Timeout: 5 minutes (to close the port when finished
Launch the VNC client at point it at: {Central Monitoring Service IP address}, port 9000. VNC will connect and be forwarded

to the client's computer.

Note that the above example used VNC and requires the VNC listener to be running. Remote Desktop is typically running
and available on most Windows servers and is therefore often an easier option.
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Remote Desktop (Remote Support)

NOTE: The features described below require a Satellite Monitoring Service, and thus are only available in Ultra product editions.

PA File Sight enables Microsoft's Remote Desktop (and VNC, etc) to connect to computers across firewalls that otherwise
would not be accessible.

Access to remote servers is made available using the same outgoing-only, SSL-encrypted HTTP connection that the Satellite
uses when connecting to your Central server. (See SNAP Tunnels for more information).

Mo firewall changes
required, only outgoing
connections used

| S, ]|

| FIREWALL

PA Sever Monitor PA Sever Monitor R
Satellite Satellite &
| & &)

a4
i' :

[ | l 8

PA Server Monitor
' Installation at your Site
DATA CENTER : CUSTOMER SITE

C L

-_ OUTGOING
CONNECTION

ADP
CONNECTIONS

As usual, this is completely agentless -- you do not need an agent on the target server. It just has to be visible to a Satellite
Monitoring Service.

There are two easy ways to quickly start a Remote Desktop session with a remote computer.
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Connect to a Monitored Server

Right-click the computer and choose Operations -> Connect with Remote Desktop. This will create a SNAP Tunnel and
then launch Remote Desktop with the appropriate commands for it to connect using the SNAP Tunnel.

w4 Main
-
& BIG Add Mew Monitor ...
H-E D2 Delete Archive [192.168.7.2]
=& DON Set Server Alias ...
- E-Se Maintenance Period 3
[]"'a_ ESX Disable monitoring of server/device
F- Gat ) :
= 3
@- HP3 Configuration
- LAB Custom Properties ...
B~ LOT| Type & Credentials »
[]---ﬁ_ IES Report & Delivery Settings 3
[]---ﬁ_ TES | | Operations | » Run MNow on all monitors
- VAL _ _
- MNotes ... Ping Archive [192,168.7.2]
W Tyro-ll :
Jls WebPa Menitered from: Central Monitoring Service 4 | !C‘"'”"'e‘:t with Remote Desktop ! |
& 192.168.7.101 '| Reboot Computer ...

Connect to a Satellite Computer

Right-click on a Satellite and choose Remote Desktop to Satellite Service computer. This will create a SNAP Tunnel and
then launch Remote Desktop with the appropriate commands for it to connect using the SNAP Tunnel.

Advanced Services
- Satellite Services

Accept Satellite ...

Description

-} TYRO 5M_ )
2] Failover Status Delete Satellite record ...
(2] Acknowledge Satellite down notification ...
i Alert Reminde Rename remote Satellite ...
{2 Event Dedupli Restart remote Satellite service

@ World Ping Ne Upgrade remote Satellite service ...

Uninstall remote Satellite service ...
Retrieve Satellite log file to Central Monitoring Service

Custom Properties ...

Remote Desktop to Satellite Service computer
Create SMAP Tunnel ...
Show existing SMNAP Tunnels

Satellite Status: Connected

Last Contact: 19 Mar 2015 03:37:05 PM

Satellite Version: 5.7.0.258

Satellite |D: 30e06a3d-bd(4-418b-86cf-efeBd48f3chb?
Source Address: 192,168,7.98

Local Address: 192.168.7.98

Local Computer Mame: EXCHANGE

Local Satellite Port: 34167

Satellite service Run As account: PATEST\quinn

Lock Status: Service can be stopped
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Installing Remote Consoles
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The PA File Sight Console can be installed and run on any computer that can reach the Central Monitoring Service. If the
service's HTTPS port is available through the company firewall, the Console can be installed and run on any computer that

has Internet access.

To install a Remote Console

1. Be sure that you have completed the Installation Prerequisites before installing your first Remote Console.

2. On the computer on which you want to install the Remote Console, open a browser, and connect to your Central

Monitoring Service using the following URL:

https://[computername]:[port number]

where computername is the name of the computer where the Central Monitoring Service is installed, and port number is

the HTTPS port that the service exposes (See Installation Prerequisites).

3. On the main reports page, near the bottom, is a "Product Installer" link for the Setup program. Download and run the

setup program.

4. The License Agreement page will appear.

& Setup - PA File Sight Ultra

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END USER LICENSE AGREEMENT
Software License Agreement for PA File Sight (Ultra, Pro or Lite)

IMPORTANT- PLEASE READ CAREFULLY: BY INSTALLING THE
SOFTWARE (AS DEFINED BELOW), COPYING THE SOFTWARE
AND/OR CLICKING ON THE T ACCEPT THE AGREEMENT  BUTTON
BELOW, YOU (EITHER ON BEHALF OF YOURSELF AS AN
INDIVIDUAL OR. ON BEHALF OF AN ENTITY AS ITS AUTHORIZED
FEPRESENTATIVE) AGREE TO ALL OF THE TERMS OF THIS END

@ I accept the agreement
(Z)1 do not accept the agreement

TTOTD T TATAET AMNDTTAATAT A A ADTTAATATTR DT A DTTA WATTD TTET

Cancel

5. Click Next to advance through the wizard, accept the license agreement, select a destination location, and then display

the Select Components page.
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T Setup - PA File Sight Ultra

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Mext when you are ready to continue.

Console only RS
\[1 Central Monitoring Service 2512 MB
|_ Console User Interface (configures all Services) 36.4MB
[T Satelite Monitonng Service (reports 1o the Central Monitornng Service) 17,3 Mo

Current selection requires at least 142.7 MB of disk space.

6. Select the Console User Interface option, and leave the other options unselected.

7. Click Next repeatedly while accepting all the defaults.

8. Click Finish to complete the installation. The PA File Sight Console connection window will appear.

Next, Starting the Console
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Controlling Remote Access

To control which users can use a Remote Console to connect to the Central Monitoring Service, go to Settings -> Remote
Access. This must be done from the Console installed on the Central Monitoring Service.

When you initially open the Remote Access Control window, it looks like the image below.

Specify one or more login provider and appropriate accounts to enable remote Console and/or report access. If both 0K
providers are chosen, UserList.bet will be tried first.
. - - Cancel
[T Use Userlist.txt for user authentication and roles Edit UserList.txt..
[” Use LDAP/Active Directory for user authentication and roles
Filter User
. - Access
Diractory server: | Port | 389
Server type: " LDAP # Active Directory

| The Connection User is the account used to connect to and

Connection user: . =
search the directory for users and group membership.

: £ An account with read-only priviledges works fine -- the
Connection password: | directory will not be updated.

Top OU to search for users:

User membership in groups controls what roles they have. To add a role, add the user to the appropriate group. To remove
a role, remove them from the group. You specify which groups to use (use existing groups, or create a new ones).

Group that are administrators (full rights): |
{also allows running and viewing reports)

Group that can run reports: |
(also allows viewing reports)

Group that view repaorts: |

™ Require Console to be the same version or newer than the Central Monitoring Service

Login Hink: |

Lagin hint is displayed in the web login dialeg. It could be something like: Contact Support at x1234 for help legging in
Remote Access allows you to specify lists of users that can run Remote Consoles, and also which users can login and view
reports if they are protected. You can specify a user list via simple text file, or via Active Directory or LDAP groups. When
logins are checked, the UserList.txt file is checked first, and then the LDAP or Active Directory server.

Once you have specified which users can login here, you can go to Filter User Access to further restrict some logins to just
particular groups of servers. This is particularly useful in a Managed Service Provider setting where you want to give
customers access to see their own server status reports.

UserList.txt Users
The easiest way to specify users is via the UserList.ixt file. This is a simple text file which contains comments on how to enter
new users. It's quite easy:

# This is the default UserList.txt file

# Users are specified using the format shown below:
# [Users]

# {username}={password} {role}

# Passwords ARE case sensitive, username is not. Don't use a comma in
# the password itself.
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# Role is a value shown below:

# A - administrator - full rights to configure the system (implies R and V)
# R - run reports (implies V)

#V - view existing reports (via Console or web browser)
#

# So an example file might look like:

#

# [Users]

# dan=S3cr3tP@asswOrd,A

# jon=m1ghymOus3,R

# philip=w@tch,V

#

# Extra space or tab characters will be removed when the file is processed

[Users]
doug=test16,A
quinn=h@ryp077er,A
john=133tr,A
henry=5891sda,A
bob=239ska,R

In the example above, user Quinn would be able to login to a Remote Console or a password protected report page using

password h@rypO77er.

Active Directory Users

PA File Sight can also refer to Active Directory groups to specify user logins.

1. First, specify an Active Directory or LDAP server and its port. The default LDAP port is 389.

2. Indicate whether the server is LDAP or Active Directory.

3. Specify a username and password for an account that can connect to and search the directory. This will be used to
check group membership. This account does not need any write rights to the directory.

Every few seconds the server settings and account credentials are checked. Once good credentials have been entered,

the rest of the dialog will be enabled automatically.

4. Click the ... button next to Top OU to search for users. If nothing happens, the credentials are not allowing access to
the LDAP or Active Directory server. If the credentials are good, an LDAP Browser dialog will appear. Choose the top OU

where the user accounts exist.

LDAP Directory Browser X

Select the top node from which users will be searched for.

E-{.] CN=Canfiguration,DC=office,DC=poweradmin,DC=com

2] CN=Schema,CN=Configuration,DC=office,DC=poweradmin,DC=com
2] pC=DomainDnsZones,DC=affice,DC=poweradmin,DC=com

-] DC=ForestDnsZones,DC=office,DC=poweradmin,DC=com

®wl DC=office, DC=poweradmin,DC=com

QK

Cancel

5. Choose three groups whose members will have Administrator, Run Report and View Report rights respectively. If a user
is in multiple groups, they get the rights of the highest group they are in.
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irectory Brow

Select the group users need to be a member of in order to have full access oK

7] CN=Program Data A cancel
(] CN=System

B2 CN=Users

----- 2 CnN=Administrator

----- 81 CN=Allowed RODC Password Replication Group
----- 83 CN=Cert Publishers

----- & Ccn=Chelsea Nebeker

----- & CN=CIiff Nebeker

----- 81 CN=Cloneable Domain Controllers

----- & CN=Dana Nebeker

----- 81 CN=Denied RODC Password Replication Group
----- £3 CN=DnsAdmins

----- 81 CN=DnsUpdateProxy

Not all groups have to be specified as shown below.

Specfy one or more login provider and appropnate accounts to enable remote Console and/or report access. If both oK
providers are chosen, UserList.bet will be tried first.
Cancel
¥ Use UserList.txt for user authentication and roles Edit UserList.txt...
¥ Use LDAP/Active Directory for user authentication and roles
Filter User
- Access
Directory server: I mydomain Port | 389
Sarver type: " LDAP ¥ Active Directory
i - userid The Connection User is the account used to connect to and
I T | search the directory for users and group membership.
. X FTTIIII L] An account with read-only priviledges works fine -- the
Connection password: l directory will not be updated.

Top OV to search for users: DC=office,DC=poweradmin, DC=com

User membership in groups controls what roles they have. To add a role, add the user to the appropriate group. To remove
a role, remove them from the group. You speafy which groups to use (use existing Qroups, or create a new ones)

Group that are administrators (full rights): | CN=PowerAdminPeople, CN=Users DC=office DC=poweradmin,DC=com
{also allows running and viewing reports)

Group that cam run reports: |
(also allows viewing reports)

Group that view reports: [

" Require Console to be the same version or newer than the Central Monitoring Service

Login Hink: |

Login hint is displayed in the web login dialeg. It could be semething like: Contact Support at x1234 for help logging in

6. Press OK to finish. The monitoring service does not need to be restarted for these changes to take effect.
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Access Control

Access Control allows different remote users to have different access to the monitored servers. For example, system
administrators usually need to see everything, but particular groups or customers might only need to see their own servers.

Reports for servers or groups that a user can't access will be hidden from them. If they some how find a URL to a report that
they aren't allowed to see, the report will be blocked.

To change the Access Control settings, launch the Console on the server where PA File Sight is installed. Go to Settings ->
Remote Access -> Filter User Access.

Layout

User List

The Access Control dialog is a simple one. On the left is a list of users. Names that have [UL] after them are defined in the
UserList.txt file. All other users shown were found in the specified Active Directory OU (specified in the Remote Access
dialog).

Below each name is a summary of their current access. "Full Access" is shown for users that can see all servers/devices
being monitored.

Group List

On the right side is a list of all of the groups defined. Access is controlled on a group by group basis. The groups can be
sorted alphabetically, or in their normal hierarchical layout.

User Rights

User Rights are extra rights that are typically given to users that have limited rights. Top-level administrators (administrators
that have access to the top Servers/Devices group) automatically have all User Rights. Administrators that have restricted
access do not necessarily have the rights below unless explicitly granted.

Access all actions

By default users have access to actions that are attached to a monitor that they already have access to. This User Right will
give the selected user access to all actions defined in the system.

Acknowledge alerts on accessible servers/devices
This right allows the specified user to acknowledge alerts on all servers/devices that they already have access to.

Create SNAP Tunnels (for RDP, etc)

This allows the specified user to create SNAP Tunnels which are use for remote access among other things.
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Put servers into immediate maintenance mode

Administrator users automatically have the right to put servers into maintenance. This User Right allows you to grant this

right to non-administrator users.

Remove users from the User Block List
Allows the specified user to remove users from the User Block List.

Show existing Scheduled and Ad-Hoc reports

This user option will allow a user to view the Scheduled and Ad-Hoc reports. When a user is selected in the User List and

this check box is checked the user will be able to view the reports section in the console and in the web interface.

For each user, check the list of groups that he or she should have access to. The type of access (admin,
run-reports or view reports) is controlled by the role they are assigned in the Remote Access dialog.

Usger List R show full information

CH=Doug, CN=Users,DC=office, DC=poweradmin,DC=com [LDAP]
Full Access
CN=Quinn, CN=Users, DC=office, DC=poweradmin DC=com [LDAP]
Full Access

Full Access

Office
s > WebPages

[UL]
Full Access
quinm [UL]
Full Access

CN=William Thompson, CN=Users, DC=office,DC=poweradmin,DC=com [LDAP]

0K

User Access Eace

Display: © alphabetically © * By Owner  Selected

fiker: [

] Dynamic Server List
] Helder
Office
[+ webPages
E O wildCards

User Rights

| Acknowledge alerts on accessible servers/devices
Create SNAP Tunnels (for RDP, ete)

WiPUL servers inbo immediate mantenance mode
|Show existing Scheduled and Ad-Hoc réports

Editing

To change what a user can access, select the user account on the left. The right side will display a check box in each group
that the user can access. Simply select the groups that the user will have access to. Switching to a new user or pressing the
OK button will save the changes to that user's access control.

Type of Access

This dialog controls what a user can access. To control what type of access they have (administrator, run-reports or view
reports) to the servers, go to Remote Access where each user's role is specified.
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How to Acknowledge and Stop Alerts

A common desire is to be notified when there is a problem, possibly with event escalation, and then to quiet the alerts while
the problem is being worked on. This can be enabled using Event Deduplication.

Escalate Alerts

First, decide what sort of event escalation steps you'd like. Perhaps if disk space is low you would like to get an initial alert,
again 30 minutes later, and then again every 6 hours until the problem is fixed. This is Event Escalation, and can be
configured in the monitor's Action settings.

Event Deduplication

The Event Deduplication engine is responsible for figuring out that two events are the same. Once an event is recognized as
a duplicate, some rules kick in. By default, duplicate alerts are suppressed. However, you can instead choose to keep
sending alerts until the event is acknowledged.

With the setting to stop sending alerts when an event is acknowledged, you should also change the deduplication 'reset' step
to only use the monitor's state, specifically the monitor has to transition back to an OK state before incoming events are
considered new events and alerted on again. See the settings below:

Event Deduplication controls how duplicate events are defined and handled. Duplicate events are defined as having
the same Deduplication ID -- and how the ID is created is configurable.

" Use simple event deduplication. This keeps the Recent Alerts part of the Server Status Report from being filled with
the same event based on event description comparison. Actions get run for all events, whether they are duplicates or
not.

|6‘ Use advanced event deduplication.| When an event is first seen, actions are run. Subsequent events will not trigger
i - i i TwWhat it takes to reset’ an event is configurable.

Stop firing actions when:
(" The event is recognized as a duplicate of an open event
| * The event is acknowledged i

Reset an event's duplicate status when:

@+ The root issue is detected as fixed by the monitor

 The event is acknowledged
" The event is acknowledged, OR the root issue is detected as fixed
" The event is acknowlaedged AND the root issue is detected as fixed
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How to Add and Activate Licenses

Contents

Most of the time your licenses will be automaticly activated using the first steps listed below but there are times when you

may have to manually activte your license.

Automatic License Activation

There are two ways to add licenses to your installation, using the Console or add the license files to the installation's root

directory.

Adding License Files Using the Console

1. You can upload you license files within the Console. In the top menu of the Console go to Licensing. In the License

Management menu select the Add License button.

License Management

read-only.

Licenses (32 Server Licenses, 3 Servers Configured
1 Ultra License [Quinn's Endpoint Test] SN
1 Ultra License [Quinn's Office Licenses] SN
30 Ultra Licenses [Quinn's Office] SN

To manually install licenses, copy them to the product's installed directory. Make sure that the license file is not

_\F* Add License...

INVALID - 500 Endpoint Licenses (0 of ays Left) [File Sight Endpoint Trial License] 51 Delete License...

‘ Purchase Licenses...

Check Support &
Maintenance...

Only one type of license is active at any time (Ultra, Pro, Lite or Free). The one that
gives you the most features is automatically chosen as the active license type.

. . Close
Version: 7.1.2 (Build 290)

. Then browse to where your license file is and select the file. Then select OK.

Browse for Files or Folders

Select the license file to install

v PA Log Files ~
v License Files
B Quinn's Endpoint Test [FS7U, 1
b PAFS
> FASM
> PASM-LogFilesAction Log Files
> PASTM

f:] Report192.168.7. 12.csv
ﬁ Report192.168.7.3_(as_measured_

5] Report152.168,7.40.cav v
£ >
Concel

278



3. Select Yes to automatically upload and activate the license.

Allow Activation

The license file ~ Yes
K:A\Downl ower Admin\Quinn's Endpoint Test [FS7U, 1

license] S% Mo
needs to be activated before it can be used. This involves

sending the license ID and the local computer name to our

activation server

Do you allow this activation to take place?

Adding License Files to the install Directory

Copy the license file to the root install directory. When you restart your Console, you will be given the "Allow Activation" pop-
up, select Yes to activate your license.

Manual License Activation

1. When the server where your monitoring service is running has no Internet access you will need to manually activate your
license. Follow the steps above to add your license in the service and when the service gets to the point where it tries to
activate your license you will be given a menu like this...

Manual Activation

A connection to the license activation server could not be established. You can try again oK
later, or if this machine can not reach the Internet you can go to the page below, or send
an email to customer support to get your activation code. cancel
Activation page:

I https://www.poweradmin.com/manualactivation.aspx

Activation Request Text for the activation page or for customer support (cut-and-paste for accuracy)
1VO1BATAB7 77 5E4

Activation Code received from the activation page or from customer support

Note: You will be brought back to this dialog the next time you try to activate a license on
a disconnected server

2. Follow the instructions in the Manual Activation menu to manually activate your license. Go to a machine that has Internet
access and go to the URL address shown. You can highlight and copy the URL and Activation Request Text from this
menu.

Manual Activation

A connection to the license activation server could not be established. You can try again oK
later, or if this machine can not reach the Internet you can go to the page below, or send

an email to customer support to get your activation code. Cancel

Activation page:

I https://www.poweradmin.com/manualactivation.aspx

Activation Request Text for the activation page or for customer support (cut-and-paste for accuracy)
1VO1BATAB7 77 5E4

Activation Code received from the activation page or from customer support

Note: You will be brought back to this dialog the next time you try to activate a license on
a disconnected server

3. Copy the Activation Request Text from the menu and enter it on this webpage.
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Manual License Activation

Thank you for activating your Power Admin product license. If you need any help please contact us.

Please enter your Activation Request Text below:

IV01BA74B7775E 4 TN (Submit

. Then copy the Activation Code and enter it back in the Manual Activation menu and click on OK.

Manual License Activation

Thank you for activating your Power Admin product license. If you need any help please contact us.

Your activation text was:

1v01BA7487775E

Please enter another Activation Request Text below if needed:

| [Submit]
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How to Update Satellites from an Alternate Source

When the Central Monitoring Service sends an update command to the Satellites, the Satellites download three files from the
Central Service's Install folder:

Sleep.exe
Upgrade_Satellite.bat
Sat_Only_Setup.exe

The last file, Sat_Only_Setup.exe, is usually in the 30-40MB range. If you have a very slow network connection to the
Central Service, or you have many Satellites (some customers have many hundreds), the bandwidth used might cause a
problem.

By editing the Upgrade_Satellite.bat file, AND replacing the Sat_Only_Setup.exe with a smaller file (which will be ignored and
overwritten), you can direct the Satellite to download from a different location. And since Sat_Only_Setup.exe is a small file,
bandwidth to the Central Service server will be greatly reduced.

If you look in Upgrade_Satellite.bat, you'll see it does the following steps:

. logs the time

. stops the service

. sleeps for 60 seconds
. launches setup

. waits 30 seconds

. starts the service

o g wWN -

You can edit the file (in the Central Service's Install folder) and add a step 3.5 which will use wget to download the
Sat_Only_Setup.exe from a different location.

For example, right before Sat_Only_Setup.exe is launched, insert this code:

REM Download from custom URL
IF EXIST "%PROGRAMFILES(X86)%" (GOTO 64BIT) ELSE (GOTO 32BIT)

:64BIT

"%ProgramFiles(x86)%\PA Server Monitor\wget.exe" --no-check-certificate --output-document "%ProgramFiles(x86)%\PA Server
Monitor\Instal\Sat_Only_Setup.exe" https://{URL where you have placed Sat_Only_Install.exe}

Goto CONTINUE_INSTALL

:32BIT

"%ProgramFiles%\PA server monitor\wget.exe" --no-check-certificate --output-document "%ProgramFiles%\PA Server
Monitor\Instal\Sat_Only_Setup.exe" https://{URL where you have placed Sat_Only_Install.exe}

Goto CONTINUE_INSTALL

:CONTINUE_INSTALL
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Thank you to Russell at Sheffield Business Systems for helping us work this out!

The above code will download Sat_Only_Setup.exe from a location you choose. You should upload the Sat_Only_Setup.exe
file from your Central Service's Install folder -- that way the Satellite is guaranteed to be the same version as the Central
Service.

One note: Every time the Central Service is upgraded, the Upgrade_Satellite.bat will get overwritten with the original file.
That turns out to be helpful as it will be a good reminder to upload a recent Sat_Only_Setup.exe to your preferred download
location.

Summary

1. Upgrade_Satellite.bat in the Central Service's Install folder according to the above example
2. Upload the valid Sat_Only_Setup.exe in the Central Service's Install folder to a website of your choosing
3. Replace Sat_Only_Setup.exe in the Central Service's Install folder with any small file (it will be ignored)

4. Tell the Satellites to upgrade themselves via the Console
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How to Automate Satellite Deployment

Deploying the Satellite service to remote computers can be done with a few operations. Essentially the Satellite has to be
installed and then told where the Central Monitoring Service is.

Get Files to Remote Server

The installer comes with the Central Monitoring Service, the Satellite and the Console. You need to get the installer onto the
target computer. This can be done via your own copy/delivery operation. You have the option of fetching the Setup.exe from
the Central Monitoring Service via an HTTPS call. At installation time, the installer copies itself to C:\Program Files\PA File
Sight\Install\Setup.exe, which is available from:

https://{central server name}:{configured port}/$INSTALL _PATH$/Setup.exe (including the $ characters).

A registry file will also be needed (discussed below). You could copy that to the Install directory above, and reference the file
via URL using $INSTALL_PATHS$/your registry file}

Install Satellite
Once the Setup.exe program is on the target server, start it with the following command line:

Setup.exe /SP- /VERYSILENT /SUPPRESSMSGBOXES /NORESTART /TYPE=satellite /TASKS="Idesktopicon,!nacli"

Documentation about these parameters and their meaning is available at
http://unattended.sourceforge.net/InnoSetup_Switches_ExitCodes.html

Directing the Satellite

The Satellite will connect to the Central Monitoring Service indicated by a registry setting. The registry key is:

HKEY_LOCAL_MACHINE\software\PAFileSight

Note: On 64-bit operating systems, the key is actually under HKEY_ _LOCAL_MACHINE\Software\Wow6432Node
The registry settings to set are:

ServiceHostName - The hostname or IP address of the Central Monitoring Service

ReportHTTPPort - The port that the Central Monitoring Service is listening on. This is configurable.

Agent_Name (optional) - The name of the Satellite that should show up in Consoles and reports. The local computer name
will be used if this is left blank.

An example registry file is shown below.
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Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\software\PAFileSight]
"Agent_Name"="Dr. Johnson's Dentist Office"
"ReportHTTPPort"=dword:00000051
"ServiceHostName"="MYPUBLIC.HOST.NAME"

Note: The ReportHTTPPort dword value above must be in hexidecimal

You can run RegEdit and point it at a registry file like the example above, or launch the Satellite with the /[HOST command
line to set the ReportHTTPPort and ServiceHostName registry values:

FileSightSatellite.exe /[HOST=MYPUBLIC.HOST.NAME:81 /END

The /END option tells the Satellite process to stop after it processes the command line (it's not running as a service if you've
launched it this way, so no reason to keep running).

Start Satellite

Once the above steps are complete, you can start the Satellite service using:

net start "PA File Sight Satellite"

The Satellite will now connect to the Central Monitoring Service and wait to be accepted (see Configuring the Satellite
Monitoring Service, the last few steps).

Once the Satellite is accepted the system will add the computer to Servers/Devices in the Navigation Panel. You will be able
to add and configure monitors on the computer via the Console just like you would add a monitor from the Central Monitoring
System.
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How to Integrate with PA File Sight

PA File Sight has a variety of ways to integrate into your business to help support business needs. A few integration points
and ideas are listed below.

Sending Alerts to External Systems

PagerDuty

Use the built-in PagerDuty Action to forward notifications and fixed events.
SIEM Systems

Security Information and Event Management systems often accept incoming data via Syslog or SNMP Trap.
Slack

This HOWTO page shows how to use the Call URL action to forward alerts to Slack
Ticketing System

Many customers use the Call URL action to put tickets into their helpdesk/trouble ticket system.
Execute Script

The Execute Script action can be used to run VBScript, Javascript and Powershell scripts to send alerts to your existing systems.
Run Program

Some customers use the Start Application action to pass alert details to other programs.

Enterprise Configuration Syncing

A number of customers need to keep their configuration management (often home-grown systems) in sync with their
monitoring so nothing slips through the cracks.

Sync Current System Lists
Most of the External API is useful for keeping track of what is monitored.
Sync Current Network Devices
The ConfigComputerinfo and ConfigGrouplnfo tables are specifically for external application usage to see what computers are being
monitored.
Automatically Monitor New Devices
The Network Scanner can run periodically and discover new devices on the network and start monitoring them.

Extending Report Usage

Show Reports

Besides showing some reports on large screens in the IT department, some people show reports in an IFRAME on their own report page.
Generate Chart Images

The External API's CREATE_CHART command can generate chart images like those on the server status reports.
Use Existing Charts

Some customers will show charts in existing Scheduled Report from their own web-based report via simple HTTPS link to the image .
Import Raw Monitored Data

Some customers have their Scheduled Reports write out CSV files that are imported into their other systems for processing.
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How to Prepare Satellite Installations for Imaging

Satellite Monitoring Services have a unique ID that helps the Central Monitoring Service know which Satellite is
communicating, which one should receive which monitors, etc.

When a Satellite server is imaged and that image is then duplicated to multiple servers, the multiple Satellites will have the
same ID (no longer unique) which will cause problems.

To get around this, set the following registry values on the Satellite server before imaging it:

HKEY_LOCAL_MACHINE\software\PAFileSight
Agent_ID = "$MacAddress$"
Agent_Name = "$Machine$"

When the Satellite is run, it will use the computer's network card MAC Address, and/or the computer's fully qualified domain
name for the given parameter. Note that you can combine these values and add additional values. That means the above
values can be any combination of:

$MacAddress$

$Machine$

Any letters from A-Z and any digits from 0-9

Any number of dash - characters

These are all valid examples:

Agent_ID = "$MacAddress$"

Agent_ID = "$Machine$"

Agent_ID = "$MacAddress$-$Machine$”
Agent_ID = "CONTROL-428-A-$MacAddress$"
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How to Shrink Database Files

PA File Sight can use MS SQL Server or an embedded SQLite database to store it's data. This can be changed in Database
Settings. You can control how much data is kept by adjusting the Database Cleanup Settings in the Database Settings
dialog.

If you find the the embedded SQLite database is using too much space (the files are stored in C:\Program Files\PA File
Sight\Databases ) you can do the following to shrink the database files:
1. Change the Database Cleanup Settings so that data is kept for a shorter amount of time.
2. Because the databases get cleaned up about once per day, wait a day for the databases to get cleaned up.
3. After the database files have been cleaned up, they will not be smaller, but there will be empty space in the database
files. To reclaim the empty space, stop the PA File Sight service and run:

C:\Program Files\PA File Sight\FileSightSvc.exe /COMPRESS_DATABASES

Extra disk space is needed for this operation as a copy of each database is made during the cleanup step. You will see
the following dialog:

Compressing PA Server Monitor Databases

Compressing C:\Program Files (x86)\PA Server Cancel

e Monitor\Databases\EventLog2.db (12 of 42)

When the compressing step is finished, you should start the PA File Sight service.
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How to Integrate with Slack

Integrating with Slack is very easy with PA File Sight. The Call URL action can be used to post alerts to a Slack channel.

Before creating the Call URL action, you need to get an "Incoming WebHook" integration URL from within your slack
account. This will be the URL that is called from the Call URL action.

Once you have the Incoming WebHook URL from Slack, create the Call URL action and set it up like the image below,
where the "URL to call" field is your Incoming WebHook.

The Call URL action can pass parameters from monitors to your own software (a help desk ticketing system for
example).

Description: Slack integration

URL to call:

https://hooks.slack.com/services/ o [

Note: Replacement variables can be placed in the URL above

Pass parameters as:
 GET (in URL)
" FORM POST (form post: /x-www-form-urlencoded)

¢ Custom POST
Content-Type Header Value: | application/json j

Parameters to poss:

{ N
“channel" "#test",

“username’™ "PA Server Monitor”,

“text":"$Dated $TimeP\nComputer: [$Machine$]\rMonitor: [fMonitorTitle$]\nDescription: $Details\n\nfV

“icon_emaoji': :ghost’

ey

The Custom POST option needs to be selected, with application/json as the encoding.

The format of the Parameters section is controlled by Slack. They have additional fields that can be used. We have shown
some typical fields in the example above.

You can copy/paste from here:

{
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"channel":"#test",

"username":"PA File Sight",

"text":"$Date$ $Time$\nComputer: [$Machine$]\nMonitor: [fMonitorTitle$)\nDescription:
$Details$\n\n$MonitorMsg$\n$ TimelnError$\n\n$SentFrom$",

"icon_emoji":":ghost:"

}

In the fields, you can use the standard replacement variables that are enclosed in $ such as $Details$ which will contain the
body of the alert. Press the Variables button to see a full list of replacement variables.
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Custom SSL Certificate

PA File Sight can use your own SSL certificate instead of the default self-signed certificate.

If at any time there are any problems with certificates, you can always delete the C:\Program Files\PA File Sight\CA folder and
restart the service -- a new self-signed certificate will be created.

Note that although the commands are shown on multiple lines, this is simply because there
isn't space to show the full command one on line. But the text in the command boxes below
should be run as a single command.

Use your own existing certificate

1. You will need to get your certificate into PEM format if it isn't already. There are a number of utilities that can do this that
you can find on the Internet. Try searching for something like 'convert {your cert type} to PEM'. Note that .pem, .crt, .cer,
and .key are often used interchangably. If you look at the file with a text editor and see readable text, you have a .pem
file.

For example, to convert a .PFX file using OpenSSL (which is in the C:\Program Files\PA File Sight folder) run the following:

Tell OpenSSL where to find its configuration file (do NOT use quotes, even if there are spaces in the path):
set OPENSSL_CONF=C:\Program Files\PA File Sight\CA\openssl.cnf

The conversion command:
"C:\Program Files\PA File Sight\openssl.exe" pkcs12 -in "C:\My Files\myCert.pfx" -out "C:\My Files\myNewCert.pem"

You will be prompted for the existing private key password, and then you'll be prompted for a new password for the
output file's private key.

Look at the resulting .pem file in a text editor -- you'll see there are two sections. Split this into two separate files, like
below:

CLIENT_PRIVATE.pem file contents:

----- BEGIN ENCRYPTED PRIVATE KEY----—-
MIIFDjBABgkfhkiGOWOBBQgwMzAbBgkgh1iGOw0BBQwwDgQIvSKYYbDSKPICAggA
... many more lines like those above ...
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4pvqu3DGh930IV7YIC1Gn4BY/2jVd2F 1NxRjIxvDslIhDvwwFFMUWC41Xc5pZ6d9U
pyY=
----- END ENCRYPTED PRIVATE KEY-—-

SIGNED_CLIENT_CERT.pem file contents:

MIIFPzCCBCFgAwIBAgIS3SGXUxVkgYN9r5PZvhFNF148MAOGCSqGSIb3DQ5BBQUA
... many more lines like those above ...
ITywFF+LW4hdG5TYw2smJmbBgkfbW7nusufXAzg7I0E5z2HyxRmLm+Eees4J00mo

fejn

----- END CERTIFICATE-----

You don't need the other lines that are in the file.

Save the certificate's private key file to
C:\Program Files\PA File Sight\CA\CLIENT_PRIVATE.pem

Save the SSL certificate to
C:\Program Files\PA File Sight\CA\SIGNED_CLIENT_CERT.pem

PA File Sight 7.3 Ultra will need to know the password for the private key. You can specify this by running the following
command:
"C:\Program Files\PA File Sight\diag.exe" /SETCONFIG=SSLCertPKPW:{password}

This will encrypt and store the password with a machine-specific key in the registry. To erase the password, run:
"C:\Program Files\PA File Sight\diag.exe" /SETCONFIG=SSLCertPKPW:

. Restart the PA File Sight service and it will now be using your SSL certificate.

Create your own new certificate

—

A w0 BN

. Go to the C:\Program Files\PA File Sight\CA folder
Create a folder inside CA named NewCert.
Copy Client.cnf from CA into NewCert

Open NewCert\Client.cnf in a text editor. Go to the PACA_dn section near the bottom and edit the values as you like
(C=Country, ST=State/Province, L=City). Change the CN value to the hostname of your server. Some SSL certificate
providers expect to see a dot in the name, so the public name of your server would best (something like
monitor.mydomain.com). Note that depending on the SSL provider that you use, the subjectAltName field might be
ignored which is where additional machine names are mentioned.

. Open a command prompt and change directory to
C:\Program Files\PA File Sight\CA\NewCert

Run the following to tell OpenSSL where to find your configuration file (do NOT use quotes, even if there are spaces in
the path):
set OPENSSL_CONF=C:\Program Files\PA File Sightt\CA\NewCert\client.cnf
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1.

12.

Then run the following to actually create the certificate request file (DO use quotes if there are spaces in the path):
"C:\Program Files\PA File Sight\openssl.exe" req -newkey rsa:2048 -keyout "C:\Program Files\PA File
Sight\CA\NewCert\CLIENT_PRIVATE.pem" -keyform PEM -out "C:\Program Files\PA File Sight\CA\NewCert\CLIENT_CERT.pem" -outform
PEM -rand openssl.exe

This will create two new files:

CLIENT_CERT.pem -- this is the Certificate Request file that you will send/copy to the SSL certificate vendor (like Verisign,
GlobalSign, etc)

CLIENT_PRIVATE.pem -- this is the private key file for this certificate. This file will need to remain on the server, but should
be kept private.

To see what you are sending to the SSL provider, run:
"C:\Program Files\PA File Sight\openssl.exe" req -in "C:\Program Files\PA File Sight\CA\NewCert\CLIENT_CERT.pem" -noout -text

After sending CLIENT_CERT.pem to an SSL provider, you will get back a certificate file. Save the file (in PEM format) to:
C:\Program Files\PA File Sight\CA\SIGNED_CLIENT_CERT.pem

When the above file is copied, also copy
C:\Program Files\PA File Sight\CA\NewCert\CLIENT_PRIVATE.pem
into the CA folder

You can optionally delete the NewCert folder at this point.

Restart the PA File Sight service and it will now be using your SSL certificate.
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SSL Certificate Hints

Starting with version 3.7, Power Admin products (PA Server Monitor, PA Storage Monitor and PA File Sight) support using
SSL-enabled HTTP (HTTPS) for serving reports, and for console to service communication. Self-signed certificates are used
so you have immediate SSL protection without the need to purchase a commercial SSL certificate.

Diagnosing the Problem

You can usually see the cause of the error by opening the URL in question in a browser and looking at what the browser
reports about the certificate error. In the image below, we clicked the certificate error and see the root cause displayed.

I::’ ) :|| @ https://badname:&L/ D~ 4 Cerfificate ... c % | a
= i {
File Edit View *x
: rt
I.@.I Mismatched Address | E
x Google -

o . The security certificate presented by this
1% @ TheBusiness wehbsite was issued for a different website's

address.
21 b

SSL errors are usually caused by one of three things:

Untrusted Root Certificate -- Fix: Install Root Certificate (Certifying Authority)
Mismatched certificate-URL host name -- Fix: Add Hosts File Entry

Can't get past SSL error in Console -- Fix: Tweak Registry Setting

Install Root Certificate (Certifying Authority)

Most SSL certificates come from a well-known certifying authority like Verisign, Thawte, GeoTrust and others. These
companies charge for their certificates, which enables them to do some level of check on the company requesting the
certificate. Because of this, browsers recognize certificates signed by these Certificate Authorities.

Self-Signed Certs

With self-signed certs, a Certifying Authority was not involved. That means the product has to sign it's own SSL certificates,
and therefore be its own Certifying Authority. Since the browser doesn't know about this new Certifying Authority, it shows
warnings indicating it doesn't know whether to trust the SSL certificate or not.

To make the browser stop displaying the warnings, you have to install the new Certifying Authority certificate into the browser
as a Root CA or Trusted CA. Be careful -- only install a new Certifying Authority when you know who it is because you are
telling the browser to trust SSL certificates from that authority. In this case, the Power Admin product created the new
Certifying Authority on your computer. No other computer has that Certifying Authority.

For instructions on installing a new Certifying Authority in popular browsers, choose your browser below:

Instruction for installing in Internet Explorer
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Instruction for installing in FireFox

Instruction for installing in Google Chrome

Mismatched Address - Add Hosts File Entry

When the SSL certificate was made, it was created using the computer's name, localhost and 127.0.0.1. In the examples
above, that means we could go to https://dnvista or https://localhost or https://127.0.0.1 and the host name in the URL would
match the host name listed in the SSL certificate. If you access the page using the host name in the certificate, mismatched
host address errors will go away. If you can't access it with the host name in the certificate (perhaps because an external host
name is being used) adding a hosts file entry will make it so you can. But first, you need to see which host names are in the
certificate.

Click the certificate, and then view the Details tab and the Subject Alternative Name field as shown below:

p
Certificate \
Details | Certification Path

Certification path

[55] P Server Monitor on HONEYPOT
EE 1 |PA Server Monitor on HONEYPOT

Certificate status:

’Tﬁis certificate is OK.

Learn more about certification paths

—

294


#firefox.aspx
#chrome.aspx

-
Certificate
| General@erﬁﬁmﬁon Path
Shows: GAJI) ) v]
Field Value
[=]valid to Tuesday, July 14, 2037 9:
|:|Subject Information Technology,
[=|Public key R5A (1024 Bits)

'3 |Basic Constraints Subject Type=End Enti

@J Subject Alternative Name DNS Mame =HOMEYPOT,

. Thumbprint algorithm shal
BThumbprint fo 12e3eb658aa6dab

———— —_—

DI
DS Name=HONEYPOT. office. poweradmin. com
NS Name=localhost
CIM: L.,
DMS Name=
CMNS Name=","*
DMS Name=>
Edit Properties. ..
Learn more about certificate details

Adding a hosts file entry for one of those names that points at the monitoring service will quiet the browser's certificate

complaints.

Regenerate the SSL Certificate

If your host name changes, or you want to regenerate the default SSL certificate for any reason, you can do that by using
RegEdit and going to:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Software\PowerAdminServerMonitor

- Or -
HKEY_LOCAL_MACHINE\SOFTWARE\Software\PowerAdminServerMonitor

Delete the value named SSL_GenSAN. Then restart the service -- when it starts up, a new SSL certificate with the current host name will be
created.

If you would like to add an additional host name to the Subject Alternative Name field show in the image above, you can do
that by setting the SSLSANName field to the new host name. You can add multiple host names by separating them with a
comma. Delete the SSL_GenSAN value and restart the service and the certificate will be rebuilt with the new host names.

Browser SSL Error Loop - Tweak Registry

If you have an SSL error in the Console that you can't click past, open RegEdit and go to:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet Explorer\MAIN\FeatureContro\FEATURE_SSLUX

- Or‘ -
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\MAIN\FeatureContro\FEATURE_SSLUX

There should be an entry for Console. Change it to:
Console = 1
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Restart the Console and you should be able to click past the SSL error. You can use the two techniques discussed above
this topic to fix the source of the SSL error.
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Alert Suppression, Event Escalation, Event Deduplication

Understanding how Alert Suppression, Event Escalation, and Event Deduplication work together can give you the tools to
have fine grained control over your alerting environment.

Monitor Alert Suppression Action List Event Deduplication
Rules

Actions
Alert acti o 3 5 3 icate ?
Detects problem... Alert or suppress? = i 5 Iseventa duplicate? to fire
Already acknowledged?

Escalation rules.

wn
=
e
o
@

Alert Suppression

When a monitor first detects a problem, it consults with its Alert Suppression rules to determine whether the monitor should
go into Alert state or not. So this is the first filter in the alert path. If the alert is suppressed, the monitor is not in Alert state
and no further alerting is considered.

Action List - Event Escalation

If a monitor is in Alert state at the end of it's check, it consults it's list of actions that might contain a list of Event Escalation
alerts. This step is where the set of actions to run is determined. Event Escalation can be enabled and configured on a
monitor-by-monitor basis.

Event Deduplication

There are two kinds of Event Deduplication -- Simple and Advanced. Below we'll discuss Advanced, as Simple doesn't have
any affect on actions that are run.

After getting a list of possible actions to fire during the Event Escalation step, the alert is check to see if it is a 'new' alert. If it
is new, the actions are fired as normal. But, if the event is not 'new’, that means it's a duplicate. 'New' and 'duplicate' are
determined by looking at fields in the event.

If an event is a duplicate:

o By default, actions are not fired on duplicate events

o You can indicate actions should continue to be fired, until the alert is acknowledged.
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Event Escalation

NOTE: Event Escalation is only available in the Pro and Ultra editions.

State monitors (like the one shown below) support event escalation. This means that after a specified amount of time,
additional actions will be run if the monitor is still in an error state.

When you attach the first action to an escalation item, a new escalation item will be added below the current escalation item,
which you are free to use or ignore (that is, leave empty). The delay time that is preset for this action is automatically
guessed -- you are free to change it.

(e Error Actions (run in the order shown) Global Action List
= Do Immediately: = Select actions from this list and assign to the monitor
- E-mail Message to User@YourDomain.com -
New... Edit... Delete...

~Message Box
10 minutes after the first error:

E i b Gthers - i 71 E-mail Message to OtherUser@yourDomain.com
ﬂ ..... M;”;z;g:;iige i ertiserg fourbomans:com ce [ “iE-mail Message to User@YourDomain.com ;

[Z]Message Box
@i Start stopped service on monitored computer
== [ write to ServerEvents.txt log file

- ¥ minutes after the first error:
ﬂ El- Every 30 minutes thereafter:
- E-mail Message to OtherUser@YourDomain.com
- E-mail Message to User@YourDomain.com v

You may configure a particular escalation group by first clicking on the Escalation node to select it. This configuration may
consist of changing the time at which the escalation group's actions are activated. You can configure an escalation period by
hand editing the time shown in it. To do so, press the F2 key or click on the node a second time after selecting it, to "open"
the node for renaming (exactly as you would with a file or folder name in Windows Explorer.) You can then enter a time value,
which consists of a whole decimal number (no decimal point) followed by one of these time units: minutes, hours, or days.
You do not need to type the "after the first error" portion.

Examples of correct escalation time setting text:

12 minutes
2 hours
1 day

PA File Sight will always revise the text to read "XX minutes after the first error:" once you close the editing of the node. A
non-minutes value will be normalized to the correct number of minutes (for instance, "1 hour" becomes "60 minutes after the
first error.") The escalation groups will be visually re-sorted in the order of the times that they contain when you complete
your editing.

Any escalation groups that are created, but left empty, will automatically be removed when you leave the Actions dialog.

See Adding Actions for additional information.
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See Alert Suppressing, Event Escalation and Event Deduplication to see how these features
can be used together for suppressing alerts.
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Monitor Schedule

Most monitors have a Schedule button in the lower right corner of their configuration dialog. When the mouse hovers over
the Schedule button, the Schedule window is shown below:

{ \,) Indicated how often the current monitor should run

& Periodically T Weekly
" Daily " Monthly
" Linked
Every | 30 j |Minute(s) j

Letting the start times 'wander' a bit allows the application to
spread the requests out thereby spreading CPU, disk, network, etc
usage over time and avoiding usage spikes. However, you can
force a precise schedule to be used.

I Force a precise schedule

Start time: [12:00:00 AM  —

You can schedule the monitor to run using a time-based period, on a daily, weekly or monthly schedule.

An additional option, Linked, lets you specify that a monitor should run immediately after another monitor finishes. This is
useful in cases where two monitors need to work together, or perhaps see the same underlying system state.

f V Indicated how often the current monitor should run
" Periodically T Weekly
" Daily " Monthly
&+ Linked

Run the monitor as soon as the following monitor finishes:

192.168.7.12 -- Care - Inventory Collector j

Advanced Options for most monitors will also let you specify a time during the week (in 30 minute increments) when a
specific monitor should not be run. This might be useful during system backup for example.
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Smart Config
The Smart Config feature is a very useful tool for quickly adding servers or devices to be monitored. You specify one or more

servers, and the monitors inspect the servers/devices and create appropriate monitors for each one based on default
settings.

Watch the training video How to Use Smart Config in PA Server Monitor.

You can access the feature by clicking the Smart Config button at the top of the Console.

You can paste a list of server names or IP addresses into an edit box. You can also press the Discover button to find a list of
servers for you (more on that below).

You can optionally specify a username and password to use when accessing the server by entering any line in the form:
server name,username,password,alias

(for another example, open the dialog below in the Console, and let your mouse hover over the server list window for a
helpful hint).

If no username/password is given, the configuration procedure will try already entered credentials to see if they will work.
Otherwise the service's Login As user will be used.

Owning Group
When adding new servicers or devices to be monitored, this option will give you the ability to add them to a group. By default
the Servers/Devicese root group is chosen.

Monitored By

If you have remote Satellite monitoring sites, you can indicate that the remote Satellite should monitor the list of servers. By
default the Central Monitoring Service is chosen. That means newly created servers/devices in the system will be assigned
to the monitoring system chosen from this list.
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Smart Configuration Process

Here you can quickly configure new servers with auto-configured moniters. When the process is complete, you Close
@b ©2an modify any setting that is created. —

&) Enter server names or IP addresses below to be addedto  ¢)|® Use Auto Configuration

e systemgu]thic setvene erlialspeniic Use the default Dynamic Server Lists and the |what is Auto

username/password to monitor it, enter the line below as: T. s b : :
! ‘emplate Library to automatically setu Configuration?
serverusemame,password aupﬁmriate m;itors. . P

|

Digable Aute Configuration...

(" Customize and apply specified monitor types

Owning group:

|servers/Devices |

Monitored by:

|' Monitoring service on 127.0.0.1 j
Discover..

) Device Type Detection
¥ Probe devices to detect their type

[ Set type to Windows
[T Settype to SNMP
[T Set type to VMWare ESX
[T Set type to SSH
[ Settype to IPMI Run Smart
- X R Config on
4 ] Begin the Smart Config Process When the Smart Config process finishes, you can view, Existing

edit or delete any of the created monitors. Servers

The next step is to select how the service will inspect the server(s)/device(s) to add monitor modules, either by Automatic
Configuration or Customize and apply specified monitor types. Then select the Device Type for your servers/devices and
press "Begin the Smart Config Process". In a few moments you'll have monitors automatically configured for your specific
environment. Naturally the auto-created monitors can be changed or deleted just like any other monitor in the system.

A subtle button at the bottom right lets you run Smart Config on existing servers/devices. This will open up the Bulk Config
feature and guide you through the rest of the process.

Existing monitors and actions are not modified -- new monitors and new actions are created while leaving the existing
monitors and actions alone. If an existing monitor of a particular type already exists, Smart Config will not add a duplicate.

Server Discovery

Pressing the green button labeled "Discover" allows PA File Sight to scan the network for servers and devices without having
to manually gather this information. The following dialog will appear on top of the Smart Configuration dialog.

If you selected a Satellite service in the "Monitored by" box mentioned above, the discovery
scan will be sent to the remote Satellite to be performed. That means you can discover
servers/devices at remote sites to be monitored even if you are not on the remote network.
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Server Discovery on Central Manitaring Service

[Discovering devices from Central Monitoring Service oK
¥ Query Windows for servers it knows about Cancel
¥ Ping the following IP Address range: 192 . 168 . 7 . 1 to 192 . 168 . 7 . 254
[~ Send ping to .0 and .255 addresses (these addresses would not normally be pinged in a typical class C
network)

+ Add devices by DNS name if possible
" Add devices by IP address
Cancel Search ANNENRNNRENER

Scan time: Om 20s

Servers to add Servers to ignore

192.168.7.1 ABCLIVEDEMO [192.168.7.34] - Already monitored
192.168.7.12 ARCHIVE.OFFICE.POWERADMIN.COM [192.168.7.2] - Already mt
192.168.7.13 BALROG [192.168.13.45] - Already monitored

192.168.7.19 BANTHA [192.168.12.33] - Already monitored

192.168.7.3 CLEAN2016 [192.168.7.96] - Already monitored

192.168.7.7 HONEYPOT-2012.0FFICE.POWERADMIN.COM [192.168.7.6] - Alr
D2.0FFICE.POWERADMIN.COM [192.168.7.22] - probably Winde LOTSA [192.168.7.20] - Already monitored
DOMAINZ.OFFICE.POWERADMIN.COM [192.168.7.10] - probably o VAULT [192.168.7.42] - Already monitored

HPG&14EF7 [192.168.7.11]

MAC [192.168.7.47]

Q.OFFICE.POWERADMIN.COM [192.168.7.4] - probably Window
RAMCOR [192.158.7.49]
SAT-HAMMER.OFFICE.POWERADMIN.COM [192.168.7.16] - prob:
TEST-2 [192.168.7.15] - probably Windows

TYRO [192.168.7.251]

WAMPA [192.168.7.36]

Clear List Clear List

The following options are available for Server Discovery:
Query Windows for servers it knows about: Windows has its own network discovery process that PA File Sight will query to
find servers that Windows knows about.

Ping the following IP Address range: A Ping message will be sent to each address that exist in the range of IP addresses
given.

Send ping to .0 and .255 addresses: these address values have special use in the TCP/IP protocol. By default this box is
unchecked. You may enable this feature if you have reason to believe that these addresses are in use by computers of
interest for monitoring.

Servers to add: these are the IP addresses (or computer names if they could be resolved) where servers/devices were
detected, and which are not currently being monitored.

Servers to ignore: These are servers/devices that were discovered, but which are already being monitored.

Pressing the OK button will append the list of servers on the left ("Servers to add") to the list of servers to run Smart Config
on shown above.

Starting the process...

Pressing the green "Begin the Smart Config Process" button will send the server list and settings to the specified monitoring
service (the Central Monitoring Service or a remote Satellite) for execution. When that happens, the following dialog is
shown.
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Smal,_t config Status Created 31 Mar 2017 09:59 AM

Smart Config for B servers/devices - In Progress Il et
Smart Config for 8 servers/devices - In Progress

Server/Device Status Details

In Progress ...

Report URL: Generated by PA Server Monitor
This automatically generated report will always be created in the same location v7.0.0
Created in 1 ms

The dialog will display the progress of the Smart Config process. You can leave it open and watch or close it -- the process

will continue in the background. The newly created server(s) and monitor(s) will automatically appear in the Console

navigation panel a few moments after each one is created.
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Global Monitors

Global Monitors are very similar to normal monitors with the exception that they are not attached to a server or group.

Advanced Services

- Satellite Services

Lﬂ Monitor Template Library

=-{] Global Monitors
-[E windows Ser Add New Global Monitor ...

j SQL Server Restore Missing Default Monitors

] SNMP Devices

-[Z] SharePoint - FAST Search

i i T

Gldball Monitors are found under the Advanced Services section of the Console application.

Like regular monitors, these monitors have the standard options for Adding Actions, setting Advanced Options and setting the
Monitor Schedule.
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Execute Script Monitor

The Execute Script Monitor allows you to write your own custom scripts in the VBScript, JavaScript, PowerShell languages,
or via an SSH connection to a host. You can check anything that your script can access. For VBScript, JavaScript and
PowerShell, this monitor makes use of the applicable scripting engine that is already installed on nearly all Windows
computers.

The script window is where you enter your script. The script can do anything that can be done in the selected language
(including creating external components if available) with all the standard restrictions.

Configure Monitor Script

Script to run oK
Script Language: VBScript = Cancel
1 ' This is a simple monitor that will fire actions everytime it is called
2 ' gince Firelctions is set to True. You can write any kind of script ;
3 ' that you would like here. This script is run using your system's Actions...
4 ' VBScript interpretter.
£ !
() ' VBScript Reference: http://madn.microsoft.com/en-us/library/dlwfSett.aspx Advanced
' :
. ’ ) : o ; Options...
5 ' You can enable or disable this script by right clicking on the script
9 " in the main Console window (where the list of all monitors are shown).
'
11 " Warning: Don't show a user interface from the script (ie don't call
o ' MsgBox as that will cause the script to freeze when running from within
3 ' the monitoring service).
15 FireActions = True
1& Details = "Testing Execute Script monitor™
7 3tatID = GetStatID("testStat”™)
12 RecordStat statID, 10.5
Schedule...

Test Script in Console (Debug) Test Script in Monitoring Service (Production)
Ctrl-A=select all Ctrl-C=copy Ctrl-F=find Ctrl-R=replace Ctrl-V=paste Ctrl-X=cut

There are two Test buttons. One will run the script within the Console. The other will send the script to the monitoring service
that is monitoring the target computer (Central Monitoring Service or a Satellite) and run the script there. This helps find any
problems that might come up from the script possibly running on a different machine, or running as a different user (the
service Log As user).

Keep in mind that when the script runs, it might run on a different computer than where you
are editing it. That means drive mappings, HKEY_CURRENT_USER registry hive, Internet
Explorer settings and the currently running user will often be different.
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IMPORTANT: Do not show any user interface elements in the script -- they will not be visible in the monitoring service and
will block the script from ever completing.

Topics

VBScript

Documentation - Examples
Javascript

Documentation - Examples
PowerShell

Documentation - Examples
SSH

Documentation - Examples

Additional Script Elements

Besides the scripting language's own objects and elements, the following additional global variables and methods are
available within each scripting environment:

VBScript

A good VBScript reference is available at: http://msdn.microsoft.com/en-us/library/d1wf56tt.aspx

ComputerName
This read-only string variable is the name of the computer that the monitor is attached to.

Example:

myStr = ComputerName

CustomProp
This function retrieves the named value of a custom property. It checks the Monitor first, and if not found, checks the
monitor's owning computer, and then the computer's group, and then the group's parent group, etc. Custom properties
can be set on Groups, Computers and Monitors by right-clicking on the item and choosing the Custom Properties menu.

Example:

myStr = CustomProp("NotifyGroupID")

Details
This is a string value. This value is passed to any attached actions as the details for the action (ie the content of an
email notification for example).

Example:

Details = "Alert! Can't contact remote system"

FireActions
This is a boolean value. If the value is set to True, actions attached to the monitor will fire. If it is False, they will not fire.
The value defaults to False.
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Example:

FireActions = true

GetStatlD
RecordStat

GetStatlD and RecordStat are used together to record integral data values to the database for reports.

GetStatID is a function that takes a single string value and returns an integer statID. The string value should be a useful
name to you, such as the name of the thing you're probing with the script. Including the server/device name in the string
would be a good idea if a similar script will run on multiple computers -- it will make it easier to choose the specific data
that you want when you create reports.

Example:

statlD = GetStatID("ftpSvr1-myObject")

RecordStat is a method that takes two inputs -- the statlD obtained from GetStatID above, and the integer value to record to the database.
The time the value is recorded also gets saved to the database for use in line charts, etc.

Example:
RecordStat statID, objectValue

GetValue
StoreValue

GetValue method takes a text name and returns the value that was stored earlier via the StoreValue call described
below. If nothing was ever stored with that name, an empty string is returned.

Example:

prevState = GetValue("LastState")

The StoreValue method takes a text name, and a text value and stores it. This named value can be retrieved later (even

when the script runs next) via GetValue. Note that these values will be persisted in the configuration database and kept
in memory with the monitor, so they should be kept relatively small (a few hundred characters long or less).

Example:

StoreValue "LastState", "1|15|0OK"

InventoryValue
Request an inventory value for the current computer, or a different one. An inventory propertylD must be used to specify
which inventory value to retrieve. An optional ComputerID value can be used to get the inventory value from a computer
other than the current computer. If a property can have multiple values (CPU Names for example), each one will have a
newline character appended.

Example:

'returns the Operating System (18) for the current computer myStr = InventoryValue(18)
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‘returns the Operating System (18) for the current computer (O means use default) myStr = InventoryValue(18, 0)
'returns the Operating System (18) for computerlD 238 myStr = InventoryValue(18, 238)

The inventorylD values are given below. Note that not all computers/devices will have all inventory values, and some
may have none (especially if an Inventory Collector monitor is not added to the computer).

Anti-virus Version 38
Anti-virus Pattern File 39
Anti-virus Pattern File Date 40
Anti-virus Status 41
Operating System 18
OS Architecture 19
OS Version 20

OS Last Boot Time (_time_t UTC value)21
OS Current Time (_time_t UTC value) 22

CPU Count 13
CPU Name (multi value) 15
CPU Number of Cores (multi value) 16
CPU Clock Speed (multi value) 17
Display Name 6

Drive Status (multi value) 23
Domain 9

Manufacturer 10
Page File size in MB 24
RAM in MB 14
System Architecture 12
System Model 11
Time Zone Offset 8

Uptime % this month 28
Uptime % last month 29

MachinelD

Returns the numeric value that uniquely identifies this computer (Computer ID - CID) within the application. Useful in
conjunction with the External API.

Example:

mylD = MachinelD

GroupPath
The name of the group that the computer the monitor is attached to belongs in, with child groups delimited with a > (ie,
Servers/Devices > Austin > Lab )

Example:

myStr = GroupPath

ReportResults
This method will take the current value of FireActions and Details and report the result as though the monitor had

finished. This is a way for a monitor to report multiple individual errors, similarly to how some other monitors have a
"report each event separately" check box.

Example:

ReportResults
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SendMail
This method sends an email message to the recipient that you choose. This method can also send the email in HTML
format if it sees the <IDOCTYPE in the body of the message.

Example:

SendMail "to_address@host.com”, "from_address@host.com", "Subject of message", "Body of email message"

SetComputerCustomPropByID
Custom Properties can be used in directory paths, email messages, scripts and other places. Your script can set a
Custom Property on a computer by giving it's ID (first parameter). If the ID is 0, the computer the monitor is running on
will be targeted.

Example:

SetComputerCustomPropByID 0, "DEVICEID", "BSQL"

The Custom Property DISPLAYED_NOTES is the value you can set by right-clicking a
computer and selecting Notes. Notes show up at the top of a Server Status Report.

Sleep
This VBScript method takes a single integer value, which is the number of milliseconds that the script should stop and
sleep. Be careful about using this: causing too many monitors to sleep for very long means other monitors may not get
run.

Example:

Sleep 1500

TolLog
This method takes a string value and appends it to the service's log file (useful for debugging scripts). The line will start
with MONITOR_SCRIPT_LOG.

Example:

TolLog "Arrived at first loop"

TolLog resultVal

JavaScript

ComputerName
This read-only string variable is the name of the computer that the monitor is attached to.
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Example:

myStr = ComputerName;

CustomProp
This function retrieves the named value of a custom property. It checks the Monitor first, and if not found, checks the
monitor's owning computer, and then the computer's group, and then the group's parent group, etc. Custom properties
can be set on Groups, Computers and Monitors by right-clicking on the item and choosing the Custom Properties menu.

Example:

myStr = CustomProp("NotifyGrouplD");

Details
This is a string value. This value is passed to any attached actions as the details for the action (ie the content of an
email notification for example).

Example:

Details = "Alert! Can't contact remote system";

FireActions
This is a boolean value. If the value is set to True, actions attached to the monitor will fire. If it is False, they will not fire.
The value defaults to False.

Example:

FireActions = true;

GetStatID
RecordStat

GetStatID and RecordStat are used together to record integral data values to the database for reports.

GetStatID is a function that takes a single string value and returns an integer statID. The string value should be a useful
name to you, such as the name of the thing you're probing with the script. Including the server/device name in the string
would be a good idea if a similar script will run on multiple computers -- it will make it easier to choose the specific data
that you want when you create reports.

Example:

statlD = GetStatID("ftpSvr1-myObject");

RecordStat is a method that takes two inputs -- the statlD obtained from GetStatID above, and the integer value to record to the database.
The time the value is recorded also gets saved to the database for use in line charts, etc.

Example:
RecordStat(statID, objectValue);

GetValue
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StoreValue
GetValue method takes a text name and returns the value that was stored earlier via the StoreValue call described
below. If nothing was ever stored with that name, an empty string is returned.

Example:
prevState = GetValue("LastState");
The StoreValue method takes a text name, and a text value and stores it. This named value can be retrieved later (even

when the script runs next) via GetValue. Note that these values will be persisted in the configuration database and kept
in memory with the monitor, so they should be kept relatively small (a few hundred characters long or less).

Example:

StoreValue("LastState", "1|15|0K");

InventoryValue
Request an inventory value for the current computer, or a different one. An inventory propertylD must be used to specify
which inventory value to retrieve. An optional ComputerID value can be used to get the inventory value from a computer
other than the current computer. If a property can have multiple values (CPU Names for example), each one will have a
newline character appended.

Example:

/Ireturns the Operating System (18) for the current computer myStr = InventoryValue(18);
/Ireturns the Operating System (18) for the current computer (0 means use default) myStr = InventoryValue(18, 0);
/Ireturns the Operating System (18) for computerID 238 myStr = InventoryValue(18, 238);

The inventoryID values are given below. Note that not all computers/devices will have all inventory values, and some
may have none (especially if an Inventory Collector monitor is not added to the computer).

Anti-virus Version 38
Anti-virus Pattern File 39
Anti-virus Pattern File Date 40
Anti-virus Status 41
Operating System 18
OS Architecture 19
OS Version 20

OS Last Boot Time (_time_t UTC value) 21
OS Current Time (_time_t UTC value) 22

CPU Count 13
CPU Name (multi value) 15
CPU Number of Cores (multi value) 16
CPU Clock Speed (multi value) 17
Display Name 6

Drive Status (multi value) 23
Domain 9

Manufacturer 10
Page File size in MB 24
RAM in MB 14
System Architecture 12
System Model 11
Time Zone Offset 8

Uptime % this month 28
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Uptime % last month 29
MachinelD

Returns the numeric value that uniquely identifies this computer (Computer ID - CID) within the application. Useful in
conjunction with the External API.

Example:

mylD = MachinelD;

GroupPath
The name of the group that the computer the monitor is attached to belongs in, with child groups delimited with a > (ie,
Servers/Devices > Austin > Lab )

Example:

myStr = GroupPath

ReportResults
This method will take the current value of FireActions and Details and report the result as though the monitor had
finished. This is a way for a monitor to report multiple individual errors, similarly to how some other monitors have a
"report each event separately" check box.

Example:

ReportResults();

SendMail
This method sends an email message to the recipient that you choose. This method can also send the email in HTML
format if it sees the <IDOCTYPE in the body of the message.

Example:

SendMail("to_address@host.com"”, "from_address@host.com", "Subject of message", "Body of email message");

SetComputerCustomPropByID
Custom Properties can be used in directory paths, email messages, scripts and other places. Your script can set a
Custom Property on the computer whose ID is given (first parameter), or use 0 to indicate the computer the monitor is
running on should be targeted.

Example:

SetComputerCustomPropByID(0, "DEVICEID", "BSQL");

The Custom Property DISPLAYED_NOTES is the value you can set by right-clicking a
computer and selecting Notes. Notes show up at the top of a Server Status Report.
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Sleep
This method takes a single integer value, which is the number of milliseconds that the script should stop and sleep. Be
careful about using this: causing too many monitors to sleep for very long means other monitors may not get run.

Example:

Sleep(1500);

TolLog
This method takes a string value and appends it to the service's log file (useful for debugging scripts). The line will start
with MONITOR_SCRIPT_LOG.

Example:

TolLog "Arrived at first loop"

TolLog resultVal

PowerShell

PowerShell interaction happens via the $mon object.

$mon.ChangeMonitorStatus
SetMonitorStatus is a function that sets the status of any monitor. This function takes three values: Monitor ID, Monitor
Status, and Status Text. The Monitor ID is assigned in the monitoring service and you can find the ID value by showing
the IDs from the View menu and then looking in the navigation colunm. If you use 0 for the Monitor ID the function will
change the staus of the monitor the action is attached to. There are four statuses that are available: msOK, msAlert,
msError, and msDISABLED. The Status Text is the message that you can supply that is listed for the monitor and will be
shown in reports.

Example:

$mon.ChangeMonitorStatus(43, $mon.msAlert, "Status changed for monitor")

Possible values:

Monitor Status Values

OK $mon.msOK

Alert $mon.msAlert

Error $mon.msError
Disabled $mon.msDISABLED

Alert Show as Green $mon.msALERT_GREEN
Alert Show as Red $mon.msALERT_RED
$mon.ComputerName

This read-only string variable is the name of the computer that the monitor is attached to.
Example:

$myStr = $mon.ComputerName
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$mon.CustomProp
This function retrieves the named value of a custom property. It checks the Monitor first, and if not found, checks the
monitor's owning computer, and then the computer's group, and then the group's parent group, etc. Custom properties
can be set on Groups, Computers and Monitors by right-clicking on the item and choosing the Custom Properties menu.

Example:

$myStr = $mon.CustomProp("NotifyGrouplD")

$mon.Details
This is a string value. This value is passed to any attached actions as the details for the action (ie the content of an
email notification for example).

Example:

$mon.Details = "Alert! Can't contact remote system"

$mon.FireActions
This is a boolean value. If the value is set to True, actions attached to the monitor will fire. If it is False, they will not fire.
The value defaults to False.

Example:

$mon.FireActions = $true

$mon.GetMonitorList
GetMonitorList is a function that uses the Server ID to return a list of monitors assigned to the server and the monitor's
attributes. The server ID can be for any server and if no server is given the default will be the current server that this
monitor is assigned to. The returned value is a Hashtable that can be iterated through to find the value needed.

Example:

$myTable = $mon.GetMonitorList(1)

The monitor's attributes values:

Status status

Error Text emText
Dependency depends_on
Title title

Error Action IDs errActionIDs

Scheduled Next Run Time nextRun

Time in Error (seconds) inErrSeconds

Fixed Action ID fixedActionIDs

Last Run Time lastRun
$mon.GetServerList

GetServerList is a function that returns a list of servers assigned to a group and the server's attributes. Two parameter
are needed for this function; GroupID and include Child Groups. If no GrouplD is used the default 0 is used, which is the
entire list of servers at the root level. The second parameter is a switch used to return or not return servers that are in
child groups under the starting group. Use to 0 to return all servers and 1 to return servers at the parent level only. The
returned value is a Hashtable that can be iterated through to find the value needed.
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Example:

$myTable = $mon.GetServerList(2, 1)

The server's attributes values:

Server Name name
Group Level  group
Group ID grouplD
Status status
Alias for Serveralias
$mon.GetStatiD
$mon.RecordStat

GetStatlD and RecordStat are used together to record integral data values to the database for reports.

GetStatID is a function that takes a single string value and returns an integer statlD. The string value should be a useful
name to you, such as the name of the thing you're probing with the script. Including the server/device name in the string
would be a good idea if a similar script will run on multiple computers -- it will make it easier to choose the specific data
that you want when you create reports.

Example:

$statiD = $mon.GetStatID("ftpSvr1-myObject")

RecordStat is a method that takes two inputs -- the statlD obtained from GetStatlD above, and the integer value to record to the database.
The time the value is recorded also gets saved to the database for use in line charts, etc.

Example:
$mon.RecordStat($statiD, $objectValue)

$mon.GetValue
$mon.StoreValue

The GetValue method takes a text name and returns the value that was stored earlier via the StoreValue call described

below. If nothing was ever stored with that name, an empty string is returned.

Example:

$prevState = $mon.GetValue("LastState")

The StoreValue method takes a text name, and a text value and stores it. This named value can be retrieved later (even
when the script runs next) via GetValue. Note that these values will be persisted in the configuration database and kept
in memory with the monitor, so they should be kept relatively small (a few hundred characters long or less).

Example:

$mon.StoreValue("LastState", "1|15|0K")

$mon.GroupPath
The name of the group that the computer the monitor is attached to belongs in, with child groups delimited with a > (ie,
Servers/Devices > Austin > Lab )
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Example:

myStr = $mon.GroupPath

$mon.InventoryValue
Request an inventory value for the current computer, or a different one. An inventory propertylD must be used to specify
which inventory value to retrieve. An optional ComputerID value can be used to get the inventory value from a computer
other than the current computer. If a property can have multiple values (CPU Names for example), each one will have a
newline character appended.

Example:

/Ireturns the Operating System (18) for the current computer myStr = $mon.InventoryValue(18);
/Ireturns the Operating System (18) for the current computer (0 means use default) myStr = $mon.InventoryValue(18, 0);
lIreturns the Operating System (18) for computerID 238 myStr = $mon.InventoryValue(18, 238);

The inventorylD values are given below. Note that not all computers/devices will have all inventory values, and some
may have none (especially if an Inventory Collector monitor is not added to the computer).

Anti-virus Version 38
Anti-virus Pattern File 39
Anti-virus Pattern File Date 40
Anti-virus Status 41
Operating System 18
OS Architecture 19
OS Version 20

OS Last Boot Time (_time_t UTC value)21
OS Current Time (_time_t UTC value) 22

CPU Count 13
CPU Name (multi value) 15
CPU Number of Cores (multi value) 16
CPU Clock Speed (multi value) 17
Display Name 6

Drive Status (multi value) 23
Domain 9

Manufacturer 10
Page File size in MB 24
RAM in MB 14
System Architecture 12
System Model 11
Time Zone Offset 8

Uptime % this month 28
Uptime % last month 29

$mon.MachinelD
Returns the numeric value that uniquely identifies this computer (Computer ID - CID) within the application. Useful in
conjunction with the External API.

Example:

$mylID = $mon.MachinelD

$mon.ReportResults
This method will take the current value of FireActions and Details and report the result as though the monitor had
finished. This is a way for a monitor to report multiple individual errors, similarly to how some other monitors have a
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"report each event separately" check box.
Example:

$mon.ReportResults()

$mon.SendMail
This method sends an email message to the recipient that you choose.

Example:

$mon.SendMail("to_address@host.com", "from_address@host.com", "Subject of message", "Body of email message")

$mon.SetComputerCustomPropByID
Custom Properties exist on groups, computers and monitors. This function lets you set the custom property on a
computer. You can specify the computer ID in the first parameter, or set it to 0 to indicate the computer the monitor is
running on should be targeted.

Example:

$mon.SetComputerCustomPropBylID(0, "DEVICEID", "BSQL")

The Custom Property DISPLAYED_NOTES is the value you can set by right-clicking a
computer and selecting Notes. Notes show up at the top of a Server Status Report.

$mon.SetMonitorStatus
SetMonitorStatus is a function that sets the status of the Excute Script monitor if FireActions is set to true (this function
is ignored if FireActions is false). There are three statuses that are available: msOK, msAlert, and msError. The default
is msAlert.

Example:

$mon.SetMonitorStatus($mon.msAlert)

Possible values:

Monitor Status Value

OK $mon.msOK

Alert $mon.msAlert

Error $mon.msError
$mon.ToLog

This method takes a string value and appends it to the service's log file (useful for debugging scripts). The line will start
with MONITOR_SCRIPT_LOG.

Example:
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$mon.ToLog "Arrived at first loop"
$mon.ToLog $resultVal

Start-Sleep
The PowerShell cmdlet takes two parameters. The first parameter specifies timer in seconds (-s) or milliseconds (-m)
and the second is an integer that specifies period of time.

Example:

Start-Sleep -s 10

SSH

SSH is a little different than the others. In this case, your script will be sent to the remote computer/device to run. The
resulting terminal output is scanned for the special keywords below, and they will be 'executed' in the monitoring service
when the script finishes. The keywords must start in the very first column to be recognized.

PA_Details
This is a string value. This value is passed to any attached actions as the details for the action (ie the content of an

email notification for example). This particular value can span multiple lines. The value is terminated when a ") is seen.

Example:

PA_Details("Alert! Can't contact remote system")

PA_FireActions
This is a boolean value. If the value is set to true, actions attached to the monitor will fire. If it is false, they will not fire.
The value defaults to false.

Example:

PA_FireActions(true)

PA_RecordStat
This 'function’ will record a statistic returned from the script to the database. It is equivalent to GetStatlD and RecordStat
in the other languages above.

The first parameter is a string value. The string value should be a useful name to you, such as the name of the thing
you're probing with the script. The second value is a numeric value that will be stored.

Example:

PA_RecordStat("Scans_Per_Second", 45.6)

PA_SendMail
This method sends an email message to the recipient that you choose.

Example:
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PA_SendMail("to_address@host.com", "from_address@host.com”, "Subject of message", "Body of email message")

The SSH script can also use replacement variables that are replaced before the script is sent to the host. These include the
following:

$CustomProp(propName)$
$CustomProp(propertyName)$ will be replaced with the value of propertyName which came from from the source monitor, source
computer or a parent group. It will be blank if the property is not defined.
$Date$
Date in a human-readable format
$Group$
Name of the group that the owning monitor is in (i.e. could be a value like "Routers").
$GroupPath$
Full path name of the group that the owning monitor is in (i.e. could be a value like "Servers/Devices > Boston > Routers")
$Machine$
Name of the target server
$MachineAlias$
Alias of the target server if one has been set. There will be no value (meaning an empty string) if no alias has been set.
$MachinelD$
Internal ID representing the target server. These IDs can be obtained using the External API.
$MachinelP$
IP address of the target server
$MonitorType$
Textual name of the monitor type (i.e. "Event Log Monitor")
$NLS
Value that gets turned into a carriage return-newline pair.
$Time$
Human readable time on the monitoring server.

Standard Configuration Options

Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options and setting the
Monitor Schedule.

VBScript Examples

Check a database value

Check files in a directory

Check the size of a specific file and record to a database
Check if the newest file is older than 6 hours old

Launch a program and check the result code

Check for text in a file

Check a database value

Option Explicit
Dim objconnection
Dim objrecordset
Dim strDetails
Dim valToCheck

Const adOpenStatic = 3
Const adLockOptimistic = 3

320



FireActions = False

Set objconnection = CreateObject("ADODB.Connection")
Set objrecordset = CreateObject("ADODB.Recordset")

objconnection.Open _

"Provider=SQLOLEDB;Data Source=<data_base_server>;" & _
"Initial Catalog=<database _name>;" & _

"User ID=<username>;Password=<password>;"

‘ensure there are at least 1000 rows
objrecordset.Open "SELECT COUNT(*) FROM <database_name>", _
objconnection, adOpenStatic, adLockOptimistic

If objrecordset.RecordCount <> 0 Then
objrecordset.MoveFirst
valToCheck = objrecordset.Fields(0)

If valToCheck < 1000 Then
strDetails = "There are only " & valToCheck & " rows in the table!"
FireActions = True
End If
Else
strDetails = "CODE RED !!!! Failed to get result!"
FireActions = True
End If

Details = strDetails

Check files in a directory

dim highCount

highCount = 1000

Set fso = CreateObject("Scripting.FileSystemObject")
Set oSrcFolder = fso.GetFolder("\\server\dir\tocheck")
fileCount = oSrcFolder.Files.Count

if fileCount > highCount then
FireActions = True

else
FireActions = False

end if

Check the size of a specific file and record to a database

FileToCheck = "C:\Files\Backup\dump.db"
Set objFSO = CreateObject("Scripting.FileSystemObject")

If objFSO.FileExists(FileToCheck) Then
Set objFile = objFSO.GetFile(FileToCheck)

statlD = GetStatID(FileToCheck)
RecordStat statlD, objFile.Size

If objFile.Size < 1000 Then
FireActions = True
Details = FileToCheck & " is too small!"
Else
FireActions = False
End If
Else
FireActions = True
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Details = FileToCheck & " does not exist!"
End If

Check if the newest file is older than 6 hours old (to ensure new files are being created)

DirToCheck = "C:\Logs"
Dim fNewest
set oFolder=createobject("scripting.filesystemobject").getfolder(DirToCheck)
For Each aFile In oFolder.Files
If fNewest ="" Then
Set fNewest = aFile
Else
If fNewest.DateCreated < aFile.DateCreated Then
Set fNewest = aFile
End If
End If
Next

if fNewest.DateCreated < (DateAdd("h",-6,Now())) then

FireActions = True

Details = "NEWEST LOG FILE older than 6 hours (latest file " & fNewest.DateCreated & ")"
else

FireActions = False
end if

Launch a program and check the result code

Dim objShell

Set objShell = CreateObject("WScript.Shell")

'Spaces in the path below can cause trouble for the Run method
exitCode = objShell.Run("C:\Test\App.exe", 1, True)

Set objShell = Nothing

if (exitCode = 0) then 'assuming 0 means OK in this case
FireActions = false
Details = "Everything is OK"
Else
FireActions = true
Details = "Test app returned " + exitCode
End If

Check for text in a file

Option Explicit
Dim oFSO, sFile, oFile, sText
Set oFSO = CreateObject("Scripting.FileSystemObject")
sFile = "\machine\share\textfile.txt"
If oFSO.FileExists(sFile) Then
Set oFile = oFSO.OpenTextFile(sFile, 1)
Do While Not oFile. AtEndOfStream
sText = oFile.ReadLine
If Trim(sText) = "ERROR" Then
FireActions = True
Else
FireActions = False
End If
Loop
oFile.Close
Else
FireActions = True
End If
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Thanks goes out to Seth Johnson at Williams for this

Monitor UDP ports using Microsoft PortQry

Set p = CreateObject("WScript.Shell").Exec("%COMSPEC% /c c:\portgry.exe -n <server_name> -e 443 -p udp")
Do While p.Status = 0
Sleep "100"
Loop
Details = p.StdOut.ReadAll
if inStr(Details, "NOT LISTENING") then
FireActions = True
else
FireActions = false
end if

Thanks goes out to Darrell Swafford at Hardee County Schools for this

Javascript Examples

The Javascript and VBScript scripting engines are identical, other than the syntax of the language. That means you can look
at all of the VBScript examples and make simple changes so it uses Javascript syntax. For example:

VBScript:
Set p = CreateObject ("WScript.Shell"™)
FireActions = True
Sleep "100"

Javascript:
object p = CreateObject ("WScript.Shell"™);
FireActions = True;

Sleep (100) ;

With that in mind, go to the VBScript examples.

PowerShell Examples

Check files in a directory

Launch a PS program and record results
Monitor AD Sysvol

Monitor AD Replication

Monitor Window's License Activations

Check files in a directory

$mon.FireActions = $false
$mon.Details =""

$highCount = 1000

$folder = "C:\Temp"

$files = Get-Childltem $folder -Force

if ($files.Count -gt $highCount)
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{
$mon.FireActions = $true
$mon.Details = "File Count is " + $files.Count

}

Launch a PS program and record results

$mon.FireActions = $false

$statlD = $mon.GetStatID("VMGUEST1_5z_free")

$mon.Details= &powershell.exe "c:\skripte\VM_LUN_Freeperc.ps1 VC1 vmguest1_5z"
$mon.RecordStat($statID, $mon.Details)

Thanks goes out to Peter Strauss at KELAG-KAfA™A A; A Avrntner for this

Monitor AD Sysvol

$Mon.FireActions = $False
$Name = $Mon.ComputerName
$Mon.Details ="

$Folder = "\\" + $Name + "\Sysvol"

If (Test-Path $Folder) -eq $False)
{

$Mon.FireActions = $true
$Mon.Details = "SYSVOL is not accessible on " + $Name

}

Else

{
$Mon.Details = "SYSVOL is accessible on " + $Name
$Mon.FireActions = $False

}

Thanks goes out to Joel Ashman at Progeny Systems Corporation for this

Monitor AD Replication

#Note: Requires AD RSAT tools on PA Server for RepAdmin.exe

$Mon.FireActions = $False
$Mon.Details ="

$Name = $Mon.ComputerName

$Replication = Repadmin /ShowRepl $Name /CSV | ConvertFrom-CSV | Where {$_.'Number of Failures' -gt 0 } | Select -Unique 'Source DSA' |
Sort 'Source DSA’

If ($Replication)

{

$String ="

$String +="The Domain Controller $($Name.ToUpper()) is having difficulty replicating The following servers:'n'n"
$String += " Server'n"

$String += " - n"

ForEach ($ReplError in ($Replication ))

{
$Source = $ReplError.'Source DSA'
$String +="" + $Source + "'n"

}
$Mon.FireActions = $True
$Mon.Details = $String

}

Else
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{
$Mon.FireActions = $False
$Mon.Details = "Replication is now functioning for Domain Controller " + $Name

}

Thanks goes out to Joel Ashman at Progeny Systems Corporation for this

Monitor Window's License Activations

$mon.FireActions = $true
$mon.Details = "Windows OS is NOT activated"

$DNSHostName = $mon.ComputerName

try {

$wpa = Get-WmiObject SoftwareLicensingProduct -ComputerName $DNSHostName *
-Filter "ApplicationID = '55¢92734-d682-4d71-983e-d6ec3f16059f" *

-Property LicenseStatus -ErrorAction Stop

catch {

$status = New-Object ComponentModel . Win32Exception ($_.Exception.ErrorCode)
$wpa = $null

}

$out = New-Object psobject -Property @{
ComputerName = $DNSHostName;
Status = [string]::Empty;

[bool] $fireAction = $true

if ($wpa) {

:outer foreach($item in $wpa) {

switch ($item.LicenseStatus) {

0 {$out.Status = "Unlicensed"}

1 {$out.Status = "Licensed"; $fireAction = $false; break outer}
2 {$out.Status = "Out-Of-Box Grace Period"; break outer}

3 {$out.Status = "Out-Of-Tolerance Grace Period"; break outer}
4 {$out.Status = "Non-Genuine Grace Period"; break outer}

5 {$out.Status = "Notification"; break outer}

6 {$out.Status = "Extended Grace"; break outer}

default {$out.Status = "Unknown value"}

}

}

else {$out.Status = $status.Message}
if('$fireAction)
$mon.FireActions = $fireAction

$mon.Details = $DNSHostName + ": Windows OS is activated"

}

Thanks goes out to Joel Ashman at Progeny Systems Corporation for this

SSH Examples
Monitor process memory usage

# The lines highlighted in red are where the SSH script returns information back to the monitor

#--- Set variables here ---
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PROCESS_NAME="???" # Run ps -eo comm,pmem to find this
THRESHOLD="30.0" # The percentage memory usage to start firing actions

#.

AWK_SCRIPT="$2 ~ /${PROCESS_NAME}/ {memoryusage +=\$1} END {print memoryusage}"
MEMUSAGE="/bin/ps -eo pmem,comm | /usr/bin/awk "${AWK_SCRIPT}"
TEST_RESULT="echo "${MEMUSAGE} > ${THRESHOLD}" | /usr/bin/bc -q’
PREPOSITION="below"
if [ ${TEST_RESULT} == "1"]; then

echo "PA_FireActions(true)"

PREPOSITION="above";
fi

echo "PA_Details(\"Memory usage of ${PROCESS_NAME} is ${PREPOSITION} ${THRESHOLD}% (${MEMUSAGE}%)\")"
echo "PA_RecordStat(\"Memory Usage/${PROCESS_NAME)", ${MEMUSAGE})"

. Monitor memory of service

Your Script

If you would like to share your script, please contact us.
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#ssh_monServiceMemory
https://www5/contact-us/

Contents

This help page is for version 7.3. The latest available help is for version 8.1.

File Sight - Interpreting Application Behavior

Many applications that work with documents (word processors, spreadsheet programs, graphic programs, etc) open your
document and then work with it in a temporary file. For example, imagine you have the following file:

C:\Docs\My Story.doc
When you open the file, your word processor will often create the following file to track your edits:
C:\Docs\~My Story.tmp

When you are finished editing the document, the temporary file has all of your changes. In order to minimize data loss and be
as safe as possible, many programs will do the following:

WRITE to C:\Docs\~My Story.tmp (to save all of your edits)
DELETE C:\Docs\My Story.doc
RENAME C:\Docs\~My Story.tmp to C:\Docs\My Story.doc

PA File Sight sees all of this activity and reports it. You might be concerned to receive alerts about files being deleted since
people should only be editing, not deleting important documents. However, as shown above, the file really was deleted.

In order tell you what is really happening, PA File Sight will try to interpret the stream of activity above. It will match the
DELETE and RENAME and turn it into a write event for alerting and reporting purposes.

So, if PA File Sight sees:
WRITE to C:\Docs\~My Story.tmp
DELETE C:\Docs\My Story.doc
RENAME C:\Docs\~My Story.tmp to C:\Docs\My Story.doc
it will turn it into
WRITE C:\Docs\My Story.doc
This will help you understand what is really happening as far as the end users are concerned.

Caveats:

o Doing the above processing requires extra memory--more events have to be held in memory now so they can be compared.
(For example, all DELETESs have to be held in case a RENAME comes along a short while later).

o Some additional CPU processing power is also required to search through and match up related events.

o Alerting is delayed a few seconds (a DELETE alert should not be sent if it will ultimately get turned into a WRITE).
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o Several saves within a few (5 - 10) seconds will not always be interpretted correctly, so some of the underlying RENAME and
DELETE operations may show through.
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This help page is for version 7.3. The latest available help is for version 8.1.

File Sight - Alternate Data Streams

Alternate Data Streams are a feature of Microsoft's NTFS file system. Basically they are files within a file, with specially
formatted information at the end of the file name to indicate which 'file' within the file is being specified. Some applications
(including the operating system) uses these data streams, and some do not.

You can read more about them at:

o File Streams (Microsoft.com)
o Streams utility (Microsoft.com)
o Google Search

Data streams often look like the following example:
C:\Documents\Financial Data\Payroll.xls:38FJLK2KA81FJLA:$DATA

The data that is saved in a data stream is completely dependent on the operating system and/or the application. Sometimes
it it meta data (such as author information), sometimes it might be tracking data, etc. The data in the streams may or may not
be visible to the end user (meaning they might not know the alternate stream data is being changed by what they are doing).

PA File Sight sees these file streams being accessed just like any other normal file. For your alerting and reporting purposes
PA File Sight lets you specify how you want to treat file stream data. The options are:

o Show stream access - This is the default, so for the example above you could see accesses happening to the shown stream
as well as separate actions on the base Payroll.xls file

o Truncate stream - Instead of showing the complete file stream name in the example above, PA File Sight can truncate the
name to the base file (C:\Documents\Financial Data\Payroll.xIs in the example)

o Ignored streams - When a file stream is detected, it is completely ignored
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This help page is for version 7.3. The latest available help is for version 8.1.

Service Monitor

Contents

The Service Monitor watches the same system services that can be seen from the Administrator Tools Services applet
(services.msc). If a service is not running, actions are fired (which could notify you and/or restart the service for example).
The Restart Service action is typically attached to this monitor.

Watch the training video How to Add Service Monitor in PA Server Monitor.

Configure Service Monitor

Ig attached actions will be run.

™ Alert if new services are installed
[ Alert if services are deleted
[~ Alert if any service Startup Type changes

These services SHOULD be running

PA Server Monitor << add
Windows Time
Remove >>
<< Add All
Runmng
Services
These services should NOT be running
<< Add
Remove >>
Ignore these services
Background Intelligent Transfer Service  » << Add
CDPUserSve™
dr_optimization_*
rontart Nata = i Remove >>

™ Report service problems separately

¥ Check that all ‘Automatic start’ services are running

9} Select the monitors below that should be watched. If any monitor below is not running, the

All services list

Network Store Interface Service

Offline Files

Optimize drives

Performance Counter DLL Host

Phone Service

Plug and Play

Portable Device Enumerator Service
Power

Print Spooler

Printer Extensions and Notifications
Problem Reports and Solutions Control Pat
Program Compatibility Assistant Service
Quality Windows Audio Video Experience
Radio Management Service

Remote Access Auto Connection Manager
Remote Access Connection Manager
Remote Desktop Configuration

Remote Desktop Services

Remote Desktop Services UserMode Port R

Remote Procedure Call (RPC)
Manually Add Service

W

oK

Cancel

Actions...

Advanced
Options...

Schedule...

There are a lot of different parts to this monitor, so we'll take them one at a time.

v Check that all 'Automatic start’ services are running

The easiest way to use this monitor is to check the "Check that all 'Automatic Start' services are running". Every time the

monitor runs, the service list is fetched and if a service is set to Automatic start isn't running, alerts will fire.

[V Alert if new services are installed
¥ Alert if services are deleted

This option simply fires alerts when a new service is first seen, or if a service that was once registered is no longer there.

¥ Alert if any service Startup Type changes
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This option simply fires alerts when service's Startup Type changes.

All services list

Network Store Interface Service ~
Offline Files

Optimize drives

Performance Counter DLL Host

Phone Service

Plug and Play

Portable Device Enumerator Service

Power

Print Spooler

Printer Extensions and Notifications

Problem Reports and Solutions Control Par
Program Compatibility Assistant Service
Quality Windows Audio Video Experience
Radio Management Service

Remote Access Auto Connection Manager
Remote Access Connection Manager
Remote Desktop Configuration

Remote Desktop Services

Remote Desktop Services UserMode Port R
Remote Procedure Call (RPC) v

Manually Add Service
This box lists all of the service that are currently listed on the target server. It will match the list you see in services.msc. If you
can see this list, the monitor is able to actively communicate with the target server (even if you are monitoring a server at a
remote site via a Satellite Monitoring Service).

Occasionally you may come across a service that is added and removed during some procedure. If you want to ignore a
service like that, you can click the "Manually Add Service" link at the bottom to temporarily add it to the "All services list".
Once it's there, you can add it to the Ignored service list so it won't be alerted on.

These services SHOULD be running

PA Server Monitor << Add
Windows Time

Remove >>

<< Add All
Running
Services

If you have services that need to be running (perhaps they aren't "Automatic Start", or you don't want to monitor all "Automatic
Start" services with the check box above), you can list them here.

These services should NOT be running

<< Add

Remove =

Indicate any service that should NOT be running here. For example, some organizations will disable a service because of a
security policy. If that service is ever running, it would need to be brought to someone's attention.

Ignore these services
Background Intelligent Transfer Service ~ << Add
CDPUserSvc™

clr_optimization_
rantart Nata * W Remove ==

A number of services start and stop on their own during normal usage. You probably don't want to be notified about those
services, so you can indicate they should be ignored. Ignoring a service means it will be ignored from all other checks
specified above. PA File Sight automatically adds a few common auto-stop services to this list automatically.

[~ Report service problems separately

This option will tell the service to send alerts for each service that gose into alert mode instead of grouping alerts together.
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Standard Configuration Options

Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options and setting the
Monitor Schedule.

Supported Reports

i Servics Running

g Service up or down data is recorded every time the monitor runs. You can define a time period, and
------ = Service Up Time

optionally a summarization (hourly, daily, weekly, monthly) to create an uptime report for the service.

332



This help page is for version 7.3. The latest available help is for version 8.1.

Network Scanner

Contents

The Network Scanner monitor is a Global Monitor that runs outside of any server. It does an IP address ping scan looking for

servers that are not already being monitored.

Unmonitored Device Scan

BN Configure periodic scans of the network to find new
servers/devices that are not being monitored.

Scan from:

* Monitoring service on 1

Range to scan:
192 . 188 . 7 . 1 to 192 . 168 . 7 . 254

* Add devices by DNS name if possible
" Add devices by IP address

I~ Add found servers/devices to group:

|Serverstevices j

[~ Copy configuration to new servers/devices from:

| =

Ignore these IP addresses / DNS names: (¥, ? and ranges supported) Example ignores:

'EXCHANGE_SERVER

oK

Cancel

Actions...

EXCHANGE™

192.168.10.5

192.168.%.5

192.168.2.50 - 192.168.2.70

Schedule...

When new devices are found on the network, you can have them automatically added to PA File Sight to a specific group.
You can also have a configuration copied from an existing server/device.

If you configure actions for this monitor and new devices are found on the network, you will receive a list of those devices in

the fired actions.

Standard Configuration Options

Like all monitors, this monitor has standard buttons on the right for Adding Actions, setting Advanced Options and setting the

Monitor Schedule.
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Installing Certificates in Google Chrome

When you first connect to a server using self-signed certs, Chrome will display a warning in the navigation bar "Not secure".
In the address bar is an orange warning triangle. Clicking that triangle will display the following dialog:

[ PA Server Monitor - lLog X

& C | A Notsecure | b#r5://q:720
f , - x|

‘Your connection to this site is not secure

You should not enter any sensitive information on this

site (for example, passwords or credit cards), because it

could be stolen by attackers. Learn mare

You have chosen to disable security warnings for this
site. Re-enable wamnings

se login to continue

& cookies flame “ | I I
LOGIN

1in use

nword

Chrome relies on the Windows certificate store. Unfortunately, it does not (currently) give any way of installing a certificate
from a URL. We recommend starting Internet Explorer and installing the Root Certificate Authority following those directions.
When you're done, restart Chrome and it will recognize the SSL certificate as being properly signed.

SSL Domain Matching

When the SSL certificate was made, it was created using the computer's name, localhost and 127.0.0.1. In the example
above, that means we could go to https://dnvista or https://localhost or https://127.0.0.1 and the URL would match the server
listed in the SSL certificate. If you will always access the web reports using one of the above server names, you can stop
now.

Mismatched Address

If your server is accessible via different names or additional IP addresses (perhaps via an external and internal IP address)
then the URL may not match the internal server name and the browser will give a Mismatched Address error. This is the
same error that occurs if you take the SSL certificate from one server and put it on a different server

One of the easiest ways to fix this would be to add an entry to your hosts file that maps the server's name to the IP address
that you are using to access the server. That will enable the URL to match the certificate.

Comments on this help page? Please contact us with suggestions
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Adding a Security Exception

When FireFox encounters a self-signed cert, it won't load the page. You might see an error like the one below.

| A Warning: Potential Security Ric X | + l;li-

PR

“— c o @ https//192.168.7.4:721 - & % In O =

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.7.4. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support
teams for assistance. You can also notify the website's administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

Report errors like this to help Mozilla identify and block malicious sites

Click the Advanced button. Additional information will be shown on the page. Check to see what websites the certificate is
actually for (top red box in the image below). Is it similar to the website you are trying to visit? This is where you need to
make a judgement call about whether you are really at the correct site.

If the site you are going to is banking, investments, or otherwise about your money, health or private information,
and you see an alert, we suggest you DO NOT CONTINUE.

If the website is not as important, you can choose to click the "Accept Risk and Continue" button. Firefox will remember this
choice and not prompt you about the website again.
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a Wamning: Potential Security Ric X + l;li-

“— ¢ o @ https//192.168.7.4:721 v o D W N @ =

The issue is most likely with the website, and there is nothing you can do to resolve it. =

If you are on a corporate network or using anti-virus software, you can reach out to the support
teams for assistance. You can also notify the website's administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

Websites prove their identity via certificates. Firefox does not trust this site because

for the following names: Q, 127.0.0.1, Q.OFFICE.POWERADMIN.COM, localhost,
127.00.0, =23 »* =

Error code; SEC_ERROR_UNKNOWMN_ISSUER

View Certificate

Go Back (Recommended) Accept the Risk and Contnue

Report errors like this to help Mozilla identify and block malicious sites

Mismatched Address

If your server is accessible via different names or additional IP addresses (perhaps via an external and internal IP address)
then the URL won't match the internal server name and the browser will give a Mismatched Address error. This is the same
error that occurs if you take the SSL certificate from one server and put it on a different server

One fix would be to go back and add another Security Exception for additional URL. Optionally, you could also add an entry

to your hosts file that maps the server's name to the IP address that you are using to access the server. That will enable the
URL to match the certificate.

Comments on this help page? Please contact us with suggestions
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Install Root Certificate in Internet Explorer

When you first connect to a server using self-signed certs, Internet Explorer will display that there is a problem with the
website's security certificate. Select the "Continue to the website (not recommended)" link.

& https://d2:81/

{.:_‘3 a PA Server Monitor

-
|_® There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

@' Continue to this website (not recommended).

= More information

When you continue on, a certificate error is shown similar to the following:

@ PA Server Monitor - Login X

If you click the "Certificate Error" text in the address bar, you'll see an explanation with a "View certificates" link at the bottom.
That's our goal -- to view the certificate.

{28 PA Server Manitor - Login X

{;‘5 33 PA Server Menitor

|@ Untrusted Certificate

The security certificate presented by this
wehbsite was not issued by a trusted
certificate authority,

This preblem might indicate an attempt to
fool you or intercept any data you send to
the server, n to continue

We recommend that you close this webpage. | |
About certificate errors [ |

View certificates

When you click "View certificates", a dialog will display information about the SSL certificate. The Certifying Authority (also
called a CA Root) certificate need to be installed. Click the "Certification Path" tab, and then select the top certificate shown
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(THIS IS CRITICAL). That is the CA Root. Note that the certificate names will be different on your computer than what is shown
in the screenshot below.

M Certificate

General Details Certification Path

Certification path

View Certificate
Certificate status:

’This CA Root certificate is not trusted because it is not in the Trusted Roat
C

ertification Authorities store.

Click the "View Certificate" button near the middle of the dialog. A new dialog opens which shows the CA Root itself. This is
the one we need to install. Near the bottom of the new dialog is a button to Install Certificate.

M Certificate

General Detaile Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Q
Issued by: Q

valid from 9/22/2016 to 9/16/2041

Install Certificate... ) fsuer Statement

When you click "Install Certificate", a Certificate Import Wizard will start which will help you install the certificate. Select the
"Local Machine" option to install the certificate on the machine for all users.
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, iz a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User
(®) Local Machine

To continue, dick Mext.

[Onot | | Cancel

When you click Next, the Certificate Import Wizard will allow you to select the install location of the certificate. It's important to
install the CA Root certificate into the "Trusted Root Certification Authorities".

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

store:
| Trusted Root Certification Authorities ) Browse...

Cance

Click Next until you get to the Finish button. Once you click Finish, a final confirmation dialog (Security Warning) is displayed
to make sure you want to add the new cerificate (this dialog helps insure that a human is doing this action and not some
malware).

Now that you've finished the steps above, Internet Explorer will accept the new SSL certificates without displaying an error.
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Comments on this help page? Please contact us with suggestions
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This help page is for version 7.3. The latest available help is for version 8.1.

Automatic Configuration

PA File Sight can use rule-based automatic monitor configuration, which makes configuring monitors for your environment

almost effortless.

Enabling or disabling Automatic Configuration has some big effects. Read more here...

How It Works

A list of Dynamic Server List monitors are created automatically in the Global Monitors list. A list of monitor templates are also

created in the Template Library.

M

The Dynamic Server List monitors

m}

()

E
E
E
E
E .
E
E
E
E

Global Monitors [1]

i)

[ )

[ )

()

Ly gy i |

()

Active Directory [59609]

All Devices - Inventory Collect
All Devices - Ping [59611]
Anti-Virus Status [59612]
ASP.NET [59613]

Disk Space [59614]

Dynamic Server List [48924]
Dynamics CRM [59615]

ESX Servers [59616]

Evrhanna - Ranaral TRQA171

Monitor Template Library
(- B8 Active Directory - NTDS
Eﬂ---u'_'—.—T. Active Directory Login Monitol
- B Asp.NET
(- B0 AsP.NET Apps
Eﬂ----!! Bandwidth Monitor
& TH cisco SNMP Monitor
Eﬂ----” Core - Anti-Virus Up to Date
Eﬂ----é Core - Disk Space Monitor
Eﬂ---“ Core - ES¥ Performance

il Wl mes e RAm i mm

ére setup to detect specific server types. In addition, they ignore any servers that are
tagged as being blocked from Automatic Configuration (more on that below).

The Windows Server rule which will be applied to all computers that are marked as being Windows is shown below.

Dynamic Server List Name:

| Windows Servers

Selection Criteria:

|ALL rules must match (logical AND)

=

Is Device Type

Blocked From Zero-Work Configuration

Windows

MNo

If there are any servers that match this rule, the Dynamic Server List is configured to create a new Dynamic Group that
contains the matching servers. In addition, a list of templates will be added as Power Templates to the new dynamic group.
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[ Fire actions if new servers are added to the list
[~ Fire actions if servers are removed from the list

¥ Automatically create a Dynamic Group from this list
if the list i1s not empty, and a Dynamic Group from
this list doesn't exist yet.

Create the group under:
|Servers,’Devices j

Add the following templates to the group:

¥l Core - Windows Disk Space Monitor ~
vl Core - Windows Event Log Errors
v Core - Windows File Changes

¥l Core - Windows Performance

[w] Core - Windows Service Monitor
[1DotMet - .NET CLR Exceptions

M Fmdhlnk RIET &P Rl

w

Automatic Configuration Group

The dynamic groups that are created will all be placed in a group named "*Automatic Configurations" (the asterisk in the
name causes the group to get sorted to the bottom). This group will be created at the top level under Servers/Devices. The
group can be renamed and moved under other groups if desired. The dynamic groups inside it (based on the Dynamic
Server Lists) should not be moved out of the Automatic Configuration group.

Servers/Devices

E-¥e Servers/Devices

o LAB
“& Amazon EC2
¥la ASIA PACIFIC
¥ EUROPE
#l NORTH AMERICA
; w2 SOUTH AMERICA
.l Zero-Work Configurations
{4 Active Directory
H-iz All Devices
H- Anti-Virus Status
i ASP.NET
i ESX Servers
2l
)
)
3}

-4 IPMI (DRAC, iLO, RAS)
-z SNMP Devices

g SQL Server

g Windows Servers

o O O e O e OO o O e O e O ey O

As servers/devices are added to these groups, the normal operation of copying Power Templates to the servers/devices will
take place. That is automatic configuration.

Note that monitor templates are copied from the Template Library to the Dynamic Groups. You can make changes to the
templates in the Dynamic Groups and the changes will propagate to the servers/devices. Changes made to the templates in
the Template Library will not propagate anywhere.

Over time as servers are added to the monitor system or installed software changes, the global Dynamic Server Lists will
automatically update, which will cause the Dynamic Groups to update, which leads to monitor templates being added or
removed as needed.

Blocking Automatic Configuration

You may have one or more servers that you don't want automatic configuration to apply to. You can set a "Block Automatic
Configuration" flag on individual servers via:

Bulk Config's "Computers: Set/Reset Block From Automatic Configuration" operation
Right-click a server/device and choose the "Block Automatic Configuration" menu option

The same options above can also be used to unblock Automatic3 Configuration.
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Customize For Your Needs

Automatic Configuration is a concept that you can use as well. All it requires is adding some monitor templates to the global
Template Library, and then adding a Dynamic Server List that will decide which servers/devices those templates should be
applied to.
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This help page is for version 7.3. The latest available help is for version 8.1.

Enabling Automatic Configuration
Things to expect:

The most important point is many new monitors will get created for all of your servers/devices. If you have an existing
installation, these will probably be duplicate monitors.

Because of the above, you might want to delete any standard monitors that you haven't made special customizations to. You
can do that via Bulk Config > Monitors: Delete Monitors. Sorting "By Type" might make it easier to delete all of one type of
monitor (all Ping monitors for example) at once.

Most of the new monitors don't have any actions assigned to them yet. You'll need to go to the Automatic Configuration
group, and visit each contained group to add notification actions to the Power Templates in that group.

By default, all servers/devices inherit from the same (applicable) Power Templates. If you need different servers to send
alerts to different groups, you'll need to have your own Dynamic Groups with templates that alert according to your needs,
and rules that apply these templates to some servers but not others (Custom Properties is an easy way to do this).

Summary: If you have an existing installation that is working well, it's probably better to NOT enable Automatic
Configuration

Disabling Automatic Configuration

Things to expect:

When Automatic Configuration is disabled, the Automatic Configuration group, with its child groups, will be deleted.
Because of the above, the Power Templates will get deleted, which means all monitors that inherit from those templates will
be deleted.

You can always re-enable Automatic Configuration, but the new Power Templates that are created will not have the actions
attached the way you have it now.

Summary: If your configuration was originally created by Auto Configuration, it might be best to leave it rather
than lose your configuration and need to start over.

Making the Change

After reading the above, if you would like to make the change anyway, you will need to enter this keyword: UNDERSTAND

Undo the Change

When Auto Configuration is enabled or disabled, a configuration backup is created at:

C:\Program Files\PA File Sight\Config\Backup
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The backup is made before the Auto Configuration change is made.

If you need to restore this backup, you'll need to use the Console on the Central Monitoring Service, and go to the following
menu Configuration > Import Complete Configuration.
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